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Abstract—Wireless implantable medical devices are expected to
perform cryptographic processing at an absolutely low level of
power consumption. This paper presents the design of an ultra-
low power ASIC core implementing the PRESENT encryption
algorithm. To minimize power consumption, subthreshold
CMOS logic is adopted. To implement robust combinational
logic (S-Boxes) in PRESENT at subthreshold, a multiplexor-tree
architecture based on CMOS transmission gates is proposed.
Our post-layout simulations show that our PRESENT core
consumes around 50 nW at 0.35V supply voltage at 25 kHz clock
frequency, proving the feasibility of ultra-low power encryption.

L INTRODUCTION

Wireless implantable medical devices (WIMDs) employ
radio transmission technology to enable remote patient
monitoring and treatment. However, recent research [1,2] has
brought into attention the potential security hazards associated
with these devices. To design secure WIMDs, we make the
following important observations:

e Power: Most WIMDs are battery-operated throughout
their extended lifetime which may reach up to 10 years.
(Note that replacing an implant normally requires
surgery, which is risky, costly and inconvenient.) A
back-of-the-envelope calculation suggests that for a
modern small ion-lithium battery storing about 3000
Joules of energy to last about 10 years, the average
power consumption of the entire WIMD must be less
than 10 uW. Given that a WIMD must perform a fair
amount of digital signal processing and radio
transmission, the amount of power left for crypto-
processing is severely limited. We aim at designing a
crypto-engine that consumes less than 100 nW.

® Speed: Since vital signals do not vary too fast, most
WIMDs do not require high processing speeds. Among
the fastest signals in body are neural action potentials
which can be safely sampled and processed at round 20
kS/s. Therefore our crypto-engine clock frequency is set
to 25 kHz.
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We have chosen to implement the light-weight block
cipher PRESENT [3] as this algorithm provides an adequate
level of security at minimal chip area and circuit complexity.

II. PRESENT ARCHITECTURE DESCRIPTION

The PRESENT block cipher is a light-weight encryption
algorithm [3] for resource-constrained applications.
PRESENT consists of 31 processing rounds and uses a
substitution-permutation network. The data block size is 64
bits. We implement PRESENT-80, a version of PRESENT
that uses a key size of 80 bits. The details of the PRESENT
algorithm are fully described in [3]. Fig. 1 shows a single
round of PRESENT, which consist of (a) bit-wise XOR of
key and data, (b) 4-bit substitution box (the S-box), and (c)
64-bit bit shuffling (the P-box).

The hardware architecture of PRESENT as implemented
in our ASIC core is shown in Fig 2. It is an iterative
architecture to reduce chip area. There are two distinct
processing loops shown in the figure: (a) key expansion loop
(shown on the right-hand side of figure), (b) data processing
loop (shown on the left-hand side of figure). The key
schedule loop expands the main secret key into 32 sub-keys
on-the-fly. The input to this loop is the 80-bit main key. The
data processing loop perform one encryption round of
PRESENT. An 80-bit key is set up at the key input (almost
permanently). A 64-bit plaintext is set up at the plaintext
input. When the reset signal goes low, at the rising edge of
the clock signal, the key register and data register are both
loaded from data and key input ports through their
corresponding multiplexors.
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Figure 1. A single round of PRESENT [3]
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Figure 2. Architecture of PRESENT-80 [3]

After the reset signal goes high, for the next 31 rising
edges of the clock, the plaintext is processed to produce a 64-
bit ciphertext.

The architecture of PRESENT-80 (Fig. 2) is relatively
simple. In terms of the number of hardware resources, it
requires 80+64 D-flipflops, 80+64 2-to-1 multiplexors, 64+5
XORs, and 16+1 S-boxes (labeled with S). The P-box
(labeled with P), and the bit-rotation block (labeled with
“«617) are simply bit permutations and do not need logic
gates (although they consume relatively a large chip area).
The S-boxes are all identical and each is a 4-input 4-output
combinational logic circuit implementing the Boolean
function in Table I.

TABLE I. S-box (4-input, 4-output Boolean function)

x |0 |1 ] 2]3]4]5]6]7
So)| C| 5|6 | B|9]0|A][D
x | 8|9 | A|[B|C|DJ|E]|F
Sx)| 3 | E| F | 8| 4|7 |1]2

III. SUBTHRESHOLD LOGIC DESIGN

To minimize power consumption, we adopt subthreshold
logic design (Vpp<0.7V) [4]. Subthreshold logic has been
previously employed in biomedical logic circuits with low to
modest speed requirements [S]. The subthreshold current is
exponentially related to the gate voltage leading to an
exponential reduction in power consumption. But it also
causes an exponential increase in delay. It has been shown [4,
5] that the reduction in power outweighs the increase in
delay, thus producing an overall reduction in energy
consumption. The main challenge in subthreshold circuit
design is to achieve robust operation in the face of process
and temperature variations. We adopt a 0.18 um process in
which variations can still be under control. The problem
becomes increasingly worse at finer technologies.

While mainstream ASIC designers almost always employ
logic synthesis tools with vendor-designed fully-tested
standard logic cells, this luxury is not available in
subthreshold logic design. The vendor-designed standard
cells have not been optimized for subthreshold operation [6]
and cannot be employed as they are. We designed the cells
required in our core and tested them for optimal operation at
subthreshold supply voltage at all process and temperature
corners.
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Figure 3. (a) Standard and (b) T-gate-based MUX21
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Finally we manually laid-out the entire PRESENT circuit
in a TSMC 0.18 um process. The cells required in our core
are as follows: (a) single bit 2-to-1 Mux, (b) 2-input XOR
gate, (c) D flipflop, and (d) S-box. In all of those, we use
CMOS transmission gates (T-gates) as building block. We
describe each of the cells in the next sections.

A.  2-to-1 Mux cell (MUX21)

Fig. 3(a) shows a MUX21 using a standard CMOS
configuration, with S as the select input, D as data input, and
Y as data output. This circuit does not perform robustly at
subthreshold voltage, especially at process corners. We use
the T-gate-based MUX21 shown in Fig. 3(b), with S as the
select input, X as data input, and Y as data output. This circuit
performs well at subthreshold supply voltages at all process
corners. In 0.18 pum TSMC technology, at Vpp=0.35V, f=25
kHz, the standard MUX21 consumes 37 pW whereas the T-
gate-based MUX21 consumes only 13.5 pW. The
considerable power saving can be attributed to the following
facts: (1) the T-gate-based MUX21 has fewer number of
transistors, (2) T-gates do not provide direct path from Vpp to
Ground, reducing total leakage current, and (3) when driving
the T-gates at low frequencies, there is no need for large
buffers and one can use weak inverters to produce only a
minimum drive current.

B. 2-input XOR gate (XOR2)

Fig. 4 shows three different 2-input XOR gates. Circuit (a) is
a standard CMOS configuration. Circuit (b) is the Tiny-XOR
[7], and circuit (c) is a T-gate-based XOR which is used in
our design. Our HSpice simulations show that Tiny-XOR
performs better than the standard circuit at process corners
down to Vpp=0.35V at f=25kHz. The T-gate-based XOR also
performs well at the above operating point. As shown in
Table II, the T-gate-based XOR has the lowest power
consumption of all three circuits in a 0.18 um process.
Therefore, we adopted this circuit to be used in our
PRESENT core.

TABLE II. Power Consumption of XOR2 circuits (/=25 kHz)

Circuit Power (Vpp=0.35V) Power (Vpp=0.4V)
Standard Unreliable at corners 200 pW
Tiny XOR 128 pW 165 pW
T-gate XOR 120 pW 157 pW
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Figure 4. (a) Standard XOR, (b) Tiny XOR, (c) T-gate-based XOR

Figure 5. Master-slave T-gate based D-flipflop [8]

C. D-flipflop

Fig. 5 shows the circuit of well-known [8, p. 22] T-gate-
based master-slave D-flipflop. Among the several different
D-flipflop circuits we evaluated for operation at subthreshold
supply voltage, the circuit shown in Fig. 5 performed most
reliably and at the lowest power consumption.

In subthreshold design, the exponential dependence of
current on threshold voltage Vi becomes more important than
sizing. Therefore, cutting the feedback loop for writing into a
latch leads to more robust operation at all corners. The flip
flop in Fig. 5 uses T-gates to cut off feedback paths in the
latches. Our HSpice simulations for this circuit produced an
estimated power consumption of 78 pW at Vpp=0.35V and
J=25 kHz.

D. S-box

There are 17 so-called S-boxes in the PRESENT cipher.
An S-box is a special 4-input 4-output combinational Boolean
function defined in Table I. This function is such that no logic
minimization is possible. When expanded into its disjunctive
normal form, this function consists of 4 Boolean expressions,
each having at least 5 minterms [3]. Overall, implementing
the entire function would require at least 18 3-input AND
gates, 4 4-input AND gates, 3 5-input OR gates and 1 5-input
OR gates. Given that a total of 17 S-boxes are needed in a
PRESENT core, these requirements make S-boxes the most
challenging part of designing an ultra-low power PRESENT
circuit. A straightforward implementation of this logic in
standard CMOS circuits would perform unacceptably at
subthreshold voltages due to stacked transistors.

A key idea in our ultra-low power design is the following:
Any combinational Boolean function can be implemented
using a tree of 2-to-1 logic multiplexors. Since the T-gate-
based MUX21 performs superbly in subthreshold regime, one

can implement any Boolean function using a tree of T-gate-
based MUX21’s to attain ultra-low power consumption.

If the four outputs of an S-box are called Sy, S, S», S;. Fig.
6 shows the mux-tree implementation of the Sy. The other
three outputs can also be implemented in a similar fashion.
As depicted in the figure, the four inputs xo, x;, x,, x3 drive the
select inputs of the MUX21’s. The data inputs of the first
layer of the mux-tree are set to constant data (1 or 0)
corresponding to the different rows of the truth table of .
Each combination of binary values for xy, x1, X5, x3 selects one
row of the truth table. Therefore for a 4-input Boolean
function (as for Sp), the mux-tree will consist of 4 layers and a
total of 15 MUX21’s. Obviously, this approach does not scale
well with the number of inputs to the function. However, for
a small number of input (e.g. 4 in the case of an S-box), this
approach is feasible. An advantage of this approach is that the
same circuit works for all functions of the same number of
inputs; only the fixed data to the first layer of the mux-tree
needs to be changed to correspond to the truth table of the
given function.

In some mux-trees, depending on the Boolean function
implemented, some optimization may be possible. For
example, in the circuit shown in Fig. 6, the top mux
controlled by x, and the top mux controlled by x; can be
omitted, reducing area and power.
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Figure 6. Mux-tree implementation of SO output
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Our HSpice simulations show that at Vpp=0.35V, f=25
kHz, an S-box implemented as a T-gate-based mux-tree
consumes around 390 pW, whereas an S-box implemented in
standard CMOS gates consumes about 487 pW. In addition to
about 20% power saving, a mux-tree S-box works reliably at
all process corners whereas a standard CMOS S-box
performs poorly at some corners (in subthreshold regime).

E. Post-layout Simulation and Comparison

We laid-out our PRESENT-80 core manually (shown in
Fig. 7) in a TSMC 0.18 pm CMOS process. The circuit uses
the cells described in Section III as its building blocks. Our
post-layout simulations of the PRESENT core reports a total
of power consumption of 48 nW at Vpp=0.35V at 25 kHz
clock frequency. This is well below our initial target of 100
nW by a considerable margin and certainly acceptable for
WIMD applications. We expect that post-fabrication
measurements will validate our simulated results.

Our PRESENT-80 core was shown (by post-layout
simulation) to consume no more than 50 nW at Vpp=0.35V at
25 kHz clock frequency. The closest published result to this
date [9] reports 210 nW for the standard AES block cipher at
30 kHz at Vpp=0.35V in a 0.18 CMOS process. Since AES
has 128-bit blocks and 10 rounds while PRESENT has 64-bit
blocks and 32 rounds, to make a fair comparison, the amount
of energy per encrypted bit for the two ciphers are compared:
At 25 kHz operating frequency, PRESENT consumes 0.96
pJ/bit of energy (this paper) while the AES engine in [9]
consumes roughly 4.8 pJ/bit.

In [3], PRESENT-80 with the same architecture as ours
was synthesized for the Virtual Silicon (VST) standard cell
library based on the UMC L180 0.18um 1P6M Logic, and
was shown (by simulation) to consume 5 uW at 100 kHz.

Figure 7. PRESENT chip layout

IV. CONCLUSION

The design of an ultra-low power encryption engine for
the PRESENT block cipher aimed at application in wireless

implantable medical devices was presented. The ASIC core is
designed to operate at subthreshold voltages at 25 kHz in 0.18
pum CMOS process. This process node was chosen rather than
the newer, finer technologies because subthreshold design at
finer process nodes becomes more difficult due to large
process variations. In addition, the finer process nodes
provide higher densities and faster clock speeds, which are
not required in our type of applications. We used T-gate-
based 2-to-1 multiplexors as the building block for the
different component required in our core. This resulted in
robust operation at all process corners at subthreshold
voltages at low frequencies. Thus, it was shown that
extremely low power encryption is feasible in hardware. Our
design also shows superiority of PRESENT over AES for
ultra-low power applications, including implantable medical
devices, RFIDs and sensor networks.
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