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Abstract—Mutual information as a tool for measuring the
amount of dependency between two variables is used in many
applications in probability theory. In this paper, three mutual
measures based on three aggregate uncertainty (AU) measures
in Dempster–Shafer theory (DST) are proposed. These uncer-
tainty measures are: 1) AU; 2) ambiguity measure (AM); and
3) modified AM (MAM), which is proposed in this paper. MAM
is the modification of AM which resolves the nonsubadditivity
problem of AM. A threat assessment problem constructed by
a Dempster–Shafer network is used for testing these mutual
measures. We use the proposed mutual measures to identify
which input variables of the network are more influential
on the threat value. Finally, we conclude that mutual uncer-
tainty based on MAM is a justifiable measure to compute the
dependency between two variables in applications related to
the DST.

Index Terms—Ambiguity, Dempster–Shafer theory (DST),
mutual aggregate uncertainty (AU) measure, pignistic probability,
subadditivity, threat assessment.

I. INTRODUCTION

COMPUTING the amount of uncertainty or informa-
tion contained in an event is of crucial importance in

many applications in decision-making systems. To calculate
the amount of uncertainty, we need to define a measure.
Shannon entropy, H(x), is an uncertainty measure in probabil-
ity theory (PT) proposed by Shannon [1]. The different types
of uncertainty proposed in various theories have been classi-
fied by Klir and Yuan [2]. Dempster–Shafer theory (DST) is
an extension of the PT and the set theory, and as such, it is
able to represent two types of uncertainty, i.e., nonspecifcity
and discord.

The generalized Hartley (GH) measure, which was proposed
by Hartley (H(A) = log2|A|), quantifies the amount of non-
specificity contained in a basic probability assignment (BPA)
in DST [3] and [4]. GH satisfies five essential requirements of
a nonspecificity measure and is thus an appropriate measure
of calculating the amount of set uncertainty in DST.

Similar to the Shannon entropy in PT, a number of measures
have been proposed to compute probabilistic information in
DST including confusion by Höhle [5] in 1982, dissonance

Manuscript received May 27, 2014; accepted October 21, 2014. This paper
was recommended by Associate Editor J.-P. Barthès.

The authors are with the Department of Engineering, Ferdowsi University
of Mashhad, Mashhad 9177948974, Iran (e-mail: shahpari@stu.um.ac.ir).

Color versions of one or more of the figures in this paper are available
online at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TSMC.2014.2378213

by Yager [6] in 1983, discord by Klir and Ramer [7] in 1990,
and strife by Klir and Parviz [8] in 1992. Not all of these prob-
abilistic information measures are justifiable discord measures
in evidence theory because they not only have some concep-
tual flaws, but also are nonsubadditive, and differ from the
Shannon entropy equation [9]. Therefore, Klir [9] proposed
AU as an aggregated uncertainty measure that computes non-
specificity and discord simultaneously. He posited that any
aggregate uncertainty (AU) measure must satisfy five require-
ments including probability consistency, set consistency, range,
subadditivity, and additivity. AU, however, had high computa-
tional complexity and was insensitive to changes in evidence;
moreover, the two types of uncertainty (nonspecificity and
discord) were not separable. Also, Abellan and Masegosa [12]
analyzed the requirements, presented in the literature, for total
uncertainty measures in DST and their shortcomings.

Jousselme et al. [10] proposed another aggregated uncer-
tainty measure called ambiguity measure (AM) based on the
classic pignistic probability. They proved that AM satisfies the
five requirements of an AU measure, it has low computational
complexity and is sensitive to changes in evidence. However,
Klir and Lewis [11] demonstrated that Jousselme et al.’s
proof of AM subadditivity was wrong. They referred to the
dependency of the pignistic probability on the marginaliza-
tion process to support their argument. This means that the
marginal probabilities derived from the joint pignistic proba-
bility are not the same as the pignistic distributions derived
from the marginal belief functions. In this paper, the classic
pignistic probability is modified, and based on this modifica-
tion the modified AM (MAM) is proposed. Also, it is proved
that the MAM is subadditive.

Another contribution of this paper is to propose the mutual
AU measure in DST. Similar to the mutual information in PT,
the proposed measure should be symmetric, always nonnega-
tive and be equal to zero if and only if the two variables are
independent [11]. AU and AM are the available AU measures
that can be used for introducing the mutual uncertainty mea-
sure. However, there exist two problems: 1) AU is not sensitive
to changes in evidence, resulting in corresponding mutual
measure having this defect and 2) if AM is not subadditive,
then the mutual measure based on AM will not necessarily
be nonnegative. To solve the second problem, the MAM is
proposed that is subadditive and the corresponding mutual
measure will be nonnegative. The defects of the proposed mea-
sures will be compared in two examples. Moreover, in order
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to understand the effectiveness of the proposed measures, a
threat assessment problem constructed by a Dempster–Shafer
network will be used.

This paper is organized as follows. Section II presents some
necessary theoretical concepts. In addition, the available AU
measures in DST are reviewed in Section II and the invari-
ance with respect to marginalization property of the pignistic
probability is described. Section III proposes the modified pig-
nistic probability which is invariant under the marginalization
process. Then, based on the modified pignistic probability, the
MAM is defined and proved to be subadditive. In Section IV,
three mutual AU measures are proposed. In Section V, a
Dempster–Shafer network is presented to solve a threat assess-
ment problem and the proposed mutual measures are then used
to compute the dependency of the network input variables
to the threat value. Finally, in Section VI the conclusion is
provided.

II. THEORETICAL BACKGROUND

A. DST

In the PT, a probability density function (PDF)
p : �X → [0, 1] assigns values to �X = {x1, x2, . . . , xn}
(the state space of variable X), where, p(xi) ≥ 0, and∑

i=1:n p(xi) = 1. If �X and �Y are the state spaces of
variables X and Y , then the joint state space is denoted by
�XY = �X ×�Y and pXY : �XY → [0, 1] is the corresponding
joint PDF. Marginalization in the PT involves addition over
the state space of the variables being eliminated. Suppose
pXY is a joint PDF for �XY , then the marginal PDF for
�X is pX(x) = ∑

Y pXY(x, y).
DST is an imprecise PT, in which a BPA assigns val-

ues to the subsets of the state space [13] and [14]. The
function m : 2�X → [0, 1] is a BPA on the power set of
�X = {x1, x2, . . . , xn}, where m(∅) = 0, m(A) ≥ 0, and∑

A∈2�X m(A) = 1. Any element in 2�X with a nonzero
BPA is called a focal element. The other functions defined
in DST are the belief function (Bel(A) = ∑

B⊆A m(B)) and

the plausibility function (Pl(A) = ∑
A∩B�=∅

m(B)). Concepts
which are significant for this paper such as joint state space,
projection, combination, and marginalization are defined as
follows.

Definition 1: If 2�X and 2�Y are the state spaces of variables
X and Y with cardinalities 2|�X | and 2|�Y |, then the joint state
space is denoted by 2�XY with the cardinality 2|�XY |, where,
�XY = �X × �Y .

Example 1: If �X = {x1, x2} and �Y = {y1, y2, y3} are the
state spaces of X and Y , then the joint state space in DST
will be 2�XY (�XY = �X × �Y = {(x1, y1), (x1, y2), (x1, y3),

(x2, y1), (x2, y2), (x2, y3)}), with 2|�XY | = 2
6 = 64 members.

For simplicity, the following notations are introduced:
�XY = �X × �Y = {Z11, Z12, Z13, Z21, Z22, Z23}.

If �X and �Y are the state spaces of two variables and
�XY = �X × �Y is the corresponding joint state space, then
the projection of any subset A ⊆ �XY on �X is denoted by
A↓�X . This projection is shown in Fig. 1.

Definition 2: Let mX : 2�X → [0, 1] and mY : 2�Y →
[0, 1] be two equally reliable and independent BPAs, the

Fig. 1. Projection of subset A ⊆ �XY on �X .

combination is calculated by Dempster’s rule of combination
in the following manner:

mXY (Z) = (mX ⊕ mY)(Z)

=
∑

X∩Y=Z mX (X) · mY (Y)

1 − K
∀ X ⊆ �X& Y ⊆ �Y (1)

where, K = ∑
X∩Y=∅

mX(X).mY(Y) represents the conflict.
Definition 3: If mXY : 2�XY → [0, 1] is a joint BPA on �XY ,

then the marginal of mXY on �X is denoted by m↓�X
XY , and

given by

mX (B) = m↓�X
XY (B) =

∑

A⊆�XY ,A↓�X=B

mXY (A) ∀B ⊆ �X .

(2)

It will show that the number of marginal singletons in
the joint state space is a major parameter in this paper, as
emphasized by the following definition.

Definition 4: If mXY : 2�XY → [0, 1] is a joint BPA on
�XY , then xi ∈ �X and yi ∈ �Y existing in A are the marginal
singletons of subset A ∈ 2�XY . The number of marginal sin-
gletons xi is denoted by #(xi ∈ A) and the number of marginal
singletons yi is denoted by #(yi ∈ A).

To illustrate this point, the marginal singletons number has
been calculated for the subset A = {Z12, Z13, Z23}, which is a
member of the joint state space in Example 1. The marginal
singletons are x1, x2, y2, and y3. There are two x1, one x2,
one y2, and two y3 in the subset A, which can be written
as # (x1 ∈ A) = 2, # (x2 ∈ A) = 1, # (y2 ∈ A) = 1, and
# (y3 ∈ A) = 2. Note that the number of marginal singletons
of any member of a joint state space in PT is 1 (for instance,
(x1, y1) ∈ �XY has one x1 and one y1). However, the marginal
singletons number of any subset of the joint state space in
DST is not necessarily one.

B. Available AU Measures in DST

AU and AM are two available AU measures in DST and
are defined as follows.

Definition 5 [15]–[17]: If m : 2�X → [0, 1] is a BPA on
�X and Bel is a belief measure on �X , then AU associated
with Bel is computed by

AU (Bel) = max
PBel

⎧
⎨

⎩
−

∑

x∈�X

pxlog2 px

⎫
⎬

⎭
(3)

where PBel consists of all probability distributions
< px|x ∈ �X > that satisfy the constraints

0 ≤ px ≤ 1 ∀x ∈ �X
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and
∑

x∈�X

px = 1

and

Bel (A) ≤
∑

x∈A

px ∀A ⊆ �X .

Definition 6 [10]: If m : 2�X → [0, 1] is a BPA on �X and
BetPm is the corresponding pignistic probability, then AM is
defined as follows:

AM (m) = −
∑

x∈�X

BetPm (x) · log2 (BetPm (x)). (4)

BetPm, called the pignistic probability, is a DST to PT trans-
formation that transforms a BPA in DST into the PDF in PT,
as defined in the following.

Definition 7 [18]: If m : 2�X → [0, 1] is a BPA on �X ,
then BetPm denotes the pignistic probability, which is defined
for each singleton x ∈ �X as follows:

BetPm ({x}) =
∑

A ⊆ �X

x ∈ A

m (A)/|A|. (5)

C. Five Requirements For AU

Klir and Wierman [19] defined the following five require-
ments which an AU measure must satisfy.

1) Probability Consistency: If all focal elements are single-
tons (P (xi) = m (xi) ∀xi ∈ �X), then the uncertainty measure
equals the Shannon entropy

AU (m) = −
∑

x∈�X

m (x) · log2 (m (x)). (6)

2) Set Consistency: If there is one focal element, such as
m (A) = 1 and m (B) = 0 ∀B ∈ 2�X and B �= A, then the
uncertainty measure equals the Hartley measure

AU (m) = log2|A|. (7)

3) Range: The range of AM is [0, log2|�X|], meaning that

0 ≤ AU ≤ log2|�X|. (8)

4) Additivity: If mXY : 2�XY → [0, 1] is a noninteractive
joint BPA on �XY (mXY = mX × mY) and the associated
marginal BPAs are mX and mY , then

AU (mXY) = AU (mX) + AU (mY). (9)

5) Subadditivity: If mXY : 2�XY → [0, 1] is an arbitrary
joint BPA on �XY and the associated marginal BPAs are mX

and mY , then

AU (mXY) ≤ AU (mX) + AU (mY). (10)

Fig. 2. Pignistic probability is dependent on the marginalization process.

Although AM satisfies the requirements R1–R4, it is not
subadditive. The dependency of the pignistic probability on
the marginalization process is the cause of this defect [11].
The following section describes this concept.

D. Invariance With Respect to the Marginalization Process

The invariance with respect to the marginalization
property of DST to PT transformations was illustrated
in [20]–[22]. This property is represented by the following
definition.

Definition 8: Let mXY : 2�XY → [0, 1] be an arbitrary joint
BPA on �XY , and mX be the marginal BPA on �X . If PmXY

and PmX are the DST to PT transformations of mXY and mX,

respectively, then Pm is invariant under marginalization if and
only if

PmX = (
PmXY

)↓�X . (11)

However, using an example, Klir and Lewis [11] showed
that the pignistic probability is dependent on the marginaliza-
tion process. The dependency of the pignistic probability on
the marginalization process is depicted in Fig. 2.

III. MAM

In this section, the reasons for the dependency of the pig-
nistic probability on the marginalization process are discussed.
To this purpose, the focus should be on the projection method
in DST. It can be shown that some probabilistic informa-
tion is lost in the classic DST projection process. Consider
�X = {x1, x2} and �Y = {y1, y2, y3} as marginal state spaces
and mXY : 2�XY → [0, 1] as the joint BPA with one focal
element, mXY(A = {Z11, Z12, Z13, Z23}) = 1. In the classic
computation of the pignistic probability, first, the projection of
subset A over �X is B = {x1, x2} = {Z11, Z12, Z13, Z23}↓�X ,
then mX(B) = 1, and finally BetPmX (x1) = BetPmX (x2) =
mX(B)/|B| = 1/2. In other words, the mass of the joint subset
A is distributed equally among the members of A↓�X (x1 and
x2). However, in this case, there are three x1 and one x2 on
the subset A. It can be said that the number of marginal sin-
gletons (#(x1 ∈ A) = 3 and #(x2 ∈ A) = 1) are probabilistic
information that are not taken into account in the marginal
probability distribution.

The question is how to retain this crucial information.
To this end, it is sufficient to distribute the mass of the
joint subset A among the members of A↓�X in proportion to
their number of marginal singletons. Therefore, the pignistic
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probability is calculated as follows:

BetPmX (x1) = mX

(
A↓�X

)
· # (x1 ∈ A)

(# (x1 ∈ A) + # (x2 ∈ A))
= 3

4

BetPmX (x2) = mX

(
A↓�X

)
· # (x2 ∈ A)

(# (x1 ∈ A) + # (x2 ∈ A))
= 1/4.

Consider the more complex joint BPA with
three focal elements: mXY(A1 = {Z12, Z13, Z23})= 1/3,
mXY(A2 = {Z21, Z22, Z23}) = 1/3, and mXY(A3 =
{Z11, Z12, Z13, Z23}) = 1/3. According to the proposed
method, we have mX(A1

↓�X = {x1, x2}) = mXY(A1) = 1/3,
#(x1 ∈ A1) = 2, and #(x2 ∈ A1) = 1.
mX(A2

↓�X = {x2}) = mXY(A2) = 1/3,#(x1 ∈ A2) = 0, and
#(x2 ∈ A2) = 3. mX(A3

↓�X = {x1, x2}) = mXY(A3) = 1/3,
#(x1 ∈ A3) = 3, and #(x2 ∈ A3) = 1.

Then

Bet PmX (x1) = mX

(
A1

↓�X
)

· # (x1 ∈ A1)

(# (x1 ∈ A1) + # (x2 ∈ A1))

+ mX

(
A2

↓�X
)

· # (x1 ∈ A2)

(# (x1 ∈ A2) + # (x2 ∈ A2))

+ mX

(
A3

↓�X
)

· # (x1 ∈ A3)

(# (x1 ∈ A3) + # (x2 ∈ A3))

= 1

3
.
2

3
+ 1

3
· 0

3
+ 1

3
· 3

4
= 17

36

and

BetPmX (x2) = 1

3
· 1

3
+ 1

3
· 3

3
+ 1

3
· 1

4
= 19

36
.

It is observed that, in the marginalization process, the
mass of the subset A is transmitted to A↓�X and mX(A↓�X )

can be replaced by mXY(A). Also, there is #(x1 ∈ A) +
#(x2 ∈ A) = |A|. This modification leads us to propose
the modified BetPm as follows.

Definition 9: If mXY : 2�XY → [0, 1] is a joint BPA defined
over �XY , then the modified pignistic probability is defined
for each singleton Zi ∈ �XY and xi ∈ �X as follows:

MBetmX (xi)
∑

B ⊆ �X, xi ∈ B

∑

A ⊆ �XY

B = A↓�X

mXY (A ) · # (xi ∈ A)

|A| ∀xi ∈ �X

(12)

MBetmXY

((
xi, yj

)) =
∑

A ⊆ �XY(
xi, yj

) ∈ A

mXY (A )

|A| ∀ (
xi, yj

) ∈ �XY

(13)

where # (xi ∈ A) is the number of xi in the subset A, and |A|
denotes the cardinality of A.

Corollary 1: In cases where the projection process is
not used, the modified pignistic probability is computed
employing 13 and is reduced to the pignistic probability,
i.e., MBetmX = BetPmX .

Here, the invariance with respect to the marginalization of
the modified pignistic probability is expressed by the following
proposition.

Proposition 1: Suppose mXY: 2�XY → [0, 1] is a joint BPA
over �XY , MBetmXY is the joint modified pignistic probability
and MBetmX is the modified pignistic probability of marginal
mX , then

MBetmX = (MBetmXY )↓�X . (14)

Proof: It will be proved that:
∑|�Y |

j=1 MBetmXY ((x1, yj)) =
MBetmX (x1). Suppose that �X = {x1, x2, . . . , xN}
and �Y = {y1, y2, . . . , yM} are the state spaces
of X and Y with the cardinalities N and M, and
the joint state space is �XY = �X × �Y =
{(x1, y1), . . . , (x1, yM), (x2, y1), . . . , (x2, yM), . . . , (xN, yM)} =
{Z11, . . . , Z1M, Z21, . . . , Z2M, . . . , ZNM}. Now, we have

|�Y |∑

j=1

MBetmXY

(
(x1, yj)

)

=
M∑

j=1

MBetmXY

(
Z1j

)

= MBetmXY (Z11) + · · · + MBetmXY (Z1M)

=
∑

A ⊆ �XY

Z11 ∈ A

mXY (A )

|A| + · · · +
∑

A ⊆ �XY

Z1M ∈ A

mXY (A )

|A| .

We can separate the subset {A|A ⊆ �XY , Z11 ∈ A} into
the M new subsets: {A|A ⊆ �XY , Z11 ∈ A, # (x1 ∈ A) = 1},
{A|A ⊆ �XY , Z11 ∈ A, # (x1 ∈ A) = 2},. . . , and {A|A ⊆
�XY , Z11 ∈ A, # (x1 ∈ A) = M}. For example, if N = 2 and
M = 2, we have

{A |A ⊆ �XY , Z11 ∈ A}
=

{ {Z11} , {Z11, Z12}, {Z11, Z21} , {Z11, Z22}, {Z11, Z12, Z21},
{Z11, Z12, Z22} , {Z11, Z21, Z22} , {Z11, Z12, Z21, Z22}

}

= {{Z11} , {Z11, Z21} , {Z11, Z22} , {Z11, Z21, Z22}}
∪ {{Z11, Z12} , {Z11, Z12, Z21} , {Z11, Z12, Z22},

{Z11, Z12, Z21, Z22}}
= {A|A ⊆ �XY , Z11 ∈ A, # (x1 ∈ A) = 1}

∪ {A|A ⊆ �XY , Z11 ∈ A, # (x1 ∈ A) = 2}.

Then

∑

A ⊆ �XY

Z11 ∈ A

mXY (A )

|A| =
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

+
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = M

mXY (A )

|A|
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and

∑

A ⊆ �XY

Z1M ∈ A

mXY (A )

|A| =
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = M

mXY (A )

|A| .

Now

M∑

j=1

MBetmXY

(
Z1j

) =
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

+
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + . . .

+
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = M

mXY (A )

|A| + . . .

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = M

mXY (A )

|A|

=
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = M

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = M

mXY (A )

|A| .

We have

∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 1

mXY (A )

|A|

=
∑

A ⊆ �XY

# (x1 ∈ A) = 1

mXY (A )

|A|

and

∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A| + . . .

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = 2

mXY (A )

|A|

= 2
∑

A ⊆ �XY

# (x1 ∈ A) = 2

mXY (A )

|A| .

Because {A|A ⊆ �XY , Z11 ∈ A, #(x1 ∈ A) = 2} ∪ · · · ∪
{A|A ⊆ �XY , Z1M ∈ A, #(x1 ∈ A) = 2} = {A|A ⊆
�XY , #(x1 ∈ A) = 2}, but each member is repeated twice in
this subset. So, the summation is multiplied by 2. Also {A|A ⊆
�XY , Z11 ∈ A, #(x1 ∈ A) = M}∪· · ·∪{A|A ⊆ �XY , Z1M ∈ A,

#(x1 ∈ A) = M} = {A|A ⊆ �XY , #(x1 ∈ A) = M} and each
member is repeated M times in this subset. So the summation
is multiplied by M as follows:

∑

A ⊆ �XY

Z11 ∈ A &# (x1 ∈ A) = M

mXY (A )

|A| + · · ·

+
∑

A ⊆ �XY

Z1M ∈ A &# (x1 ∈ A) = M

mXY (A )

|A|

= M
∑

A ⊆ �XY

# (x1 ∈ A) = M

mXY (A )

|A| .
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Then, we have

M∑

j=1

MBetmXY

(
Z1j

) =
∑

A ⊆ �XY

# (x1 ∈ A) = 1

mXY (A )

|A| + 2

∑

A ⊆ �XY

# (x1 ∈ A) = 2

mXY (A )

|A| + · · ·

+ M
∑

A ⊆ �XY

# (x1 ∈ A) = M

mXY (A )

|A| .

Now, we can write

M∑

j=1

MBetmXY

(
Z1j

) =
∑

A ⊆ �XY
# (x1 ∈ A) = 1

mXY (A ) · # (x1 ∈ A)

|A|

+
∑

A ⊆ �XY
# (x1 ∈ A) = 2

mXY (A ) · # (x1 ∈ A)

|A| + . . .

+
∑

A ⊆ �XY
# (x1 ∈ A) = M

mXY (A ) · # (x1 ∈ A)

|A|

=
∑

A ⊆ �XY
# (x1 ∈ A) = 1 OR # (x1 ∈ A) = 2OR . . . OR # (x1 ∈ A) = M

mXY (A ) · # (x1 ∈ A)

|A| .

Also, we have

{A|A ⊆ �XY , #(x1 ∈ A) = 1} ∪ · · · ∪ {A|A ⊆ �XY ,

#(x1 ∈ A) = M} = {A|B = A↓�X , B ⊆ �X, x1 ∈B, A ⊆ �XY}.
Hence

M∑

j=1

MBetmXY

(
Z1j

) =
∑

B ⊆ �X, x1 ∈ B
∑

A ⊆ �XY

B = A↓�X

mXY (A ) · # (x1 ∈ A)

|A| = MBetmX (x1).

The modified pignistic probability is utilized in a new AU
measure called modified ambiguity, which is denoted by MAM
and defined as follows.

Definition 10: If m : 2�X → [0, 1] is a BPA on �X and
MBetm is the modified pignistic probability, then

MAM = −
∑

x∈�X

MBetm (x) · log2 (MBetm (x)). (15)

The MAM based on the modified pignistic probability, satis-
fies the five requirements of AU. This contribution is presented
in the following proposition.

Proposition 2: The MAM satisfies the five require-
ments of AU.

Proof of the probability consistency: Similar to the proof
of [10, Th. 1], if all focal elements are singletons, there
is MBetmX (xi) = m (xi) ∀xi ∈ �X and then MAM (m) =
−∑

x∈�X
m (x) · log2 (m (x)) . Thus, MAM is equal to the

Shannon entropy measure.
Proof of the set consistency: Similar to the proof of

[10, Th. 2], if there is one focal element such as m (A) = 1 and
m (B) = 0 ∀B ∈ 2�X and B �= A, then

MBetmX (xi) = 1

|A|m (A) = 1

|A| ∀xi ∈ A.

Hence, MAM (m) = −∑
xi∈�X

MBetmX (xi) · log2
(MBetmX (xi)) = log2|A|, which is also set consistent.

Proof of the range: Similar to the proof of [10, Th. 3], we have∑
xi∈�X

MBetmX (xi) = 1. If there is one singleton focal element,
A, ( m (A) = 1 and |A| = 1 and m (B) = 0 ∀B ⊆ �X and B �= A),
then MAM will be minimized and equal to zero. However, if
there is one focal element with the maximum cardinality |�X|
( m (A) = 1 and |A| = |�X| and m (B) = 0 ∀B ⊆ �X and
B �= A), then MAM will be maximized and equal to log2|�X| .
Thus, the range of MAM is [0, log2|�X|].

Proof of the subadditivity and additivity: The proof of
the subadditivity property is the same as that presented by
Jousselme et al. [10]

MAM (mXY ) = −
∑

(x,y)∈�XY

MBetmXY (x, y) · log2
(
MBetmXY (x, y)

)
.

According to the Gibb’s inequality, −∑n
i=1 pilog2pi ≤

− ∑n
i=1 pilog2qi

MAM (mXY) ≤ −
∑

x∈�X

∑

y∈�Y

MBetmXY (x, y) · log2(MBetmX (x)

× MBetmY (y))

= −
∑

x∈�X

∑

y∈�Y

MBetmXY (x, y) · log2(MBetmX (x))

−
∑

x∈�X

∑

y∈�Y

MBetmXY (x, y) · log2(MBetmY (y))

= −
∑

x∈�X

log2
(
MBetmX (x)

) ∑

y∈�Y

MBetmXY (x, y)

−
∑

y∈�Y

log2
(
MBetmY (y)

) ∑

x∈�X

MBetmXY (x, y).

The modified pignistic probability is invariant under
marginalization, MBetmX (X) = ∑

Y MBetmXY (X, Y) and
MBetmY (Y) = ∑

X MBetmXY (X, Y). Then, we have

MAM (mXY) ≤ −
∑

x∈�X

log2
(
MBetmX (x)

) ·MBetmX (x)

−
∑

y∈�Y

log2
(
MBetmY (y)

) ·MBetmY (y)

= MAM (mX) + MAM (mY).

Thus, MAM is subadditive.
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If BPA is noninteractive (MBetmXY (x, y) = MBetmX (x) ·
MBetmY (y)), inequality is transformed into equality in line 2
of the proof, then MAM is additive.

IV. MUTUAL AU MEASURE IN DST

In the PT, entropy is a measure of uncertainty in a ran-
dom variable and mutual information measures how much
information one random variable contains about another one.
It describes how much information two random variables
share with each other. On the other hand, mutual informa-
tion, I(X; Y), is often used as a tool to measure similarity and
dependency. Mutual information is defined as follows.

Definition 11 [23]: If pXY : �XY → [0, 1] is an arbitrary
joint PDF on �XY with joint entropy H(X, Y), the associated
marginal PDFs are pX and pY with entropies H(X) and H(Y),
then the mutual information between X and Y , is given by

I (X; Y) = H (X) + H (Y) − H (X, Y). (16)

Based on [23], mutual information has three requirements:
1) it is symmetric, because entropy is a symmetric measure;
2) it is always nonnegative, because entropy is a subadditive
measure (H (X, Y) ≤ H (X)+H (Y)); and 3) it is equal to zero
if and only if X and Y are independent, because entropy is an
additive measure (H (X, Y) = H (X) + H (Y) iff pXY(x, y) =
pX(x)pY(y)).

Similar to the I (X; Y), we propose mutual AU measure in
DST as follows.

Definition 12: If mXY : 2�XY → [0, 1] is an arbitrary joint
BPA on �XY , the associated marginal BPAs are mX and mY ,
then three mutual AU measures, based on AU, AM, and MAM,
are defined by

AU (X; Y) = AU (X) + AU (Y) − AU (X, Y) (17)

AM (X; Y) = AM (X) + AM (Y) − AM (X, Y) (18)

MAM (X; Y) = MAM (X) + MAM (Y)

− MAM (X, Y). (19)

Similar to the mutual information in PT, the proposed
mutual measure should be symmetric, always nonnegative and
equal to zero if and only if the two variables are independent.
In this regard and due to the specifications of AU, AM, and
MAM, the following can be said.

1) AU (X; Y), AM (X; Y), and MAM (X; Y) are symmetric,
because AU, AM and MAM are symmetric.

2) AU (X; Y) and MAM (X; Y) are nonnegative, because
AU and MAM are subadditive. However, according to
the nonsubadditivity of AM, AM (X; Y) is not necessar-
ily nonnegative.

3) AU (X; Y), AM (X; Y), and MAM (X; Y) are equal to
zero if and only if the variables are noninteractive,
because AU, AM, and MAM are additive.

In the following example, the nonnegativity property of the
mutual measures is illustrated.

Example 2 [11]: Let mXY : 2�XY → [0, 1] be the joint BPA
for �X = {x1, x2} and �Y = {y1, y2} (�XY = �X × �Y =
{(x1, y1) , (x1, y2) , (x2, y1) , (x2, y2)} = {Z11, Z12, Z21, Z22}).

Fig. 3. Variations of AU (X; Y), AM (X; Y), and MAM (X; Y) according to
the changes in the parameter a.

Fig. 4. Insensitivity of AU (X; Y) according to the changes in the parameter
a for a > 0.7.

We want to compute AU (X; Y), AM (X; Y), and MAM (X; Y)
{

mXY ({Z11, Z12, Z21}) = a
mXY ({Z22}) = 1−a, 0 ≤ a ≤ 1.

The marginal of mXY on �X and �Y are mX ({x1}) =
mY ({y1}) = 0, mX ({x2}) = mY ({y2}) = 1−a, and
mX ({x1, x2}) = mY ({y1, y2}) = a. Now, the changes of
AU (X; Y), AM (X; Y), and MAM (X; Y), according to the
changes in parameter a, are shown in Fig. 3. It can be observed
that AM will be negative and cannot be an acceptable mutual
uncertainty measure.

As mentioned in Section I, AU is not sensitive to changes
in evidence. Thus, AU (X; Y) poses this shortcoming, which
is illustrated by the following example.

Example 3: Consider the BPAs of Example 2 with the
following minor change:

{
mXY ({Z11, Z12, Z21, Z22}) = a
mXY ({Z22}) = 1−a, 0 ≤ a ≤ 1.

According to the changing a, variations of AU (X; Y),
AM (X; Y), and MAM (X; Y) are depicted in Fig. 4. In Fig. 4,
for large values of a, AU (X; Y) is almost fixed and not sen-
sitive to evidence changes. Therefore, it is not an appropriate
measure for computing the amount of mutual uncertainty. The
two examples above indicate that the mutual MAM is superior
to the others.
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Fig. 5. Threat model using Dempster–Shafer network.

V. USING THE PROPOSED MUTUAL MEASURES

IN THREAT ASSESSMENT PROBLEM

A. Threat Model Constructed by Dempster–Shafer
Network

In 1989, Shenoy [24], [25] introduced the concept of a
valuation-based system (VBS) as an alternative to Bayesian
networks which provides a general framework for manag-
ing uncertainty in expert systems. This paper employs a
VBS which is based on DST called evidential networks or
Dempster–Shafer networks. Benavoli et al. [26] have utilized
a Dempster–Shafer network to model a threat assessment prob-
lem. Also, in [20] and [21], Bayesian networks and evidential
networks were compared in a threat assessment problem.

In a VBS, knowledge is represented by a network of vari-
ables (nodes) corresponding to the entities of the domain (and
their states), and their links (edges) represent the relationships
between these entities [24]. For solving a particular problem,
network model must first be built in terms of these nodes and
links. Inference within a VBS is performed via two operators
called combination and marginalization. The reasoning within
a VBS is to compute the joint valuation for the entire network
and then to marginalize it to the subset of variables of interest
for decision making [24], [25].

This paper utilizes a VBS based on DST in order to solve
a typical threat assessment problem. The model is shown in
the form of a Dempster–Shafer network in Fig. 5, where
the variables are represented by circular nodes and the val-
uations (BPAs) by diamond shapes. The network includes
four variables: missile launch (ML) over the state space
�ML = {ml = 0, ml = 1}, voice communication (VC) over the
state space �VC = {vc = 0, vc = 1}, political climate (PC)
over the state space �PC = {pc = 0, pc = 1}, and threat (T)
over the state space �T = {t = 0, t = 1}.

The valuations or the joint BPAs are obtained by the impli-
cation rules addressed in [26]–[28]. To obtain a joint BPA, the
expert knowledge is first expressed in the form of an uncer-
tain implication rule, such as “if A then B,” and with a certain
degree of confidence. For instance, suppose there are two dis-
joint variables: X over the state space �X and Y over the state
space �Y . An implication rule is an expression of the form
A ⊆ �X ⇒ B ⊆ �Y with a probability (confidence) p such

that p ∈ [α, β], with 0 ≤ α ≤ β ≤ 1. Next, the implication
rule can be expressed by a BPA consisting of three focal sets
on the joint domain �X ∪ �Y as follows:

mXY (C) =
⎧
⎨

⎩

α, if C = (A × B) ∪ (AC × �Y)

1 − β, if C = (
A × BC

) ∪ (AC × �Y)

β − α, if C = �X × �Y

(20)

where AC is the complement of A in �X and BC is the
complement of Bin �Y .

Finally, if there is more than one expression, each of
the rules can be represented by a BPA. Then, the BPAs
are combined by Dempster’s rule and the joint BPAs are
computed.

The BPAs of these network variables can now be computed
as follows.

For ML and T, it is supposed that: if a missile has been
fired by the target, then its threat level is between 0.9 and
0.98 and, if the missile has not been fired, then, with a certainty
between 0.7 and 0.9, it is not a threat. These rules are rewritten
as: “(ML = 1) (T = 1) with a confidence between 0.9 and
0.98.” and “(ML = 0) (T = 0) with a confidence between
0.7 and 0.9.” The joint state space will then be the power
set of �ML,T = �ML × �T = {(0, 0) , (0, 1) , (1, 0) , (1, 1)} =
{Z00, Z01, Z10, Z11} and, we have
⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

mML,T ({Z00, Z10}) = 0.04, mML,T ({Z01, Z10}) = 0.002
mML,T ({Z00, Z01, Z10}) = 0.004, mML,T ({Z00, Z11}) = 0.63
mML,T ({Z01, Z11}) = 0.09, mML,T ({Z00, Z01, Z11}) = 0.18
mML,T ({Z00, Z10, Z11}) = 0.056
mML,T ({Z01, Z10, Z11}) = 0.008
mML,T ({Z00, Z01, Z10, Z11}) = 0.016.

For VC and T, the rules are: if a VC request has been
answered by the target, then, with a certainty between
0.9 and 1, it is not a threat, and when there has not been
any response to the VC request, then its threat level is between
0.7 and 0.9. These rules are rewritten as: “(VC = 1) (T = 0)
with a confidence between 0.9 and 1” and “(VC = 0)
(T = 1) with a confidence between 0.7 and 0.9,” then the
joint state space will be the power set of �VC,T = �VC ×
�T = {(0, 0) , (0, 1) , (1, 0) , (1, 1)} = {Z00, Z01, Z10, Z11} and
we have
⎧
⎨

⎩

mVC,T ({Z00, Z10}) = 0.09, mVC,T ({Z01, Z10}) = 0.63
mVC,T ({Z00, Z01, Z10}) = 0.18, mVC,T ({Z00, Z11}) = 0.01
mVC,T ({Z01, Z11}) = 0.07, mVC,T ({Z00, Z01, Z11}) = 0.02.

For PC and T, “(PC = 1) (T = 1) with a confi-
dence between 0.6 and 0.8” and “(PC = 0) (T = 0)
with a confidence between 0.8 and 1.” Then, the joint
state space is the power set of �PC,T = �PC × �T =
{(0, 0) , (0, 1) , (1, 0) , (1, 1)} = {Z00, Z01, Z10, Z11} and the
joint BPA will be

⎧
⎪⎨

⎪⎩

mPC,T ({Z00, Z10}) = 0.1333, mPC,T ({Z00, Z01, Z10}) = 0.0333
mPC,T ({Z00, Z11}) = 0.4, mPC,T ({Z00, Z01, Z11}) = 0.1
mPC,T ({Z00, Z10, Z11}) = 0.2667
mPC,T ({Z00, Z01, Z10, Z11}) = 0.0667.

Now, to make an inference within the network, the joint
BPA for the entire variables is computed using the Dempster’s
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TABLE I
SENSITIVITY OF THE THREAT VALUE TO THE INPUT VARIABLES

rule of combination as follows:

mML,PC,VC,T(·) = (mML ⊕ mML,T) ⊕ (mPC ⊕ mPC,T)

⊕(mVC ⊕ mVC,T).

It is then marginalized to the threat (T), mT(·) =
m↓�T

ML,PC,VC,T(·). Finally, the pignistic probability is used to
make a decision.

B. Sensitivity Analysis

Sensitivity analysis identifies which input variables of the
network are more influential on decision making and how these
input variables affect the decision process. In this process,
the BPA of the input variable x is changed, then the BPA
of the threat is computed, and then the effect of the change
on the BPA of the T is evaluated. Similar to [26], this paper
investigates how the changes of the input BPAs on the three
input variables (ML, VC, and PC) affect the BPA of the deci-
sion variable T. Table I presents the results of the sensitivity
analysis for this case. Input BPAs on ML, VC, and PC take
two contrasting values: either all mass is assigned to state
“0” or to state “1”. By comparing the pignistic probability
of the threat variable for the considered cases, it can be seen
that T has most dependency on ML. A 2-D Euclidean dis-

tance, d (T1, T2) =
√

(T11 − T21)
2 + (T12 − T22)

2 is used
for measuring the difference between the pignistic probabilities
of threat values which are changed according to the maxi-
mum changes of the input variables, for instance, changing
the BPA of ML from mML ({1}) = 1 (maximum threat) to
mML ({0}) = 1 (minimum threat).

C. Using the Mutual Uncertainty Measures

In this section, AU(X; Y) and MAM(X; Y) are employed
to compute the dependency of the paired variables (ML, T),
(VC, T), and (PC, T). From Table II, it can be observed that
ML has the most influence on the threat and PC has a min-
imum effect. These results are similar to the results obtained

TABLE II
MUTUAL AU OF THE INPUT VARIABLES

TO THE THREAT VALUE

from the sensitivity analysis procedure. As shown in Table II,
the amounts of dependency of the paired variables, (ML, T)
and (VC, T), which were computed by AU(X; Y), are equal.
Therefore, it is important to again note that AU(X; Y) is insen-
sitive to changes in evidence and it is not a proper measure
in decision-making applications.

VI. CONCLUSION

This paper introduced MAM. MAM compared to AM
was subadditive, and this advantage was achieved by the
modification of the classic pignistic probability.

Based on the available AU measures, AU and AM, and the
new proposed measure, MAM, three mutual measures were
presented. The proposed measures were examined in a threat
assessment problem modeled by a Dempster–Shafer network.
Due to the specifications of the measures and the testing
results, it can be concluded as below.

1) AM(X; Y) is not an acceptable mutual measure, because
it does not satisfy the nonnegativity property of a mutual
measure.

2) AU(X; Y) is not a proper mutual measure, because it
is insensitive to changes in evidence. Furthermore, it
should be used cautiously in applications.

3) MAM(X; Y) is a justifiable mutual AU measure in
DST. Similar to the mutual information in PT, MAM
satisfies the requirements of a mutual measure and can
be used in decision-making applications for computing
the amounts of dependency between two variables.

According to the many mutual information applications
in PT, these mutual measures can be used in the future by
researchers in various applications.
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