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Abstract— Today, Session Initiation Protocol (SIP) is
considered as predominant protocol for Voice over IP (VoIP)
systems. When the client require to use SIP services, as a demand
of accessing proxy server, authentication will be important
challenge. SIP protocol presents SIP request authentication
through a challenge-response scheme named HTTP
Digest Authentication which is inherited from HTTP protocol,
but this authentication protocol is vulnerable to different kind of
known attacks. In this paper, it has been tried to make the
authentication mechanism stronger and to resolve its weaknesses.
In this regard, Elliptic Curve Cryptography (ECC) used along
with an auxiliary ticket server, in which the results showed an
increase in the authentication mechanism security and made it
stronger against different kinds of attacks. Gained analysis
results represent that the proposed method provides more
security and less computational overhead, in compare with other
methods.

Keywords-Session Initiation Protocol, security, authentication,
elliptic curve cryptography, ticket server

I. INTRODUCTION

The VoIP (Voice over Internet Protocol) service is used for
the transmission of voice, video and multimedia sessions over
IP networks. Flexibility in implementation and low cost caused
VoIP products to spread quickly into the enterprise and
consumer markets. This trend is reinforced by the transition of
PSTN networks into VoIP friendly IP networks. To sustain this
quick growth and application versatility, VoIP systems need
efficient, flexible and secure transmitting and signaling
protocols [1]. The Session Initiation Protocol (SIP) [2] is a text
based signaling protocol used in order to establish, modify, and
terminate sessions among participants. The IP Multimedia
Subsystem (IMS) [3], which is an architectural framework to
provide IP multimedia services, has adopted SIP as its signaling
protocol due to its flexibility and scalability [1]. Although SIP
protocol has significant benefits, but it is subjected to various
security threats. SIP authentication typically uses HT TP digest
authentication, which is vulnerable to many forms of known
attacks [4]. HTTP digest authentication protocol noted in
RFC2617 [5] for identity authentication. Several studies have
proven that HTTP digest authentication cannot resist off-line
password guessing attacks or server spoofing attacks using the
HTTP protocol [6]. For this reason to solve such problems in
2005 Yang in his paper [7] proposed a Diffie-Hellman key

exchange authentication protocol. In the same year Durlanik
and Sogukpinar [8] proposed an Elliptic Curve Diffie—Hellman
(ECDH) key exchange authentication protocol to resolve these
problems. And later [9, 10] found that Yang's protocol was
vulnerable to the replay attack and in [11] showed that
Durlanik and Sogukpinar's protocol was vulnerable to the
stolen-verifier attack and Denning—Sacco attack. In 2006, a
better method provided by Ring et al. [9] in that an Agreement
Key (AK) protocol for SIP authentication was proposed which
used identity-based cryptography (IBC). Proposed method,
calculated user’s identity with a hash function as the public
key. However, this protocol has been found to be vulnerable to
the impersonating attack, and the computation cost is heavy on
identity-based signature calculation. To solve these problems,
Wang and Zhang [12] proposed a new Secure Authentication
and Key Agreement (SAKA) mechanism based on Certificate-
Less Public Key Cryptography (CL-PKC). Such a protocol can
overcome the impersonating attack issue but it suffers from
heavy computation cost. In 2009, Tsai [13] proposed a nonce-
based authentication protocol for SIP. However, Lee [14]
found that Tsai's protocol still suffered from password
guessing attacks and insider attacks. In 2009, Wu et al. [15]
proposed a SIP authentication scheme based on Elliptic Curve
Cryptography (ECC) and proved that the scheme is secure.
Yoon et al.'s [16] SIP authentication scheme is also based on
ECC and showed that both schemes [8, 15] are prone to offline
dictionary attacks, Denning—Sacco attacks, and stolen verifier
attacks. In addition, proposed method in [16] suffers from off-
line password guessing attacks. Arshad et al. [17] proposed a
new ECC based authentication and key agreement scheme for
SIP. Nevertheless He et al. [18], and Pu et al. [19], all
demonstrated that Arshad et al.’s scheme is insecure against
off-line password guessing attacks. Furthermore, they proposed
their own schemes to improve the security of Arshad et al.’s
scheme. Recently, smart cards have been widely adopted in
remote authentication schemes [6]. Wang et al.'s proposed
scheme [20] provided two-variant hashing operations on
remote user authentication scheme using smart card. Chen et
al. [21] proposed an enhancement of Wang et al.'s scheme
suffering from impersonation and parallel session attacks. In
2014, Yeh et al. [6] proposed use of smart card for
authentication that encrypted information maintained on it, but
this method is not much efficient because the members aren’t
forced to maintain multiple smart card for multiple VoIP
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system and also in case of theft smart card, thief would access
the information or may copy the card, which in the case of
copying the card, impersonating attack could be done easily.
Since ECC provides a smaller key size than any other
cryptosystem and has faster computations than half of the other
public key systems at the same security levels, ECC is suitable
to be used for higher security authentication [6]. This paper
proposes a method of authentication in the SIP protocol by
using ECC and ticket server without need of smart card, in
order to obtain higher security with less computation.

The rest of paper organizes as follows:

In section 2, number of related works will be discussed and
then in section 3 proposed method is presented. Security and
performance analysis of proposed method will be represented
in section 4 and in section 5 achieved results will be
investigated finally.

II. RELATED WORKS

In this section, Session Initiation Protocol (SIP), operation of
HTTP Digest Authentication protocol and Elliptic Curve
Cryptosystem (ECC) are reviewed in short.

A.  SIP protocol operation

SIP [2] is a text based protocol with similar formatting to
HTTP, capable of operating on TCP or UDP and handles all
the signaling requirements of a VolIP session, which is
analogous to the SS7 protocol in traditional telephony. The
role of SIP is to establish streaming connection between hosts.
The network entities involved in SIP are composed of user
agent, proxy servers, redirect servers and registrar servers. SIP
is based on a HTTP-like request/response transaction model.
Each transaction consists of a request that invokes a particular
method, or function, on the server and at least one response [4,
22]. Fig. 1 shows a typical SIP message exchange scenario
between two users Alice and Bob belonging to the domains
proxy A and proxy B, respectively [4].
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Figure 1. SIP call setup with proxies between two user agents [4]

B. SIP authentication scheme

SIP authentication scheme works similarly to HTTP Digest
authentication. Security of this scheme depends on the
challenge-response ~ mechanism.  The  original  SIP
authentication protocol requires the user and the server pre-
sharing a password beforehand. This pre-shared password is
used to verify the identity of the user or the server in the
authentication procedure [23]. The original procedure
performs the following steps as shown in Fig 2.
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Figure 2. SIP Authentication scheme [4]

C. Elliptic curve Cryptography

Victor Miller and Neal Kobiltz proposed a secure and efficient
elliptic curve cryptosystem in 1985 [24, 25]. Let < Gy, +>
denotes an additive cyclic group of prime order ¢ generated by
P. In general, the group G; is a subgroup of the additive group
of points of an elliptic curve over finite field F, together with
the extra point O living ‘‘at infinity”. We simple define a non-
super singular Elliptic curve E over F, to be an equation of
form:
E:y?=(3+ax+b)modp # 0, )

witha,b € F, satisfying (4a® + 27b)mod p # 0, and then
we look at the points on £ with coordinates in F, which we
denote by:

E(F,) ={(x¥):x,y €F, satisfyy? =x*+ax+ b} U{0}.(2)

The curve points on E (Fp) must obey the elliptic curve

addition algorithm. In view of shortness, we omit the details
and refer to [24, 25].

III. PROPOSED METHOD

Many techniques have been proposed for SIP authentication
which some of them were reviewed in introduction. In yeh et
al. paper in 2014 [6], a smart card is used for improving
security, but transport of smart card results in decreasing of
security itself due to the possibility of card losing or card
copying. On one hand, users can’t maintain multiple smart card
for multiple SIP system and on the other hand, by card theft,



impersonation could be done. In proposed method, by the help
of ticket server, there is no need to smart card and more
security will be provided. Also, by the help of an auxiliary
server, named ticket server, yeh et al.’s storage action will be
done and the security problem of smart card will be solved. In
this model, ticket server must be related to the main proxy
server in a secure channel. At first, for assessing the model,
parameters in Table I must be defined.

A. System setup phase

The user and the server setup several system parameters and
formula for session key generation. The user and server choose
an elliptic curve order n over Ej,(a, b) generated by P, where
n is a large number for the security considerations. In addition,
the eligible server randomly selects gs Z*p as the private key,
and then computes the point multiplication as user's
authentication key.

B. Registration phase

In this phase, user enter his/her user name and password at first
and then following values will be calculated in client user
agent:

N, =h@d I PW,) 3)
PW, = h(PW, & N,) (4)
TableI.  The parameters used in the mathematical equations
Parameter Definition
R, A random point on elliptic curve
Ey(a,b) Elliptic curve function on finite field
PW, User password
(&) Exclusive or function
Kp B user key
K, A user key
K Session key
H(..) Hash function
T Time stamp
Nr Produced string by hash function
Kida User secret key

Then registration message containing id and PW, sent to
server. In server side, following calculation will be done:

B, = h(id & PW,) Q)
Kipa = gs * H1(id)G, (6)
W, =h(PW, Il id) @ Kipa )

In the end, server save following parameters in the database
and send a copy of that parameters to ticket server by the secure
channel and ticket server will saved this parameters:

{BA’ WA3 h()> PWY; Hl()’ Hz()’ H3()}
Then ticket server give verification of the action

implementation to proxy server and proxy server give it to
user. Fig. 3, shows the registration phase completely.

C. Mutual authentication phase

User for beginning communicating with server, starts the
mutual authentication phase. At first, user calculated (8) and
(9) parameters and send PWy, value to ticket server:

N, =h(id | PW,) (®)
PW, = h(PW, @ N,) 9)

If PW, found in the ticket server’s database, server will send
the following parameters to user:

{BAa WAa h()’ Hl(), HZ(), H3()}
Now, in user side following calculations must be done:

B, = h(id @& PW,) (10)

PW, = h(PW, @ N,) (11)

Then user confirm that whether B, is equal to B or not. If is
equal, then user will calculate V and Kipa as follows:

V = h(PW, Il id) (12)

Kipa = Wy ©V 13)

Finally, user choose the random point Ry = (R’A, Ri;) in
E,(a,b). Which R} and R)/; are x and y points that created after
making Kipa authentication key. In T, timestamp, user will
compute:

t1=H2(T1) (14)
MA=RA+t1*K(IDA) (15)
R¥ * P=R}, (16)
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Figure 3. User registration in main proxy server and ticket server

Then request message sends to proxy server. Following
calculations will be done in proxy server:

t, = H,(Ty) 17)

Ry =My —gs*t; * Upy (18)
Uppa = (UX,UY) (19)
A= (RLRY) (20)

RY P =R;, @1)

Rs = (RLRY)  E,(ab) (22)
t; = Hy(T,) (23)

Mg = Rg +t; *qs * Ujpa 24)
K = Hz(U* | R} Il RY) (25)
My = (K+ RY) *p (26)

Now, server send CHALLENGE to client. In client side,
following values must be calculated and sent to server as
response:

t; = Hy(Tp)

Ry = Mg —t; *xKpy 27

Now for achieving R; = (R;",Rg/’), above values will be

used. Finally U,p, = (U*,U”) value could gained and user
will calculated following values:

K* = Hy (U I R I RY) (28)

M; = (K* +RY) +P (29)
User also checked whether M, ?= M, or not. If condition is
true, user will calculate value of h (userid|realm||K) and made
response message and sent it to proxy server. This values will
be calculated in server too and results will be compared with
entered values. If achieved values was the same, verification
will gave to user and session key will be as follows:

K=H3(U* Il R} I RY) (30)

Fig.4 shows how to function completely.

IV. PROPOSED METHOD ANALYSIS

This section provides security and performance analysis of
proposed SIP authentication scheme.

A. Security analysis

In this section, the resistance against some kinds of attacks are
considered. Studied attacks contains masquerade attack,
insider attack, parallel sessions attack, replay attack and
password guessing attack.
1) Resistance to masquerade attack

Proof: To successfully complete a masquerade attack, an
attacker must know a user's password PW; to pass verification
in the login phase and to interpret the verification message
correctly for mutual authentication. But according to the
following formulas:
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Figure 4. Proposed authentication scheme for SIP



PW, = h(PW, & N,) (31)
B, = h(id & PW,) (32)
My =Rp +t; *Kipa (33)

" =Ry *P (34)

Data sent by using elliptic curve one way hash function and
scalar multiplication and attacker can’t show his/her as real
user.
2) resistance to insider attack

It is a common practice for users to apply the same password to
access different applications for their convenience. If a
privileged inside user of a server has the knowledge of a users'
password, he/she may try to impersonate the user to access
other applications.

Proof: proposed protocol provide user registration through
cipher code PW,, = h(PW, € N,) over a secure channel which
avoids the risk of stolen passwords because password never
saved in system.

3) resistance to parallel sessions attack
Proof: proposed protocol provides the cipher message code, for
instance, Ma, R}, etc., which includes the timestamp, random
point Ry = (R} , R} ) € EP(a, b). In other words, the parallel
session attack is useless in this protocol.

4) resistance to parallel sessions attack
If the attacker wants to replay the same messages of the sender
or the receiver, it is clear that user cannot succeed due to the
random number MA, R}, in the secret cipher that is different in
each authentication session. Furthermore, the server can

authenticate the validity of a user (whether R}y = P * R’,‘( ) if the
attacker replays the message to impersonate the user. That is,
an attacker cannot launch replay attack due to the
challenge/response mechanism. Thus, this protocol resists a
replay attack.

5) resistance to password guessing attack
Proof: The user can securely change or update his/her
password and this registration is also registered in ticket server.
In proposed scheme, the password is transformed by a one way
hash digest with a random number N, and it is stored proxy
server and ticket server. Thus, the attacker is unable to guess
the password in the transmitting SIP message.

B. Performance analysis

By studying past methods and comparing with proposed
method in this paper, performance is present as follows.
Proposed protocol were compared with some other protocol in
table II.

Also for execution time comparison, parameters in table III,
must be defined.

Table III.  used parameters in time execution

variable Task
trc Elliptic curve Polynomial make operation time
ty One way hash function calculation time
tmu Elliptic curve scalar Multiplication time

In this case all needed calculations are equal to (35).
2tgc + 15t + 3t (35)

If elliptic curve polynomial make operation time, considered
equal to elliptic curve scalar multiplication time, table IV is

derived.
Table IV. spent time evaluation

Operation HTTP | Wuet |Yoon et| Arshad et Tsai Yanget| Yeh | Our
digest al. al. al. al.  |etal.|scheme
Hash 1 6 5 8 7 7 13 15
Exponential 0 0 0 0 0 4 0 0
Ecc 0 4 4 5 0 o || s
computation

V.  CONCLUSIONS

In this paper, first of all some of most common proposed
methods for SIP authentication protocol were reviewed and
then a new authentication scheme were proposed, by which
without need to smart card, maintaining operation could be
done in safe place. Due to using two separate servers, the
probability of holding both servers by attacker could be much
lower and since data is encrypted in ticket and main proxy
server, attacker can’t notify the contents. It is worth mentioning
that SIP environment is internet network which is too insecure
thus the proposed model can do better in comparison with
previous models. In future, faster and more complex methods
could be designed in order to this protocol become more secure.
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