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Abstract— A Wireless Sensor Network (WSN) is composed of
resource-constrained sensors with limited capabilities. Wireless
Sensor Networks are subject to more packet loss and congestion.
For efficient congestion control, an accurate and timely
estimation of resource demands by measuring the network
congestion level is necessary. To mitigate congestion, either the
available resources have to be increased (resource control) or the
source transmission rate should be restricted (traffic control).
Most congestion control in WSNs has focused on traffic control.
We proposed a Dynamic Resource Control Protocol (DRCP) to
control congestion in wireless sensor networks. DRCP utilizes
multiple resources to control congestion. DRCP alleviates
congestion by controlling transmission power. Simulation results
show the performance of the proposed protocol that improves
system throughput, and decreases packet dropping, while saving
energy.

Keywords— Wireless Sensor Network; Congestion Control;
Resource Control; Transmission Power

L.

A sensor network consists of elements of communication,
sensing, and computing that react to events in an environment
[1]. WSN sensors have wide applications in areas such as
military, business, health and home applications. Energy
conservation, congestion control, reliability in data
dissemination, security, and management are among the factors
that should be kept in mind in designing WSNss.

INTRODUCTION

Congestion control is one of the main functions of transport
control protocols’ design. In the case of congestion control, the
onset of congestion, its place and time should be detected. A
perfect congestion detection method should be energy-efficient
and accurate. Upon congestion detection, there are two options
to alleviate the congestion: reducing the source rate or
increasing the network resource. The problem of congestion in
sensor networks remains largely open yet [1, 2]

Most of previous studies on congestion control in WSN
control the congestion by throttling the rate at the source and
intermediate nodes. Although reducing source rate is effective
in some sensor network applications [3, 4], it is inappropriate
for some special applications for the following reasons: Firstly,
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during an emergency or a crisis, the data being generated will
be are very important to the application and thus have great
value. This should be delivered to sink with higher rate, and
thus reducing the source rate during a congested state is
undesirable[3]. Secondly, due to elastic availability of
resources in WSNs it is easier to use more resources during
congestion time to increase network lifetime [3].

In this paper, a resource control protocol is proposed. We
call it DRCP for Dynamic Resource Control Protocol for
Alleviating Congestion. DRCP tries to adjust the resource
provisioning at the congested region. DRCP is used among
intermediate nodes in order to offer a node more available
resources for transmitting the packets and redirects traffic away
from congested areas.

The rest of this paper is organized as follows. In section I a
brief review of related work in the WSN transport protocols is
presented. The proposed model is explained in section III. In
section IV using computer simulation, the performance of the
proposed model is evaluated. Finally, section V concludes the

paper.
IL.

To control congestion in WSN, two different approaches
are used: traffic control and resource management. The main
objective of traffic control approaches is to adapt the source
rate base on network congestion level. During past few years,
different traffic control protocols have been proposed in WSNs
[5-15]. Note that traffic control approaches are not always
effective in wireless sensor networks. So for some applications
that it is not possible to change the source rate, the resource
control schemes are used. CADA [16] computes a node’s
congestion level by two metrics: buffer occupancy and channel
utilization. When congestion occurs, a detour path is built for
redirecting traffic to bypass the hotspot region. In [17, 18], two
analytical approaches for control congestion in wireless
network are presented. These two protocols are applicable in
wireless network not for wireless sensor network. In and [19]
during periods of congestion the fidelity is increased using
“virtual sinks” concept. When congestion is detected virtual
sinks redirect the packet using its long radio range to the
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physical sink. Therefore, the traffic is detoured from congested
region. Early Increase/Early Decrease (EIED) [3, 4] is a
resource increase and decrease algorithm that adjusts the
effective channel capacity to the incoming traffic volume.
TARA [4] is a Topology-Aware Resource Adaptation protocol
which makes off nodes active in order to change the current
topology to alleviate the congestion. The overhead of TARA is
high because it should know end to end topology. The work
presented in [20] tries to distribute traffic into additional paths
to bypass the congestion region. Interface-minimized multipath
routing [21] balances the traffic load by discovering zone-
disjoint paths. Therefore, the throughput is increased with
minimal requirement of localization support. In [22] an online
traffic engineering algorithm is presented. The algorithm
actions are taken on-demand. The multipath routing is used to
alleviate congestion. Idle and under loaded nodes are used
during congestion period. A traffic aware routing algorithm
(TADR) has been presented in [23]. Each node measures travel
cost for its neighbors and selects a neighbor with minimum
distance and lower queue length as a next hop.

III. PROBLEM OVERVIEW AND GENERAL APPROACH

A. Problem Formulation

In the proposed protocol we assume that N= {1,2,...,n}
sensor nodes are distributed in the network, uniformly. There
are a set of links £={1,...,]1} that each one is between two
nodes i and j when j is within the communication range of i.
There are S={1,...,s! € N source nodes and R={/,...d} sinks in
the network. Without loss of generality, in the simulation
section we consider only one sink. For each node i € N, G; is
the set of node i neighbors that are in its radio range.

B. Power Consumption Model

To calculate the power consumption in the network, we
follow the model used in [24]. Therefore, the power expended
in J/s to receive B, -bit/s in the radio model is given by:

Ersv(Br) =e * B, (D

where e, (J/bit) is the energy spent per bit in the electronics
circuits at the transceiver. The power expended in J/s to
transmit Bg-bit/s from one node to the other is given by:

Ecna(Bs,d) = B * (ead” +ey) )

where d is the distance between two nodes, e; is the
energy dissipation for transmitting unit of data over unit of
distance, 8 is the path loss exponent and usually 2 < B < 4 for
the free space and short to medium range radio communication.
e; is the energy dissipated for each bit in transmitter circuitry.

The energy spent by the sensor when it is idle is Ej4;, -

C. General Proposed Approach

In this section we provide an overview of the proposed
protocol. For simplicity, we call it DRCP. DRCP is used
among intermediate nodes in order to offer a node more of the
available resources for transmitting the packets, and to redirect
traffic from congested areas. Each node has the capability to
decrease or increase its transmission power Increasing
transmission power allows a node to discover more neighbors.
The overall result is thus a better resource utilization.
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When congestion occurs, it becomes important to know that
which resource should be increased and by how much to
achieve the best result. Increase in one resource may increase
or decrease the availability of other resources.

Each node can adjust radio transmit power to vary its
communication range from 0 to the maximum transmit range.
Adaptive transmission power control recently has received
attention in wireless sensor networks and has been studied in
the literature in several contexts with different objectives [25,
26]. Thus, it is realistic and suitable for sensor nodes.

For a given node in the network, the algorithm periodically
finds the path(s) with minimal cost between that node and
every other sink nodes.

D. Resource Availability Measurement and Path Grading

Each node utilizes DRCP algorithm to compute a cost for
all of its neighbors, based on the following metrics. Finally,
each node elects a neighbor based on a ranking of their costs.
Each node collects a neighbor’s cost information and computes
the path cost for each neighbor j as follows:

T' = aPr{ + (1 —a) C;
0<a<1

Where (;; is a communication cost between node i and ;.
C;j is calculated as follows:

Cij = Esna(Bs dij) 4

where d;; is the distance between two nodes i and j, Egyq is
the energy consumption for sending data(see (2)). Pr; is a local
cost of node j. The local cost of node j (Pr; ) is computed as
follows:

3)

Py = (pC, + (1 - p)2))" 0<pry <1 )

where [ is a constant coefficient that indicates the
importance of each parameter 0 < < 1 and F,’ is the free
space ratio of node j’s queue which is calculated as follows:
(L, -U,’ .
quz % OSquﬁl (6)
a

where qu is the maximum queue length (total space), and
qu is the number of packets in the queue (used space).

As the queue length increases, the Pr]-i increases to prevent
queue overload.

The node used energy ratio (Zg) is computed using the
following:

Zs=(Zr—12p)/Zr 0<Z;,<1

(N

where Z;, and Z; are respectively, the remaining energy and
initial energy of node.

The node drop status C,' shows the node drop probability
of a given node. Cnl is obtained by combining the node
congestion index (I*) and MAC discard probability (p}) which

shows the probability of dropping packet in a node. C," is
computed as follows:



Co' = I'+ (1=1)*pl = I' +ply — (I' * pf) )

Where I is a node congestion index and p is a MAC
packet discard probability of node i that are computed as
follows:

I' is computed using the Average Loss Interval (ALI) [27]
method to calculate packet loss probability.. Suppose that [}, (k
=1,.,8) be the number of packets in the & most recent loss
interval. n is the number of intervals. Two variables | and [,
are used as follows [27]:

_ 2=l ©)
=1 Wi
Ly = 220"t (10)
new 2?=1 w;

For weights equal to:

j—n/2
n/2+1’

WJ=1,1S]STl/2, Wj_

n/2<j<n
Therefore the drop percent (congestion index) I is defined
as follows:

) 1
3 = —
max(l, Lyew)

(11)

pL, is the ratio of generated packets that are not
successfully transmitted. p} is the probability of dropping
packet either due to channel access failure, or because of
collision. Following [28], we can compute the MAC packet
discard probability:

R+1

Pa = P& +ps (12)

1- Pc
where py and p, are channel access failure probability and
collision probability respectively, R is the maximum number
of retransmission attempts at the MAC layer.

Using the history of the node status, C," can be computed
by using a weighted average method in which each computed
Cni over past T period of time, carries different significance as
follows:

Col () =9 X G, (1) + X1, (1 —9) X C, (¢ — ) 13)

t=1 0<9<1

)

where ¢ demonstrates the backward step to the past history.

The parameter ¥ controls the effect of the current drop
percentage. Since both I* and p); are in [0,1] intervals, the C,'lis

also in [0,1] interval. The higher the value of C,' the higher the
drop probability and the congestion level of the node.

All nodes broadcast their local node cost ( Pr;) and their
minimum cost to the sink, periodically. Each node collects a
neighbor’s cost information and computes the path cost for
each neighbor j. Thus, node i computes its least cost path to
sink s as follow:

Pis = min{T} + Pj;} (14)
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For each node i € N, G} is the set of node i ‘s neighbors
that are in its radio range r. Each node j periodically sends its
node price (Tji ) and its transmission cost to sink s (P ) to its
neighbors.

E. Resource Increment Procedure

As soon as the hot spot node detects that its congestion
level is above some upper threshold, it needs to quickly
increase its resources. There are three congestion thresholds,
incg,, pref*® and decy, in this system which determine
whether the resource decrement or increment will be started or
not. The first two are used to specify the color of each node as
follows:

GREEN: minjeci{Tji} < pre* (): No congestion problem.

inc

YELLOW: (pre;;,

to occur. Thus the node starts to gather extra information to run
the transmission power enhancement procedure.

. i . . . .
< ’]’e‘éﬁ‘{TJ } < incg,): Congestion is about

RED: (min].eci{T]-i}> incg,.): The transmission power
enhancement procedure is started.

BLACK: A node is unable to enhance its resources. Thus it
stops to accept any packets from its neighbors to save its
current resources.

The maximum radio range increment is determined based
on node remaining energy and the MAC discard probability.
Let E, and E, be the communication energy consumption
with radio range r (current radio range) and r  (new radio
range), respectively. E, and E.. are defined as follows:

(15)
(16)

E, =erP
E, = e’

To have AE = (Err - Er) < ¥ (y is the upper bound of the
difference of energy consumption with current and new radio

range), the upper bound of 7’ is obtained as (17), using (15)
and (16):

B|E, —
r'sfrey Y= ¥*Ep 0<ps<1
t

The value of vy is significant as it strongly affects the
energy conservation. For instance, to save energy, ycan be
determined based on the remaining energy ( E.,;,) at a node.
Let us to describe the transmission power increment procedure
by an example. Consider the example shown in Fig.1.

an

B
)
®

Fig. 1. An example to explain transmission power increment

Sink (s)



Assume node i has the radio range r. The list of node i’s
neighbors is given by G] = {c,d, p, n,m}. Suppose node m is
the current next hop of node i so it has the minimum path cost
to the sink s through m (P;). When the color of node i is
YELLOW, it starts to gather extra information in order to use it
for resource control procedure if needed. When node i’s color
changes to YELLOW, a CO bit (Congestion is Occurring) is
set in the packet’s header to notify the neighbors. Furthermore,
it puts its maximum allowed transmission power r (see (17))
in the packet. This packet is received by all of its neighbors.
They start to select a proper node to suggest it to node i. For
example when node ; receives a packet which its “CO” bit is
set, it selects its minimum cost neighbor in terms of i (for
example £ ) and sends the k’s costs to node i in the next round.
The suggested neighbor % should have the following
characteristics:

The distance between i and k should be less than 7’
dig =1)

The path cost (to the sink s) of node & for node i should
be less than the path cost (to the sink s) of node j for

node i (T + Py < T+ Pjs)

The node color of node £ should not be “BLACK”

k should not be in the node i's current neighbor list
(k & G))

Node i receives all suggested nodes from its neighbors and
updates its suggested list to use it when appropriate. When the
color of node i changes to RED it searches its suggested list to
elect a new neighbor as a next hop. Thus node i needs to
increase its transmission power to cover the new neighbor.
Suppose k is the minimum cost node of the suggested list and
m is the current minimum cost node of node i, if the following
conditions occurs, then the node i does not increase its
transmission power:

If the minimum cost of the suggested list is greater than its
current minimum cost node cost. (T + Ps > T + Pns)

Increasing radio range from r to r' will increase the MAC

discard probability from P} to Pév *¢ where N is the number of
neighbors with radio range r and N + { is the number of
neighbors with radio range r’ ({ can be estimated through
nodes distribution function). Let y be the upper bound of the
allowable dropped packets in MAC layer with regard to

network performance. If Pév s greater than y, the radio range

is not changed. If P;’ ¢ is less than y then the radio range will
change from r to 7’. Although the y = 0 is desirable, it is not
possible with regard to the characteristics of WSNs. The value
of y is related to network characteristics such as number of
nodes, network density, etc. Thus if the following condition
should be satisfied

, B|E, —
r < re—yl(P;V+<<)()
NS

Higher transmission power allows higher communication
coverage and more energy consumption. Once a node has

0<y<1 (18)
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limited energy, the transmission power should not be increased
in order to save energy. The value of B is set to 2.

In the following cases, the transmission power increment is
canceled:

o If kis not able to change the i’s color from RED
and
o If (TL+ Bns)— (Ti+ Pi)is small  when

compared to the increase in energy consumption
and MAC drop probability

When node i is not able to increase its radio range and not
find any appreciate neighbor, it changes its color from RED to
BLACK and informs this fact to the nodes around it.
Neighboring nodes remove the related node from their active
neighbor list. Thus, the node is not selected as a next hop by
other nodes in subsequent rounds. A BLACK node just send
its remaining packets and participates in exchanging cost
information phase until its color changes from BLACK. When
a BLACK node changes its color from BALCK and becomes
available again, the neighbor nodes are informed accordingly.
When a source realizes that all of its neighbors are BLACK, it
should start the traffic control procedure to reduce its sending
rate.

F. Resources Decrement Procedure

As congestion decreases, the resource decrement procedure
is started to save available resources. To perform this, each
node i evaluates its neighbors’ costs, periodically. If the
maximum cost is less than the threshold, dec,,, the node
decreases its transmission power to avoid energy consumption.
Radio range reduction satisfies the following conditions:

max;{T}} < dec,y, and dyy, < 1!

'

i

(19)

k: selected neighbor with minimum T{ , 7! is less

than current r!

After reducing transmission power, if a node encounters a
change in its neighbor list (due to the exit of a node), it should
send an update message to tell them that they have been exited
from its neighbors list.

G. Congestion Thresholds

The three congestion thresholds are periodically adapted
based on the congestion level. We used a EWMA based
method to calculate an average of minimum cost and maximum
cost over some period of time as follows:

Cminkyy(£) = Cminky,y(t — 1) + (1 — 8) min{T} (t)}
jeGt

Cmaxtyg(t) = pCmaxk,y(t — 1) + (1 — ) max{T} ()} (20)
jegt
0<pdé<1i
Cmack,q,(t —1)
d t)=d t—1 _— 21
ecp(t) ecp( ) * ( Cmaxéwg(t) 21
) ) Cminfwg(t -1)
incg, (t) = incep(t — 1) * <—Cmin£wg o (22)



where T]-i (t) is the total cost of node i to select node j. &
and p are weights which can be set using simulation, or by
experimentation.

When the congestion level is increased, the minimum and
maximum costs are increased too. As a result the radio range
increment probability is grown and radio range decrement
probability is reduced. By using simulation and
experimentation, an initial value of dec,; and incy,is defined
based on the first cost table as follows:

dec, = avg(,jrglgil{'[}i} ,TIZIE%{.C{TB)
' (23)
incg, = T&%{C{Tﬁ}

where minjecz{T}i} (maxkeci{T,ﬁ}) is the minimum
(maximum) cost of node i to select node j as its next hop. The

prelt¢ parameter can be calculated as follows:

prec = incy, * 6, 0<6,,0;<1 (24)

IV. SIMULATION RESULTS

In this section, we use a simulation study to evaluate the
performance of the proposed protocol under different
scenarios. 100 nodes were deployed in 400 x 400 m* grid
using OPNET simulator [29]. Each simulation is run 10 times
and then the results are averaged. To simulate a real
environment, the values for the power consumption
parameters at the intermediate nodes were chosen as the same
for an 802.15.4-compliant RF transceiver CC2430 [30].

The proposed protocol is implemented, and compared with
resource control based scheme named TADR [23]. TADR is it
similar to our approach in that it controls congestion by using
resource control method.

8
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Fig. 2 shows average end-to-end delay in periodic data
generation scenarios. The notable issue is that in DRCP
protocol, cost is the sum of transmitting costs of all nodes
along the path, while TADR considers just the next hop cost.
TADR cannot estimate the sum of queuing delays of the path.
TADR just pays attention to the queue length of the next hop
neighbors. Therefore, the estimation of the end-to-end delay
and loss are not possible in TADR.

In this paper, we consider a realistic MAC layer model to
represent the contention between nodes in the network. Thus
packet loss occurred because of MAC layer contention and
queue overflow. As can be observed in Fig. 3 (delivery), the
number of received packets in DRCP is higher than TADR
which is a result of using the nodes with lower drop
probabilities and higher energy.

In the proposed protocol, cost is the sum of transmitting
costs of all nodes along the path. If node i is unable to find a
path with a reasonable cost, then it attempts to find more
neighbors with a higher radio range. Higher radio range will
increase the number of neighbors. Thus, a node possesses
more options to obtain a path with suitable cost. Since the
nodes' local cost contains MAC packet discard probability, the
nodes with higher local cost have lower chance to be selected
as the next hop. Consequently, by increasing the transmission
power, the probability of successful end to end data delivery is
improved.

In sever congestion, the resource availability is decreased
and packets are dropped either due to collision or due to buffer
overflow. As a result the delivery ratio is decreased. As shown
in Fig. 3 the delivery ratio of DRCP and TADR are decreased
in high traffic rate due to lack of resources.

Fig. 4 displays the throughput of all protocols. Network
throughput is the average rate of successful packet delivery.
DRCP and TADR are not reducing sending rate during
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congestion.

Fig. 5 shows the nodes energy consumption. The proposed
protocol is an energy-efficient method that avoid congestion
with an acceptable rate of energy consumption. The network
lifetime is the time until the first node dies. The DRCP
protocol transmit more packets along the network than TADR.
As a result, it is more appropriate and fairer to consider that
the ratio of energy consumption to the transmitted packets.

V.

In this paper we presented a resource aware congestion
control protocol that alleviates congestion by controlling
transmission power. A wireless sensor network typically
involves many resources. When congestion occurs in a WSN, it
is essential to quickly determine which resource(s) should be
increased and by how much to best alleviate the problem. The
ultimate goal of the protocol is to utilize available resources
with low energy consumption, which will, in turn, lead to
congestion control. Several potential metrics are introduced
that confirms the congestion level and available resources
along the path from source to sink. Increasing the transmission
power offers more neighbor nodes that can serve as the next
hop, and results in a higher channel capacity. The congestion
thresholds are periodically adapted based on the congestion
level that makes it capable of detecting congestion more
accurately.

CONCLUSION
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