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Abstract-Nowadays, from information security perspective, 

detection methods are not enough solely. Intrusion Detection and 

Response Systems (IDRS), as a proactive solution, continuously 

monitor system health based on Intrusion Detection System (IDS) 

alerts, so that malicious activities can be handled effectively by 

applying appropriate countermeasures to prevent problems from 

worsening and return the system to a healthy state. In this paper, 

a novel IDRS is proposed which processes the generated alerts in 

real time, correlates the alerts, calculates the risk of correlated 

alerts and models the attack scenarios and their countermeasures 

using the concept of Bayesian decision networks (BDNs). The 

proposed framework has two modes: online and offline. In the 

offline mode, a BDN model is constructed. Then, in the online 

mode, using the generated BDN, the next probable intentions of 

attackers are predicted and the optimal sets of countermeasures 

are identified to prevent the attackers reaching their goals. The 

experimental results show that the proposed method effectively 

improves the security level of computer systems in terms of 

forecasting the multi-step attacks before they can compromise 

the network and determining the optimal security risk mitigation 
plans to prevent damages to the organizations assets. 

Keywords- Intrusion Detection and Response System, Intrusion 

Prediction, Bayesian Decision Network, Security Risk Mi tigation. 

I. INTRODUCTION 

Nowadays, the internet plays an important role in our daily 
life. This is due to the various services provided for the users. 
The intrusion detection systems (IDSs), as detection solutions, 
are one of the main devices to record suspicious activities [1]. 
They play an important role in increasing system and network 
security, but they have some challenges. These challenges 
include the high volume of generated alerts, the high rate of 
false alerts (irreverent alerts), the inability to correlate and 
discover the causal relationship between the raw alerts, the 
inefficiency in detecting the multi-step attack scenarios and the 
prediction of the attacker's next goal which is the most 
important one [2]. 

With regard to the aforementioned drawbacks, there is a 
need to alert correlation systems which receive and analyze the 
alerts generated by various detection sensors like IDS, firewall, 
honeypot and so on. These systems provide a high level picture 
of current security situation of a network or system [1-3]. One 
of the most important IT security applications of alert 
correlation is to detect multi-step attack scenarios through 
which the attacker launches a complex attack using a set of 
single step attacks. Researchers have been introduced different 
methods to detect these kinds of attacks using correlation 
concepts [1, 2]. On the other hand, from information security 
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perspective, detection based on correlation methods are not 
enough solely. Intrusion detection and response systems 
(IDRS), as a reactive solution, continuously monitor system 
health based on IDS alerts, so that malicious activities can be 
handled effectively by applying appropriate countermeasures to 
prevent problems from worsening and return the system to a 
healthy mode. One of the main components of recent IDRS 
frameworks is prediction component which forecasts the next 
goal of an attacker [4]. This approach provides a mechanism 
for risk management and intrusion response systems. 

In [5], [6] and several other researches, the risk is 
calculated as multiplication of probability and impact. As a 
result, the criticality of vulnerabilities exploitation is 
quantitatively measured with their risk value. So the most 
critical vulnerabilities have the higher risk values. 

The contributions of this paper are as follows: the main 
contribution is using Bayesian decision network in order to 
detect network intrusions and to prevent them. Moreover, the 
risk of vulnerabilities exploitation is considered as the 
multiplication of probability and the impact of vulnerabilities 
exploitations. The differences among impact of vulnerabilities 
in various environments are also considered in this study. 
Finally, the optimal sets of countermeasures are identified 
using the proposed model. 

The rest of the paper is organized as follows: the next 
section presents a brief review of the related works. Section III 
reviews relevant concepts of Bayesian networks, Bayesian 
decision networks (BDNs) and CVSS framework. Section IV 
presents the proposed intrusion detection and response system 
(IDRS) in offline and online phases. Results of applying the 
proposed method on a test network are presented in section V 
and the last section concludes the paper. 

II. RELATED WORK 

Different works have been done in the alert correlation 
scope. Salah et al. [2] have categorized correlation techniques 
into three groups: similarity-based, sequential-based and case
based methods. In the similarity-based approaches, the 
correlation strength of the two alerts is calculated by the 
similarity of the alerts attributes. If the correlation strength is 
bigger than a predefined threshold, the two alerts are merged 
[4, 7, 8]. In the sequential-based approaches [4, 8-10], the alerts 
are correlated to each other based on cause-effect relationships. 
In other words, this are called pre-requisite/consequence 
relations. These relations are mainly introduced as logical 
formula using combinations of predicates of logical operators 



such as AND/OR connectives. Methods in this category are 
divided into seven subcategories that three main of them are 
Bayesian networks [9, 11], Markov models [12, 13] and graphs 
[4, 8]. In the case-based approaches [3, 9], there is a set of 
predefmed attack scenarios in the knowledge bases. By using 
these approaches, some classification rules are automatically 
constructed from some training cases. Then by using the 
inferred rules, the malicious activities are detected. 

In continue, based on the main features of the proposed 
framework, some remarkable related work will be described. 
The main feature of the proposed framework is real time 
analysis, the ability of prediction and risk analysis. In the area 
of real time sequence analysis, Soleimani and Gh orban i [4] 
have proposed an approach to detect multi-step attack scenarios 
using com bination of stream mining and decision tree methods. 
Ramaki et al. [8] proposed a framework for alert correlation in 
early warning systems (EWSs). This framework includes a 
correlation scheme based on combination of statistical and 
stream mining techniques. 

In the context of prediction of the next attacker's goal in a 
multi-stage attack scenario, Farhadi et al. [12] have proposed a 
method based on stream mining, which is able to predict the 
future events using hidden markov model (HMM). In [13], 
Fredj proposed a correlation framework based on absorbing 
markov chain model which is able to predict the future 
behavior of an attacker. 

In the area of risk assessment, several methods have been 
proposed. Gehani et al. [14] introduced a formal model for the 
real time characterization of risk faced by a host. Ames et al. 
[15] proposed a real-time risk assessment approach to evaluate 
system risk dynamically by using HMM. Another notable 
example of real-time risk assessment is distributed intrusion 
prevention system (DIPS) [16]. The main goal of the DIPS is 
distributed monitoring of intrusion attempts, one step ahead 
prediction of such attempts and online risk assessment using 
fuzzy inference systems 

Different environments can have an influence on the risk 
that a vulnerability poses to an organization. In [17] a risk 
assessment method is proposed which considers the differences 
among impact of vulnerabilities in various environments. The 
same method is used in this study. 

Bayesian decision networks are first used in the field of 
security risk management to provide an integrated framework 
for computer networks security risk assessment and mitigation 
[5]. BDNs can model vulnerabilities and interconnections 
between them, the security countermeasures covering these 
vulnerabilities, their cost of implementation and resulted 
outcome. In this paper, the BDN model is used to integrate the 
risk assessment and mitigation processes in the proposed 
framework. 

III. PRELIMINARIES 

The concepts used in this paper are Bayesian networks, 
Bayesian decision networks and CVSS framework, which are 
briefly explained in the following. 
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A. Bayesian Networks 

A Bayesian network is a directed acyclic graph (DAG) 
whose nodes represent random variables (Xl' ... , xn) and arcs 
represent conditional independencies among these variables. 
Furthermore, each node has a tabular conditional probability 
distribution known as conditional probability table (CPT) that 
quantifies the effect of the parents on the node [18]. 

Given a set of random variables X = {Xl' ... ,Xn} in a Bayesian 
network, the joint probability of all the variables is given by the 
chain rule as Equation (1), where Pa(xi) denotes the specific 
values of the variables in the parent nodes of Xi' 

n 

P(Xl' ... ,Xn) = n P(xdPa(xa) (1) 
i=l 

B. Bayesian Decision Networks 

A Bayesian decision network combines a Bayesian network 
with additional node types for actions and utilities [18]. 
Therefore a decision network consists of three types of nodes: 
1) chance nodes, which represent random variables, exactly as 
in Bayesian networks, 2) decision nodes, which represent 
points where the decision maker has a choice of actions, and 3) 
utility nodes, which represent agent's utility function in the 
form of utility tables. 

The utility node represents the expected utility (EU ) 
associated with each action given the evidence as defined by 
Equation (2). 

EU(AIE) = I P( OdE,A)U(OdA) (2) 
i 

Where E is the available evidence, A is an action with 
possible outcome states Db U(DdA) is the utility of each of the 
outcome states, given that action A is taken, and P(DdE,A) is 
the conditional probability distribution over the possible 
outcome states, given that evidence E is observed and action A 
is taken. 

In this paper, the aggregated alert sets (AASs) or hyper
alerts are represented by chance nodes, security 
countermeasures are represented by the decision nodes and the 
impact of the countermeasures to the affected AASs are 
represented and quantified by the utility tables. 

c. C VSS Framework 

The common vulnerability scoring system (CVSS) provides 
an open framework for assessing the severity level of IT 
vulnerabilities. It consists of three metric groups: base, 
temporal and environmental. Each group produces a numeric 
score ranging from 0 to 10 [19]. In this section, the metrics of 
the base and the environmental groups, which are used in this 
paper, are briefly explained. 

The base metrics quantifY the intrinsic characteristics of a 
vulnerability with two subscores: 1) the exploitability subscore, 
composed of the access vector (AV), access complexity (AC) 
and authentication instances (AU), and 2) the impact subscore, 
expressing the potential damage on confidentiality ( C ), 
integrity (I) and availability (A). 



The environmental metrics capture the characteristics of a 
vulnerability that are associated with a user's IT environment. 
If the security analyst wants to customize the CVSS score 
based on the importance of the affected assets to a user's 
organization, he can use the environmental metrics to modify 
the security impact. These metrics are as follows: 
confidentiality requirement (C R), integrity requirement (I R) 
and availability requirement (AR) metrics. This customization 
is measured in terms of confidentiality, integrity and 
availability. For example, if an IT asset offers a service for 
which confidentiality is most important, the analyst can assign 
a greater value to confidentiality, relative to integrity and 
availability. 

IV. THE PROPOSED FRAMEWORK 

In the proposed framework, it is assumed that there is a 
large network with multiple intrusion detection sensors. The 
generated alerts by the sensors need to be normalized and 
sorted based on their time tag, because they are generated by 
different sensors. Then, the main attack scenario detection 
algorithm plays its role. Generated alerts are categorized into 
larger parts, named batches. Each batch is divided into the 
smaller parts, named time windows (see Figure 1). When a 
batch of alerts is received, the alerts are sorted based on their 
creation time and after that, the alerts are aggregated and 
divided into the time windows. Processing a window starts 
when that window is completed. Then, relevance analysis of 
the alerts is applied for extracting causal correlated alerts that 
might be parts of some under running attack scenarios. In this 
framework, a prediction component is taken into account 
where the prediction rules are extracted to predict the next 
steps of under running attack scenarios in the network. 

Batch 1 Batch 2 
r� _______ A _______ ��� _______ A _______ �, 

A B A C A D C B  

� 
� 

� 
Figure l.Time window of size win 

The proposed framework has two modes: ojJline and 
online, which are shown in Figures 2 and 3 respectively. In the 
following, the role of each component within these modes is 
described. 

A. The OjJline Mode 

In the proposed framework, in the offline mode, BDN 
model of the aggregated alerts and their countermeasures is 
generated. This process is performed in seven steps: alert 
preprocessing, alert aggregation, causal relationship 
discovery, probability of correlated alerts (PCA) calculation, 
impact calculation, risk calculation and BDN construction. The 
roles of the first four steps in the off-line mode are the same as 
[11]. The last three steps are the main contributions of the 
paper in the offline mode, which will be described in the 
following sections. Figure 2 shows the proposed framework in 
the offline mode. 
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Figure 2: The proposed framework in the offline mode 

1) Impact Calculation 

After the transition A � B takes place, the probability of 
generating alerts in B is P(BIA). Generation of alerts in B 
implies that some vulnerabilities have been exploited. Each 
vulnerability has an impact to the security goals of the affected 
assets such as confidentiality, integrity and availability. The 
impact of an exploit is subjective, so in this paper the method 
proposed in [17] is used which uses CVSS metrics to calculate 
impact, both inherent and environmental. 

The inherent impact of vulnerability is measured by its 
impact on the main security goals, i.e. confidentiality, integrity, 
and availability which are modeled using the CVSS's base 
metrics (C, 1 and A). 

A vulnerability can have different impacts in different 
environments, according to the level of importance of 
compromised assets. To consider the environmental impact of 
a vulnerability, CVSS's environmental metrics are used which 
are related to the confidentiality, integrity, and availability 
requirements (CR, IR and AR) in the environment under 
assessment. 

Adjustedlmpact (AI) 
= 1 - (1 - C x CR) x (1 - I x IR) (3) 
x (1- A x AR) 

Considering confidentiality, integrity, and availability 
requirements of environment under assessment in obtaining 
impact, leads to more precise results which are more 
compatible with current situation. 

2) Risk calculation 
As the risk is widely calculated using Equation (4) in recent 

works, we use the same formula in this paper. Using both 
probability and impact is much more suited to quantify the 
risks. 

Risk = Probability x Impact (4) 
So far the PCA probabilities and the a4justed impact (AI) of 

each hyper-alert is calculated, so the multiplication of these 
two parameters results the risk value for each hyper-alert. 



3) BDN Construction 

The countermeasures covering vulnerabilities in the 
vulnerability database are stored in the countermeasures 
database. The subsets of these countermeasures which prevent 
the alerts in each AAS node to generate are determined and 
stored in the countermeasures set (CS). 

In order to generate the BDN of the alerts generated by IDS 
and their covering countermeasures, the causal dependencies 
between the hyper-alerts, the probability of transitions between 
them (conditional probabilities) and the countermeasures set 
(CS) are needed. These dependencies are captured and their 
probabilities and impacts are calculated as described in 
previous sections. 

The procedure of BDN construction is described below. 

Input: AAS, PCA, CS and AI. 

Output: BDN of the alerts generated by IDS and their 
covering countermeasures. 

1- For each causal relationship existing in CAS database 
between hyper-alerts Xi and Xj in the form of (Xj Ixa, a 

directed edge will connect Xi to Xj (Xi -t Xj). If there 

is an edge (or edges) entering node Xj already, the 

conjunctive or disjunctive relations between new edge 
and the existing edge(s) must be determined. 

2- In a BDN, each node has a CPT. This table shows the 
probability of a node (generating an alert) given the 
states of its parents (generating the alerts of the parents 
or implementing countermeasures on the node). In the 
proposed framework, after all the edges are added to 
the network, the CPT of each node is generated as 
follows: 

The transition which changes the state of the 
network from Xi to Xj for Xi E Pa[xj] is called ti . The 

conditional probability distribution function of Xj is 

P(Xj IPa[ Xj]) which is defined as (5) or (6): 

a) If the relation between incoming edges to node 
Xj is AND, the product rule is used. 

PCxIPa[x]) = {O' 
(
n ) n 3 Xi E 

Pa[xJl.xi 
= 

0; (5) 
] ] P S

,�l ti 
= 

S
,�l PC t;), otherwise. 

b) If the relation between incoming edges to node 
Xj is OR, the noisy OR operator is used [19]. 

P("IP"I',]) = {:(l), ,.
) 

� 1- 0 [l_

':;,:);a�:�:w�,: (6) 

3- Add decision nodes wherever there are a set of 
security countermeasures (CS) covering AAS nodes 
with arcs pointing to them. These nodes contain the 
choices about available countermeasures covering 
AAS nodes. 
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4- Add a utility node where there is a CS node covering 
an AAS node. The effects of implementing the 
countermeasures to the AAS node will be quantified 
using utility tables. Therefore the incoming arcs to 
each utility node come from both the AAS node and 
the CS nodes covering that. 

The entries of the utility tables are filled with the 
amount of risk reduced by implementing the 
countermeasures and the cost of countermeasures 
implementation resulted from AAS nodes generation. 

As the result of the above procedure, the BDN of the alerts 
with CPTs representing the PCA conditioned to the different 
states of the parents and utility tables representing the cost and 
benefit of implementing CSs is constructed. 

B. The Online Mode 

In the online mode, see Figure 3, the most probable next 
steps of the attackers are predicted in six main steps: alert 
preprocessing, alert aggregation, probability propagation, risk 
calculation, Intention Recognition and identifying the optimal 
sets of countermeasures. The first four steps are the same as 
what is done in [11] and in the offline mode. The last two steps 
are the main contributions of the paper in the online mode. In 
the following, the roles of these steps are described. 

Alert Management BDN Update 

r "''If V .... 
Response System 

+ 

• 
Administrntor 

Figure 3: The proposed framework in the online mode 

1) Intention Recognition 
In the phase of intention recognition, the goal is to identify 

the next probable intentions of attackers, which are the most 
risky hyper-alerts, i.e. the most dangerous hyper-alerts with the 
highest probability of generation. The BDN can be used for 
predicting the next steps of the attackers. For this purpose, the 
risk of each hyper-alert is recalculated using Equation (4) 
considering the propagated probabilities obtained from 
previous phase (i.e. Probability Propagation phase) and the 
adjusted impact of the observed hyper-alerts calculated in the 
BDN generation phase. 

The hyper-alerts with the higher unconditional probabilities 
represent the most probable next choices and the hyper-alerts 
with the most impact represent the most dangerous choices for 
the attackers. Therefore the hyper-alerts with the highest risk 
values are considered as the most important next probable 



choices for the attackers and the information about these hyper
alerts are sent to the next phase for conducting the risk 
mitigation process. 

2) IdentifYing the optimal sets of countermeasures 
A security countermeasure is a preventive measure which 

reduces the exploitability of the affected vulnerabilities. In this 
study, each CS is defmed as a Bernoulli random variable with 
the true state signifYing that the CS is implemented and false 
signifYing that the CS is not implemented. Each CS also has an 
associated cost of implementation (Costi)' 

A security risk mitigation plan is a Boolean vector !ViP, 
representing which CSs have been chosen for implementation. 
Therefore the total cost of each security mitigation plan 
(mitigation plan cost (MPC)) can be calculated using Equation 
(7): 

MPC eM?) = L CSi * Costi (7) 

To defend against network attacks, security administrators 
want to select the most effective security mitigation plan. 
Hence the expected utility (EV) value of each plan is 
considered in this study. The plan with the highest expected 
utility is desired. Since the budget for risk mitigation is usually 
limited, it is not possible to implement all security 
countermeasures. So the cost of implementing each plan is 
considered too. Therefore two factors considered in this study 
are MPC and ED. In case of budget limitation, the plan with 
highest expected utility and the implementation cost lower that 
the limited budget is desired. 

In the next section, experiments on a test network are 
conducted to find the optimal security risk mitigation plans. 

V. EVALUATION 

In this section, the evaluation results of the proposed 
framework on a standard dataset are presented. The parameter 
values of the algorithm are batch length (lh), size of time 
window (5 min), t for hyper-alert construction (l min) and 't 
(0.9) [11]. 

The proposed framework has been tested using the DARPA 
2000 dataset [21]. It consists of two DDoS attack scenarios. 
We describe the functionality of the proposed system in 
detecting the first attack scenario that called LLDDoS l.0. 
There are two IDSs for generating alerts from the dataset raw 
packets: Snort IDS and RealSecure IDS. In this paper, the 
RealSecure IDS is used, because it is more accurate than Snort 
and removes some unsuccessful attacks. The generated raw 
alerts by the RealSecure IDS after replaying the DARPA 
packet dump are shown in [II]. The LLDDoS l.0 attack 
scenario consists of five steps which are described in [12]. 

The generated alerts were given to the correlation 
framework. The dataset includes 1813 alerts with 19 unique 
alert types. These alert types are presented in [12]. After 
initializing the system parameters, the algorithm was tested on 
alert-set of LLDDoS l.0 scenario. The results of the causal 
relationship discovery and PCA calculation phases after 
rurming the algorithm are represented in Table 1. 
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Table I: CAS and PCA values of the LLDDoS 1.0 after running the algorithm 

No. (A .... B) No. of No. of 
P(BIA) 

Corr(A .... B) Corr(A .... *) 
I SP .... AM 15 21 0.71 

2 AM .... SAO 65 78 0.83 

3 SAO .... Rsh 49 63 0.77 

4 Rsh .... Mz 77 92 0.84 

5 TXD .... MZ 5 7 0.71 

6 TXD .... TEA 4 II 0.36 

7 MZ .... SDoS 69 87 0.79 

8 SAO .... Rsh 47 89 0.52 

9 Rsh .... MZ 56 72 0.77 

10 MZ --> SDoS 26 35 0.74 

11 SDoS --> PS 12 14 0.85 

The list of aggregated alert sets (AASs) with their source 
and destination machines and their unconditional probability, 
AI and risk is shown in Table 2. 

The security countermeasures covering AASs, their cost of 
implementation and their outcome (gained by avoiding relevant 
vulnerabilities exploitation damage) are listed in Table 3. 

Table 2: list of AASs with their their AI and risk 

AAS(S;D) 
Ullcollditiollal Al Risk 

Probability 
Admind (M2;M3) 0.24 0.28 0.0672 

Mstream Zombie (M2;M1) 0.0448 0.89 0.0399 
Mstream Zombie (M2;M3) 0.5322 0.89 0.4737 

Port Scan (M5;M6) 0.2642 0.56 0.148 
RemoteShell (M2;M1) 0.16 0.43 0.0688 
RemoteShell (M3;M2) 0.495 0.43 0.2129 
Stream DoS (M5;M6) 0.4556 0.98 0.4465 

Sadmind Ping (M2;M1) 0.50 0.47 0.235 
Sadmind _ AmslveriJY _Overflow 

0.50 0.74 0.37 (M2;Ml) 
Sadmind _ AmslveriJY _Overflow 

0.084 0.74 0.0622 (M2;M3) 
TelnetXdisplay (M4;M2) 0.50 0.40 0.2 

Table 3: list of countermeasures covering AASs with their cost and outcome 

Coulltermeasure Coverage Cost Outcome 
CI-Deep Packet Sadmind AmslveriJY 

275 980 
Inspection (DPI) Overflow 
C2-Add Firewall Port Scan 250 890 

C3-Port Knocking Port Scan, Sadmind Ping 75 600 
C4-Encryption RemoteShell 40 540 

C5-Apply OpenSSH 
Stream DoS 84 450 

Remote Access 
C6-IP Reputation 

Mstream Zombie 62 430 
Filtering 

C7-Disable Unneeded 
RemoteShell, Stream DoS 32 420 

Ports 
C8-Black Hole 

Mstream Zombie 76 370 
Filtering 

C9-Disable Stack Sadmind AmslveriJY 
45 320 

Execution Overflow 
C 10-Block Incoming 

Stream DoS 39 300 
ICMP Requests 

The BDN of the RealSecure alerts for the mSlde traffic of 
the LLDDoS l.0 scenario is shown in Figure 4. In this network, 
AASs are shown as ovals, with edges for their preconditions 
and postconditions. Security countermeasures covering AASs 



are shown as rectangles, and utility nodes are represented via 
hexagonals. 

Figure 4: BDN of the RealSecure alerts 

Using junction tree clustering algorithm implemented by 
GeNIe software package [20], the expected utility of all 
security risk mitigation plans are computed. The highest 
expected utility (EUhighest = 8762.25 units) is accessible by 

implementing MPhighest = {Cl, C4, C5, C7, C9, CIO} with the 

overall cost of M PC(MPhighest) = 515 units. 

If the allocated budget for network security hardening is 
limited, only plans with the MPCs lower that the allocated 
budget must be determined. This approach will prune the 
decision tree, because many solutions will not be generated. 
For example, if the allocated budget is 200 units, the expected 
utility of mitigation plans with implementation costs more than 
200 units will not be calculated. In this case, the highest 
expected utility ( EUi = 7763.67 units) is accessible by 

implementing MPi = {C5, C7, C9, CIO} with the overall cost of 

M PC(MPi) = 200 units. However, implementing MPz = 

{C4, C5, C8} will also take 200 units, but in this case, the 
resulted expected utility will be EUz = 6869.45 units which is 
far less than EUi. 

VI. CONCLUSION AND FUTURE WORK 

This paper presents a novel IDRS which processes the 
generated alerts in real time, correlates the alerts, calculates the 
risk of correlated alerts and models the attack scenarios and 
their countermeasures using the concept of Bayesian decision 
networks. BDN model of the hyper-alerts and their 
countermeasures are constructed in the offline mode. Using the 
historical data and by generating AASs, this model can learn 
multi-step attack scenarios. In the online mode, using the BDN, 
the next probable intentions of attackers are predicted and the 
optimal sets of countermeasures are identified to prevent the 
attackers reaching their goals. The experimental results show 
that the proposed method effectively improves the security 
level of computer systems in terms of forecasting the multi
step attacks and determining the optimal security risk 
mitigation plans to prevent damage to the organizations assets. 
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