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Abstract— The IoV sensors generate huge data that are 

processed by cloud servers, but this leads to high latency and 

bandwidth occupies. This was the main motivation behind fog 

computing. Software Defined Network (SDN) was developed to 

simplify the traditional networks architecture. Sometimes, when 

a fog server fails to execute some tasks, it sends them to cloud 

servers while other fog servers are idle. This leads to inefficient 

utilization of fog computing resources. This paper aims to 

optimize the resource utilization of fog computing with meeting 

the deadlines of tasks via assigning them to an optimal fog server 

using SDN. Moreover, local and global load balance techniques 

are proposed. The simulation results revealed that our proposed 

system decreases the transference of tasks to the cloud and as a 

result decreases the latency and bandwidth consumption.  

Keywords—Resource Utilization; Fog Computing; SDN; IoV;  

I. INTRODUCTION 

Internet of Vehicle (IoV) network refers to a subclass of the 

Internet of Things (IoT) that extended the paradigm of 

Vehicular Ad hoc Networks (VANET) [1]. It is a connection 

of numerous heterogeneous sensors installed on vehicles. 

Cloud computing is considered as a suitable framework to 

address the challenges of processing and storing big data of 

IoV network [2]. However, the long distance between the IoV 

network and cloud increases the latency. Moreover, due to the 

mobility of vehicles, sending tasks to the cloud will not be an 

optimal solution. This was the main drive behind discovering 

fog computing [1]. The goal of fog computing is to create a 

complement to the cloud computing by moving the resources 

to the edge of network with the aim of providing computing 

and storage services. It can get rid of the long distance 

between the cloud and sensors. Also, it can avoid the wasting 

of network bandwidth that occurs from the transferring of task 

requests to the remote cloud [3]. SDN was designed to tackle 

the challenges of traditional networks by dividing the 

architecture into two planes: data and control. Integrating the 

SDN concept with fog computing improves the performance 

of IoT. The SDN controller has completed knowledge and 

information about the tasks, available resources and IoT 

devices [4]. Generally, the launched tasks from the IoT 

sensors are sent to the closest fog server to be handled quickly. 

Sometimes, there are one or more idle fog servers while the 

others are overloaded. It indicates unfair distribution of the 

work and may cause catastrophes by exceeding the deadlines 

of hard real time tasks [5]. Therefore, this paper focuses on 

optimizing the resource utilization of fog computing to enhance 
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the performance and decrease the need for the cloud servers. 

The main contributions of this paper are as follows: 

 Proposing a resource management strategy to increase the 

utilization of fog computing and to prevent the 

transference of tasks to the cloud computing.  

 Presenting two load balancing strategies to balance the 

load and minimize the response time to meet the deadline. 

 Producing a new mathematical model to maximize the 

resource utilization of fog computing servers. 

II. RELATED WORKS 

The authors in [1, 6-10] used the fog computing and studied 

the collaboration between fog and cloud computing to 

optimize the performance of various types of networks. 

TABLE I presents a comparison between our proposed system 

and the related works according to different parameters. 

TABLE I.  COMPARSION OF RELATED WORKS (H = HIGH, M = MEDIUM, 
L = LOW, X = THE PARAMETER HAS BEEN TAKEN INTO ACCOUNT) 
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SDN based? Yes No No No No No Yes 

Deadline       X 

Energy   X      

Delay X X X X X X X 

Bandwidth 

Consumption 
M H H H H M L 

Transmitted 
Tasks to Cloud 

M H H H H H L 

Fog Resource 

Utilization 
M L L L L L H 

III. SYSTEM MODEL AND PROBLEM FORMULATION 

The proposed architecture consists of five layers: IoV 

vehicles, clusters of fog devices, local load balancers, SDN 

controller and cloud servers as shown in Fig. 1. In the first 

layer, the IoV vehicles have sensors, GPS, and LTE interface. 

Each group of these vehicles found in a zone connects to the 

closest OpenFlow switch via LTE in a single hop. According 

to (1), the closest OpenFlow switch sc to the IoV vehicle v can 

be determined by sending beacon packets. The OpenFlow 

switch responding to these packets with minimum delay is 

considered as a closest one. The IoV vehicles send 

information about the current location, speed and direction to 

the closest OpenFlow switch periodically. In the second layer, 

each cluster contains one OpenFlow switch and a number of 

fog servers. These fog devices can be installed in common 
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places within cellular base stations. The OpenFlow switches 

have storage and processing capabilities. Moreover, each 

OpenFlow switch connects to the SDN controller and only one 

local load balancer. The OpenFlow switches send vehicle 

information to the SDN controller periodically. Also, each of 

fog servers sends information about its state including the 

number of waiting jobs in the queue and the average service 

time to the third layer (i.e. the local load balancer) 

periodically. Therefore, the load balancer can assign tasks to 

fog servers locally and balance the load according to this 

information. The local load balancers send their information to 

the SDN controller (fourth layer) which applies several 

modules in its application layer as shown in Fig 2. It monitors 

the fog computing resources and vehicles centrally and stores 

the vehicle information and fog server information in tables 

called veh_table and fog_ table respectively. It manages 

resources by balancing the load globally and assigning tasks to 

the optimal fog servers based on the number of waiting jobs, 

average service time of fog servers, load of network links, and 

vehicle mobility to minimize the idle time of fog servers and 

response time of tasks. The last layer represents cloud servers. 

sc,v  arg 
Osc

min
scvdelay ,

,  v V, c  ,                  (1) 

To model the system, suppose V be the set of IoV vehicles 

and T the set of hard real time tasks that are launched 

according to a Poisson distribution from IoV vehicles. These 

tasks vary in term of data size and each one has some specific 

parameters {i, i}. Other notations are found in TABLE II. 
 

  
Fig. 1. The proposed architecture. 
 

 

 

 

 

 

 

 

 

Fig. 2. The application layer of SDN controller. 

TABLE II.  NOTATIONS 

Symbol Definition 

v, V Index, set of IoV vehicles. 

c,  Index, set of of clusters of fog servers. 

sc, O 
The OpenFlow switch found in cluster c, the set of 
OpenFlow switches. 

j, M Index, number of fog servers. 

i, N Index, number of tasks. 

i,j The task i that is executed by the fog server j. 

pij 
It is a variable represents the value of executing task i by jth 
fog server. The highest value indicates that jth fog server is 

more suitable to execute task i than other fog servers are.  

i, i Deadline of task i, required resources to execute task i. 

 , ti  Time period, response time of task i. 

Cj Capacity of fog server j.     

Maximizing the resource utilization of fog computing can 

reduce the required bandwidth between the fog and cloud 

computing and diminish the latency, thereby meeting the task 

deadline. The resource utilization of fog computing servers 

(U) represents the number of tasks handled by all fog servers 

in a certain period of time. The value of U can help the fog 

resource manager to obtain completed information about the 

resources and their utilization. Also, it allows the manager to 

make most of fog resources available to execute tasks within 

their deadlines and decrease the tasks that are sent to the cloud 

computing. It can be computed as follows [11]: 

   ∑ 

 

   

∑            

 

   

                                                                           

The objective of this paper is to maximize the resource 
utilization of fog computing and takes the deadlines of hard 
real time tasks into account. This objective is as follows: 
 

Objective:     Maximize    U   

S.T.              ti  ≤ i ,  i  N,                                                         (3) 
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i,j  {0,1},   i N, j  M,                                       (7) 

 ti  > 0,  i  N,                                                           (8) 
 

First constraint indicates that the response time of task i 

must be less than or equal to the deadline. According to the 

second constraint, each task must be executed by only one fog 

server. The third constraint illustrates that the required 

resources to execute N tasks must be less than or equal to the 

capacity of all fog servers M. The fourth constraint indicates 

that the required resources to execute number of tasks must be 

less than or equal to the capacity of fog server assigned to it. 

Fifth constraint explains that the value of i,j will be 1 if task i 

is executed in the fog server j; otherwise, it will be 0. Finally, 

the response time of each task must be more than 0.  

The mathematical model is solved using CPLEX. Several 

examples are implemented using a computer (RAM 6GB and 

CPU core i5, 2.5GHz) to examine the efficiency of this model 

in optimizing the resource utilization. For example, let the 

number of fog servers (M) be 10 with a capacity (Cj) of 100, 

150, 75, 130, 95, 70, 85, 105, 90 and 95. The number of tasks 

(N) is 50 with deadlines (i) ranging from 3 to 21 seconds and 

the required resources to execute the tasks (i) are in the range 

of 3 to 12. The values of pij are random numbers between 0.1 

and 1 and the time period () is 60 seconds. The optimal 

solution (Maximum (U)) of this example is 0.6383. The 

objective function is maximum, therefore; the value of U 

explains that the resources of fog servers were exploited in an 

optimal manner to execute all tasks within the deadline.   

IV. THE PROPOSED LOAD BALANCE TECHNIQUE 

The local and global load balance techniques are proposed 
to decrease the idle time of fog servers. The local one applied 

Task Scheduling 

Resource Management 

Load Balancing Task Assignment  

CVLMS Database 

 
- veh_table 
- fog_table 
- table 
- table 
- 
- 

Monitoring 

Network Information Task 

 

 

 

 

 

  IoV Layer 

Fog Computing 

Layer 

  Load Balancer Layer 

  SDN Controller Layer 

Cloud Computing 

Layer 

     Data Traffic                     Control Traffic  



1089-7798 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/LCOMM.2018.2878710, IEEE
Communications Letters

 3 

in each local load balancer to balance the load in each cluster 
of fog servers while the global one is applied in the SDN 
controller to balance the load between different clusters of fog 
servers. According to these load balance techniques, the load 
balancers and SDN controller divide the capacity of each fog 
server logically into two parts: under loaded and overloaded, 
and assume a load threshold for each part as shown in Fig. 3. 
The under loaded and overloaded thresholds are 80% and 90% 
of CPU utilization, respectively. The rest resources (10%) are 
reserved for the ideal use. The value of overloaded part is 
more than 80% and less than 90% of the CPU utilization. 

 
 
 
 
 
 

Fig. 3. The parts of fog server capacity and load thresholds. 

The IoV vehicles send tasks to the closest OpenFlow switch 

that stores the task data and prepares some request contains 

information about that task (i.e. i, i). Then it sends this 

request to the local load balancer that schedules the incoming 

requests based on their priorities (i.e. the request with 

minimum deadline takes the highest priority).  

The proposed load balance technique is based on the 

information received from fog servers (number of waiting jobs 

and average service time) and the above thresholds. It assigns 

tasks to optimal fog servers and balances the load as follows: 

 If the load of all fog servers in a cluster is less than or 

equal to the under loaded threshold, then the load 

balancer selects an optimal fog server (the fog server 

with the minimum load) for each task according to (9). 

Mj
min  load(j) ,                                               (9) 

where         load(j) = wj * avgj ,                                    (10) 

where load(j) is the load, wj is the number of waiting 

jobs and avgj is the average service time of fog server j. 

 If the load of all fog servers in a cluster is higher than the 

under loaded threshold and less than the overloaded 

threshold, then the load balancer selects an optimal fog 

server for each task according to (9). Then it sends a 

notification to the SDN controller to inform it that all fog 

servers are in the overloaded range. At this point, the 

SDN controller checks the fog_table. If there is a fog 

server(s) in the under loaded range in another cluster, it 

sends a positive response to the notifying load balancer; 

otherwise, the response will be negative. 

After that, if the load of all fog servers in this cluster 

reached to the overloaded threshold and the SDN 

controller’s response was positive, then the local load 

balancer sends a notification to the OpenFlow switch. 

This notification tells the OpenFlow switch that the fog 

servers are overloaded and the future task requests must 

be sent to the SDN controller directly. Therefore, the 

OpenFlow switch extracts the data of next incoming 

tasks and prepares requests to be sent to the SDN 

controller. Each request contains information about the 

deadline, required resources to execute the task and the 

vehicle that sent the task. When the requests reach the 

SDN controller, it schedules them based on the deadline. 

Then, it uses the veh_table to estimate the new location 

of the vehicle using the Collaborative Vehicle Location 

Management Service (CVLMS) algorithm [12] and then 

determines the new zone. After that, it uses the veh_table 

and fog_table to select an optimal fog server based on 

the priority. Here, the SDN controller determines the 

priority of fog servers based on the direction of vehicle’s 

movement and new vehicle’s location. Therefore, if the 

fog servers found in the new zone (the new zone is the 

area that the vehicle is expected to reach) are not 

overloaded, it chooses one using (9). Otherwise, if fog 

servers of other zones allocated on the direction of 

vehicle’s movement are under loaded, it selects the 

nearest and optimal fog server using (11). Otherwise, it 

selects the optimal fog server from other zones (i.e. 

zones that are not allocated on the direction of vehicle’s 

movement) using (11). Note: Eq. (11) seeks to achieve a 

tradeoff between the fog server load and latency.  

     
pathMj  ,

min  (load(j) + latency()),                            (11) 

                        ∑       

  

                                   

where  is a path between every two OpenFlow 

switches, latency() is the latency of path , path is the set 

of paths available between every two OpenFlow 

switches, L is the set of links that belong to path  and 

delayl is the delay of each link l in that path. 

Afterwards, the SDN controller sends the ip address 

of the selected fog server and the updated flow tables to 

the requesting and intermediate OpenFlow switches.  

   If the load of all fog servers in a cluster reached the 

overloaded threshold and the response of SDN controller 

was negative, the local load balancer sends a notification 

to the OpenFlow switch to inform it that the requests of 

future arriving tasks must be sent to the cloud directly.  

After a while, if the load of fog servers of this cluster 

decreased and reached the under loaded part, then the 

local load balancer sends another notification to the 

OpenFlow switch. This notification informs the 

OpenFlow switch that the load balancer is ready to 

provide necessary resources for the future task requests. 

V. SIMULATION AND RESULTS 

OMNeT++ version 4.6 and SUMO version 0.19.0 setting on 

Windows 7 are used to simulate the environment. The number 

of vehicles in the simulation environment is 1000 moving at 

speed 20 m/s. These vehicles use LTE to communicate with 

fog devices. The POX controller and OpenFlow protocol 

version 1.0 are used in this paper. For simplicity but without 

loss of generality, we considered a scenario with three 

clusters. Each cluster has one OpenFlow switch, three 

homogeneous fog servers and one local load balancer. The 

cloud computing layer contains three servers. To evaluate our 

work, we applied VANET with Fog-Cloud architecture [6] 

and Cloud architecture (i.e. VANET-Cloud). These 

architectures were compared to our proposed system in terms 

of resource utilization, response time, meeting the deadline 

and bandwidth usage. The results are as follows: 

A. Senario1: The Percentage of Resource Utilization 

This subsection explains the percentage of resource utilization 

Overloaded part 

Under loaded part 

Overloaded threshold 

Under loaded threshold 
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of fog computing in 60 seconds using the proposed system and 

fog-cloud system. The numbers of tasks are 50, 100, 150 and 

200 tasks with a fixed size of 1000Mb. The bandwidth of the 

link between the fog and cloud computing is 100Mbps. Fig. 4. 

illustrates that the proposed system is the best because it 

selects an appropriate fog server to each task while in the Fog-

Cloud architecture, if a fog server cannot handle a task, it does 

not check other fog servers and sends this task directly to the 

cloud. Therefore, the resource utilization of fog servers 

decreases according to (2). 
 

B. Scenario 2: The Average Response Time 

This subsection investigates the task response time. The 

tasks sizes are 0, 100, 200, 300, 400, 500, 600, 700, 800, 900 

and 1000Mb. For each task size, 100 tasks were used and then 

the average response time was computed. The bandwidth of 

the link between the fog and cloud computing is 150Mbps. 

Fig. 5. shows that the proposed system is better than other 

systems since it reduces the number of tasks handled by cloud 

servers, and therefore shortens the transmission time. The 

Fog-Cloud system sends some tasks to the cloud servers and 

thus the transmission time is high. In the Cloud system, the 

transmission time is very high, but the processing time is low 

due to the strength of cloud servers. Therefore, the response 

time is not significantly higher than that of other systems. 

  
Fig. 4. Percentage of resource utilization.      Fig. 5. Average response time 
 

C. Scenario 3: The Percentage of Meeting the Deadline 

This scenario investigates the percentage of tasks that meet 

the deadlines. The numbers of tasks that used here are 50, 100, 

150 and 200 tasks with a fixed size of 1000Mb. The 

bandwidth of the link between the fog and cloud computing is 

200Mbps. According to Fig. 6., the percentage of tasks that 

meet deadlines using the proposed system is higher than that 

of other systems since it is able to handle almost all tasks in 

the fog servers. Therefore, it does not incur a high 

transmission delay. Also, this percentage is acceptable in the 

Fog-Cloud system as it processes most of tasks in the fog 

servers. However, it is small in the Cloud system due to the 

distance between vehicles and cloud.  
 

D. Scenario 4: The Percentage of Bandwidth Usage 

The operations of sending tasks to the cloud computing 

need to high bandwidth. Therefore, it is important to handle 

the tasks at the network edge. This subsection deals with the 

percentage of using the bandwidth of the link that connects the 

fog computing layer or IoV layer to the cloud computing. In 

this subsection, we used 100 tasks with a fixed size of 

1000Mb and the uplink bandwidth to the cloud computing was 

95, 105, 115 and 125 Mbps. As shown in Fig. 7., the 

percentage of link bandwidth usage in the Cloud system is 

high since all tasks are sent to the cloud servers. In the Fog-

Cloud system, some (not all) tasks are sent to the cloud 

servers, so the percentage of bandwidth usage is lower than 

that of Cloud system. However, this percentage is very good 

in our proposed system since it almost handled all tasks in the 

fog computing layer. Therefore, it is well suited for networks 

with high limited bandwidth. 

  
Fig. 6. Percentage of meeting deadline         Fig. 7.  Percentage of bandwidth usage  

VI. CONCLUSIONS 

A new architecture was presented by merging the clustering 
principle and fog computing with SDN for efficient utilization 
of fog resources. It helps handle tasks launched from the IoV 
sensors and decrease the transference of these tasks to the 
cloud to decrease the response time. It reduced the required 
bandwidth between the fog and cloud computing. Moreover, 
local and global load balance approaches were proposed to 
decrease the number of idle fog servers. The results show that 
the proposed system is more effective than Fog-Cloud and 
VANET-Cloud systems. It is more suitable for networks with 
limited bandwidth and for tasks with high sensitive delay. 
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