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Abstract
Purpose – Despite the availability of prior studies on the Internet of Things (IoT) development, they
have largely focused on challenges associated with evolving IoT. Hence, identifying requirements for IoT
development, as a multifaceted phenomenon, whereby the challenges would be tackled remains a less-explored
valuable line of inquiry. The purpose of this paper is to present a holistic view of crucial building blocks of IoT
development, in order to fill this gap.
Design/methodology/approach – This paper conducts empirical research using a grounded theory (GT),
centering on semi-structured interviews with 25 experts involved in the Iranian IoT development effort. Data
were analyzed by using MAXQDA software.
Findings – This study presents a conceptual framework of requirements for IoT development, consisting of
14 concepts and 5 categories. The findings reveal that strategic, interactive, institutional, market-oriented
and information and communication technology (ICT) infrastructure requirements play a salient role in
facilitating IoT development.
Practical implications – The findings of this study shed some light on the momentous aspects of IoT
development. Practitioners including governmental policymakers, industry and private sectors could benefit
from the policy recommendations offered in this study in terms of strategic viewpoint, legal issues, business
perspective and technological readiness.
Originality/value – From the methodological aspect, the present research is among the first studies on
utilizing GT for exploration of requirements for IoT development. From the theoretical perspective, a
remarkable achievement of this study is to profoundly discover some less-explored concepts of IoT
development such as commercialization, feasibility study, futurology and institutional aspects. Furthermore,
findings of this study highlight the contribution of innovation systems theory for the IoT development area in
terms of alignment of the emerged requirements for IoT development with the functions of this theory.
Keywords Internet of Things (IoT), IoT development, Requirements for IoT development,
Grounded theory, Qualitative research
Paper type Research paper

1. Introduction
With the rapid advancements in information and communication technology (ICT) in the
recent decade, the Internet of Things (IoT) is bringing fundamental changes in economic,
environmental and social realms, and it is becoming increasingly prevalent in our daily life
(Gubbi et al., 2013). This stems from the capabilities by which a considerable number of
devices and things are connected (Dutton, 2014; Lu et al., 2018). Although the definition
of IoT is still in its infancy, it is generally agreed that IoT is the interconnection of objects or
things for various purposes including identification, communication, sensing and data
collection at any time within any place (Caputo et al., 2018). There are several fields of
application for IoT such as healthcare, transportation, smart industry, logistics, energy,
personal life domain, smart cities, agriculture and emergency management (Atzori et al.,
2010; Borgia, 2014; Lee and Lee, 2015; Mishra et al., 2016). Based on the scientific reports, IoT
is identified as one of the top fastest growing trends, which is expected to shape business
opportunities by having $14bn economic impact by 2022. Hence, governments and industry
are investing to develop IoT as a vital strategy for innovative and sustainable development
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(Kim and Kim, 2016). Accordingly, large-scale initiatives are underway in China, Japan, the
USA, India, South Korea and European countries where industry, associated organizations
and government are collaborating on diversified programs toward IoT (Shin, 2014).
Similarly, Iran has also shown increasing interest in IoT. In accordance with 1404 Outlook,
Iran has planned to enhance its competitive position globally (Zarei et al., 2016). To achieve
this, Iran Telecommunication Research Center (ITRC), as the main institute for IoT
development, has recently initiated to make a remarkable effort to support IoT development
by investigating it in terms of governance, technology, market, network, security and
usability. Therefore, IoT development is being planned increasingly as a priority in national
ICT strategies globally. Moreover, academics and research centers have also embarked on
initiatives and increasingly placed emphasis on several issues within a range of research
fields to foster the development of IoT. Among the studies on soft aspects of IoT
development, the majority of them have been dedicated to issues such as basic concepts,
applications and challenges of IoT (Mishra et al., 2016; Lee and Lee, 2015; Gubbi et al., 2013;
Atzori et al., 2010; Borgia, 2014). On the contrary, fewer studies have investigated how IoT
should be developed, managed and evolved to overcome the existing challenges. In other
words, little is known about comprehensive requirements and essentials of IoT
development. It should be notified that the current study has been initiated by
concentrating on IoT development analysis, as a whole phenomenon, mostly to explore its
various aspects and dimensions, in which requirements for IoT development is only one of
them. Indeed, this paper explains the comprehensive requirements for IoT development,
as a part of a broad-range research study on IoT development phenomenon. To ensure a
successful IoT development, therefore, a variety of common questions should be
answered: What is going on in the IoT development area in terms of requirements? What
should be different requirements for IoT development? Finding the best answers to these
general questions requires substantive data and appropriate research methodology. These
were the main questions that motivated the authors to undertake a qualitative empirical
research study.

Exploring requirements of IoT development will yield worthwhile insights by which the
development process of IoT will be facilitated dramatically. In fact, bringing the ensemble of
technical innovations to work for digital economies and societies necessitates making
policymakers, technologists and opinion formers aware of a comprehensive set of
requirements for IoT development (Shin and Park, 2017). Consequently, if all of the
multifaceted prerequisites for developing IoT are explored and employed properly, IoT is
likely to make major social, economic and environmental developments (Zarei et al., 2016).
With this inquiry in mind, this study aims to improve the level of IoT development
knowledge by delving deeply into its requirements in Iran to provide executive strategies
for policymakers in this area.

The remainder of this paper is organized as follows: Section 2 provides a review of prior
related studies. Then, Section 3 describes the research method design in terms of both data
collection and data analysis procedures. Section 4 presents findings in which achieved
categories are comprehensively elucidated. Section 5 presents the evaluation process of the
findings. In Section 6, not only the obtained results are compared to relevant literature, but
some theoretical and practical implications are also proposed. Finally, Section 7 concludes
the paper, explains the limitations of this study and provides several recommendations for
future research.

2. Background
To date, many studies have been conducted to investigate IoT development, and its related
soft issues have been widely discussed in academic fields. Nevertheless, most of them have
conceptually addressed overview descriptions, concepts, applications, challenges and
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opportunities (Borgia, 2014; Ng and Wakenshaw, 2017; Atzori et al., 2010; Dutton, 2014;
Lee and Lee, 2015; Gubbi et al., 2013; Lu et al., 2018; Mishra et al., 2016; Liu et al., 2017).
Regarding the overview descriptions of IoT, Atzori et al. (2010) and Gubbi et al. (2013) are
among the first scholars who made an effort to theorize IoT concept and its basic related
issues. Similarly, Borgia (2014) further explained the challenges and open issues
accompanied by IoT development from a technological point of view. Furthermore, a
number of studies investigated different challenges and barriers accompanied by IoT
development (Mohammadzadeh et al., 2018; Valmohammadi, 2016; Luthra et al., 2018;
Dutton, 2014). With respect to challenges, security and privacy risks of IoT development
have been exclusively examined by authors such as Kouicem et al. (2018), Lopez et al. (2017),
Sicari et al. (2015), Caron et al. (2016) and Li et al. (2016). In this regard, few authors have paid
attention to legal sides of developing IoT (Weber, 2009; Weber, 2010; Weber, 2015; Weber
and Studer, 2016; Janeek, 2018; Millard et al., 2017). From another perspective, prior research
consists of two main groups. The first group is related to those studies in which IoT
development is exclusively investigated from a user/consumer side (Caputo et al., 2018;
Hsu and Lin, 2016; Hsu and Lin, 2018; Weinberg et al., 2015; Gao and Bai, 2014; Zhou and
Piramuthu, 2015). These studies have gained insight into the adoption factors of IoT, which
is a post-development issue put forward after IoT development. Conversely, the second
group is dedicated to the studies by which the business aspects of IoT development are
clarified (Lu et al., 2018; Saarikko et al., 2017; Krotov, 2017; Andersson and Mattsson, 2015;
Metallo et al., 2018). Apart from the aforementioned works, few studies have developed a
conceptual framework for IoT development, considering it as a multifaceted phenomenon
(Shin, 2014; Shin and Park, 2017; Kshetri, 2017; Krotov, 2017; Hristov, 2017; Papert and
Pflaum, 2017; Wirtz et al., 2019). In the first study of Shin (2014), a case application
of a socio-technical framework was presented to assess development of IoT in Korea.
Additionally, challenges in designing diverse components of IoT were described, and a
snapshot of Korea’s approach to meet the challenges was proposed using interviews and
content analysis. Shin’s further research, with the help of his colleague, appertains to the
understanding IoT ecosystem by applying a multi-level socio-technical framework of users,
society and ecology. In their study, the authors employed a mixed method to conceptualize
how IoT can be designed and situated within human-centered contexts (Shin and Park,
2017). Moreover, Krotov (2017) presented a socio-technical analysis of IoT development
conceptually. He reported three separated environments for IoT, namely technological,
physical and socio-economic environments. In another study, Kshetri (2017) investigated the
evolution of IoT using a case study in China, by which IoT development was discussed as
an interplay of institutional, demand-side and supply-side factors. Besides the above
studies, Hristov (2017) examined IoT development in terms of the required resources and
competencies by using two theories, namely resource-based view and dynamic capabilities
theory, to determine a set of policy recommendations. He analyzed how IoT can bring
economic growth for China through a cooperative collaboration among academia, startups
and policymakers. Some authors also investigated the requirements for IoT development,
specifically in one sector. In this regard, Papert and Pflaum (2017) presented an ecosystem
model for the realization of IoT development in the supply chain management (SCM) area.
Having applied a grounded theory (GT) approach, their data analysis resulted in designing
a model consisting of 19 different roles; their relationships and value contributions emerged
during the research process. In addition, a recent publication by Wirtz et al. (2019) has
proposed an integrative public IoT framework for smart government area, extracting
insights from the relevant IoT literature. Highlighting an amalgam of technology
perspective and business-related aspects, Wirtz and his colleagues’ model is comprised of
four layers, namely public strategic layer, public value creation layer, public demand layer
and technology infrastructure layer.
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As the applied methodology recommends conducting a minor literature review prior to
the initiating of the study (Glaser, 1998), a detailed discussion in light of extensive literature
review will be provided after investigating the findings of the study. Thus, this section
provides only initial insights for potential readers.

To sum up, reviewing the previous studies indicated that different research objectives
under the context of IoT development are found in the research literature by which main
issues such as key technologies, standards, architectural elements, challenges and business
models, as well as useful research roadmaps toward IoT, have been identified. Nonetheless,
there are few empirical research studies providing an in-depth understanding of the
comprehensive requirements. In order to bridge this research gap, the present study
has been conducted qualitatively by pursuing a GT approach to present a conceptual
framework for IoT development.

3. Methodology
This empirical study was carried out by applying pure GT, known as Glaser version. GT is
a suitable method for qualitative researchers to answer questions like “what is going on in
an area?” by generating formal or substantive theory (Corbin and Strauss, 2008). GT was
selected as the most appropriate research methodology for conducting this empirical study
for multiple reasons. First, IoT development is considered as a socio-technical phenomenon,
and GT is best fitted for studying issues with a socio-technical nature. Second, GT is very
helpful in investigating a phenomenon in detail. Besides, it is very helpful to study a
relatively novel area or when researchers try to get a fresh perspective on a well-known area
(Stern and Morse, 1994). In some works, only a few conceptual frameworks have been
proposed on exploring the requirements for IoT development with support from real
environments and different perspectives. Third, GT is suitable when researchers have no
hypothesis up-front and they are looking for a conceptual framework grounded in data
(Glaser and Holton, 2004), exactly what we were looking for. Although GT has been initially
used in social studies, it is also a useful method for a wide range of topics in the information
systems field, especially those related to novel multifaceted phenomena (Wiesche et al.,
2017). Nevertheless, to the best of our knowledge, using GT in the IoT development area has
not received much attention yet, and it could be considered as a contribution to this study.

3.1 Data collection and participants
Having found some concepts representing the main concerns of participants, the next data
could be collected via theoretical sampling, which means that the researcher can decide
the data that should be collected in the next steps (Glaser, 1998). In this study, all
interviews were conducted based on this approach. This research was conducted through
25 semi-structured, in-depth interviews with participants who were experienced in IoT
development. Initially, based on our knowledge, few experts familiar with IoT were
contacted via email and phone, in order to seek their consent to participate in the study. To
identify more qualified participants, snowball sampling was employed, which is a method
of expanding the sample by asking one informant or participant to recommend others for
interviewing (Stern and Morse, 1994). Considering the multifaceted nature of IoT
development, and also the necessity of data triangulation in qualitative research (Corbin
and Strauss, 2008), a range of experts were selected from different fields related to IoT
development. Participants were selected on the basis of experience in IoT development in
terms of having a background in research or executive-related projects. They were from a
group of government officials, industry representatives and academic researchers.
Moreover, it should be noted that in order to overcome excessive focus on the technical
side, experts from both managerial and technological positions were considered. Table I
shows the details of the interview participants.
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Most of the participants were practically involved in IoT development process, and this
provided a great opportunity for this study to use their valuable experiences in several projects
and organizations. Before the start of each interview, participants were requested to give their
consent to record the whole conversation digitally and to use findings for scientific purposes
and international publications. Interviews usually lasted no longer than one and a half hours.
The initial questions covered the participants’ background, roles and responsibilities. Then,
some questions were put forward related to issues such as key stakeholders of IoT, major
required infrastructures, etc. Thus, several concerns emerged by analyzing the initial
interviews. Hence, the next questions were formulated relevant to the emerged concerns and
were focused on the next interviews. Using this mechanism, data collection was continued until
theoretical saturation, whereby no more ideas or concepts emerged from the data (Glaser and
Strauss, 1967). In this study, the interviews with the last participants did not result in any new
concepts; therefore, data collection was stopped. After each interview, the recorded voices were
listened carefully and transcribed for further analysis. Also, based on GT rules, no direct
question about very specific items was asked (Glaser, 2008).

3.2 Data analysis
Data analysis was divided into three phases: open coding, constant comparison and
theoretical memoing; selective coding; and sorting and theoretical coding. In terms of tool
support, MAXQDA 10, as a powerful computer-assisted qualitative data analysis software,
was used to facilitate data analysis and manage the GT-required steps.

3.2.1 Open coding. In this step, each transcript was analyzed sentence by sentence for
conceptual understanding of the context under study (Glaser, 1998). Having applied this
method, it was looked for key points. Immediately after finding a key point, a code was
assigned to that key point. Afterwards, the emerged code was compared with the previous
open codes in the same and previous transcripts (Glaser and Strauss, 1967). Constant
comparison technique assisted us to achieve abstraction at a higher level by finding concepts.
Having compared new concepts to the previous concepts and codes by following the iterative
constant comparison, we found categories (Glaser, 2008). Examples of open coding for two
categories are presented in Appendix 1. The end of open coding is marked by the emergence
of a core category, which refers to the main problem or concern of the participants (Glaser,
1998). Using the constant comparison technique on the emergent categories and discovering
their relationships enabled us to find core categories. Continuing data analysis indicated that
“requirements for IoT development” was not the core category, because it was not the most
relevant and common concerns of all participants. As this paper is part of a broader GT
research study, the “requirements for IoT development” is just one of the emerged parts,
rather than the core category. Indeed, the core category of our broader empirical research
(resulted from a PhD thesis) is “IoT development phenomenon,” which is central for some
other emerged categories. The core category and its accompanied parts will be portrayed in
another paper. This paper is only dedicated to present a conceptual framework to explore the
“requirements for IoT development,” rather than the emerged core category. The next sections
solely focus on this category and describe its emergent sub-categories and concepts in detail.
After conducting each interview, memos were created concentrating on the identified
concepts, thus providing more data to be used for further analysis.

3.2.2 Selective coding. During this iterative process, we concentrated on saturating the
categories under development. It was continued with creating memos as a useful method to
saturate properties of different categories. We went back to the data from the previous
interviews in order to reorganize and saturate the categories, concepts and relations among
them. Selective coding was terminated once theoretical saturation was identified. After
20 interviews, no new concepts were being introduced, but a few more interviews were

Internet of
Things

development



conducted to validate that saturation had occurred. Thus, there was a satisfaction that
saturation had occurred after 25 interviews, following which existing themes were being
repeated and no new themes were introduced.

3.2.3 Theoretical coding. In the last step, the relationship between the core category and
other relevant categories was defined. A review of scientific literature was conducted and
merged with the obtained results from data analysis to create the theory as a cohesive
whole. We took all the memos generated throughout the study and tried to relate and enrich
all the categories in the theory. Glaser (1998) proposed 18 families of theoretical codes or
paradigms, enabling the researcher to think analytically and set relations among concepts.
To organize the discovered sub-categories and concepts, Glaser’s type family was found
appropriate to be used in this study. This coding family demonstrates a category in the form
of type, form, kinds, styles and so forth (Glaser, 2008).

4. Results
In this research, 5 categories, 14 concepts and 412 primary codes were extracted. Considering
Glaser’s type family, the obtained categories were organized as different types of requirements
for the realization of IoT development. The five extracted categories are listed as follows:
strategic requirements, interactive requirements, institutional requirements, market-oriented
requirements and ICT infrastructure requirements. Figure 1 depicts the presented framework
of requirements for IoT development in the form of Glaser’s type family.

4.1 Strategic requirements
Strategic requirements play a crucial role in the enhancement of IoT development in terms
of strategic issues and futurology.

4.1.1 Strategic Issues. Fulfillment of IoT development necessitates taking a strategic
viewpoint, followed by taking action in accordance with development’s perspective and
roadmap. Participants stated that the Iran ICT Outlook should be updated with the
emergence of basic technologies. More importantly, it should be ensured that the policies of
IoT development are aligned with Iran Outlook. Besides, designing a phase zero project
for conducting feasibility analysis and preparing an operational roadmap were described as
requirements reflecting the strategic issues of developing IoT:

Some organizations decided to hastily implement IoT, once they heard about it without enough
knowledge! It is recommended that they get advice from IT consultants or do phase zero project to

Strategic Issues

Formal Institutions Synergic Relationships

International
Collaborations

Specialty Clusters

Coalition Formation

Network and Security

Software

Hardware

Informal Institutions

(standardization, general legal
issues, ICT-oriented legal

issues)

(culture, awareness and
training)

Futurology

Feasibility Study

Commercialization

Business Model Design

Strategic
Requirements

Institutional
Requirements Interactive

Requirements

ICT
Infrastructure
Requirements

Market-
oriented

Requirements

Figure 1.
Framework of
requirements for IoT
development
demonstrated by
Glaser’s type family
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evaluate whether IoT is useful for them. Then, a list of projects’ goals should be provided with a
flexible time schedule. (P10)

To design and create a technological roadmap, a short-term plan and related policy and
regulation are among the most essentials of IoT development from the strategic point of
view (Shin and Park, 2017; Dutton, 2014):

The roadmap specifies what is going to be done within a defined time frame. In this regard, a
number of macro goals consisting of milestones, projects, and plans should be set for a specific
period of time, e.g., 1 to 5 years. Subsequently, each of the projects should be assigned to some
relevant institutions to be carried out. (P12)

In addition to the above issues, investment and financial policies were also identified as
strategic issues toward IoT development. In this regard, participants emphasized the necessity
of defining an appropriate model for financial support of government such as offering a
discount on tax. Besides, according to participants, the national budget dedicated to IoT
development should be fairly distributed among the beneficiary ministries according to the
priority and significance of the application fields, as well as being consistent with Iran Outlook.

4.1.2 Futurology. In this study, futurology refers to policy making for future required
actions in terms of formal education and career prospects in the field of IoT. From the formal
education aspect, participants claimed that the higher education system in Iran should be
seriously revised in line with industry needs to empower students and researchers in terms
of obtaining practical skills. To achieve this, a solution is to offer an IoT course in
universities. This course should also include an internship in the industry:

The problem is that our universities concentrate on theoretical aspects more than practical ones. So,
it is required that an infrastructure is developed by which people are trained practically. (P7)

Regarding the career prospects, it was found that a number of new professions related to
IoT will emerge in the near future, requiring various skills. In this regard, two strategies
should be considered. The first strategy is to identify the required jobs for the IoT area.
Further, a job description should be professionally presented for new jobs in the IoT context.
The second strategy is to determine the required skills for the jobs:

IoT is still a brand new ecosystem of interconnected technologies and stakeholders. If the skills
required to maintain this ecosystem are not specifically defined, trained individuals are not yet in
critical demand. So, first of all, the required skills should be explored. (P1)

4.2 Interactive requirements
Having a collaborative nature, the interactive requirements consist of synergic
relationships, international collaborations, specialty clusters and coalition formation.

4.2.1 Synergic relationships. Participants believed that IoT development necessitates an
interactive and synergic relationship, rather than a self-centered one, between the
government (public sector) and the private sector. Indeed, the government’s involvement
should be confined to only those issues that could not be managed by the private sector. In
this vein, the government should not only get highly involved in issues such as policy
making, goal setting, strategic planning and regulating, but it should also create an effective
communication platform for the private sector’s presence and engagement. Besides, the
private sector should be encouraged to get involved in IoT development through receiving
financial and non-financial support from the government, according to which development
path would be facilitated (Kshetri, 2017):

Government should only be responsible for supervisory roles and stick to establishing the red lines,
and license issuing according to need. Government should allow the private sector to enter IoT
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market, for example, the government can use some stimulation innovation strategies such as
organizing ICT festivals with dedicating outstanding rewards for the best startups who take part
and win. (P1)

Apart from encouraging the private sector to get involved in the development, the
government should give the undertaking to support users in terms of a wide range of issues
such as privacy, intellectual property, competition and consumer law, human capital and
employment, etc.

4.2.2 International collaborations. International collaboration refers to utilizing the best
practices in IoT development area proposed by successful advanced countries. This
provides a preliminary perspective toward what is going in the area. Another aspect could
be enhancing the international attitude/reputation toward IoT as a hub of ICT knowledge
transfer through participating in international alliances and congresses:

As you probably know, the International Telecommunication Union (ITU) has recently introduced
IoT Academy of Iran as a center of excellence […] for the cycle 2019-2022. So, it could be a good
opportunity for us to be recognized globally. (P24)

Besides, international collaborations can also be defined as negotiating and making a
contract with top companies to participate in a joint research or production project:

Um […] We had some ideas for Intelligent Building Management Systems (IBMS), but we lacked
suitable hardware. To facilitate the challenges, we negotiated an agreement with G4, an IBMS
company. (P21)

4.2.3 Specialty clusters. In this study, specialization refers to an approach to develop a
technology by which the importance of specific regional knowledge, technological assets
and critical mass is recognized. Indeed, the idea is that regional authorities can exploit
the specialization logic by undertaking a rigorous self-assessment of a region’s knowledge
assets, capabilities and competences, and the key players between whom knowledge
is transferred:

Considering the multifaceted nature of IoT, it would be better to distribute the key activities of IoT
among the best-qualified leaders in different clusters (e.g. software, hardware, etc.) to systematize
IoT development process. (P14)

According to participants, achieving better performance in both technological and
non-technological aspects of IoT development entails creating highly specialized clusters
in terms of infrastructure potential and essential sources. This would lead to a reduction in
redundancies, and thus higher efficiency:

Organizations should assign different parts of IoT to the qualified centers. For example, a center is
responsible for the network, another for software, and so on. (P8)

4.2.4 Coalition formation. The obtained findings indicated that a consortium should be
constituted to integrate the activities of different actors in IoT development, considering their
shared goals. This consortium can also be an accelerator through making recommendations
for policy making on IoT development. Besides, participants declared that a central authority
is required to supervise the performance of different research centers:

Different actors of IoT should gather together and make an association. However, organizing an
association necessitates determining the financial stakeholders and their benefits. (P19)

Research and development (R&D) centers play a vital role in both specialization and
coordination of IoT initiatives. In other words, R&D centers are able to define specialized
groups and manage their actions.
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4.3 Institutional requirements
Having affected the IoT development dramatically, the institutional requirements are
grouped into the following parts: formal institutions (such as rules, laws, regulations, etc.)
and informal institutions (such as culture, social norms, etc.).

4.3.1 Formal institutions. Data analysis indicated that formal institutions refer to
standardization, general legal issues and ICT-oriented legal issues.

4.3.1.1 Standardization. All participants stated that standardization is one of the issues that
deserves a comprehensive consideration. Participants strongly believed that the international
standards for IoT development should be translated and localized. It means that they should be
adjusted and updated in accordance with the requirements and conditions of our context:

We should first use the best practices and the existing international standards, and then customize
them according to our own requirements. I believe that there is no need to make something from
scratch when there is a basic knowledge of that. This is also valid for standardization. (P7)

As stated by participants, standardization covers a variety of sectors (e.g. health, energy, etc.)
and a wide group of issues ranging from time latency, naming the things, sensors relations
and barcode identification to issues such as specifications of the maximum permissible value
of wavelength and frequency of sensors. Besides, standards should also be created for other
issues such as architecture, communication protocols, security and privacy, data ownership
and public service platform (Mohammadzadeh et al., 2018; Borgia, 2014):

From the connectivity aspect, there are different standards which specify how sensors are
communicating with each other […] e.g., the devices made in China should be compatible with
those made in Europe. Now is the time that standardization makes sense. (P3)

In addition, many participants opined that guidelines and standards should be developed
within a multi-stakeholder framework, with the participation of consumer organizations,
civil society and regulatory authorities in addition to public authorities and the private
sector’s stakeholders.

To ensure levels of portability, interoperability and manageability for IoT applications, a
deep focus on standardization is required. Besides, development of the software by which
every IoT device is connected requires standardization for the safety of networks and its
users ( Janeek, 2018).

4.3.1.2 General legal issues. It was highly recommended to take into account the
following legal requirements: facilitating the changeability of service providers for users,
preferring the consumer rights to business law, updating the commercial advertisements
system for IoT context, improving awareness level of IoT users in terms of quality, quantity
and pricing system of IoT services, employing novel methods to simplify the process of
making complaints and consequently resolving the conflicts and disputes of users for IoT
context, offering warranty and after-sales service to users:

Actually, users should be able to switch to other service providers whenever they want. It’s not
legal that service providers try to maintain customers compulsorily. They should feel free to select
their favorite service provider. (P17)

Moreover, participants stated that IoT services should be designed in a customizable
manner according to the audience type. Indeed, different types of IoT users from children to
elders should not have the same level of accessibility to the services. Besides, it should be
possible to adjust IoT services in terms of removing illegal and obscene content that may
be published unintentionally:

IoT is rapidly influencing our daily lives to the extent that we cannot completely avoid our children
getting involved in IoT services. This could be solved by providing different access levels and
accounts, customizing the content, and something like that. (P16)

Internet of
Things

development



4.3.1.3 ICT-oriented legal issues. According to participants, ICT-oriented legal issues for IoT
context are pertinent to a variety of issues including licensing and spectrum management,
addressing and numbering, switching and roaming and security and privacy. Among the
above issues, the first two ones refer to regulations on allocating scarce resources. In
association with licensing and spectrum management, it should be ensured that the spectrum
is available for a wide range of future generations’ IoT applications and devices. Hence, there
is a demand to create international coordination for using frequency bands and their
standards to offer low-cost user-side equipment, particularly in the long term:

I strongly believe that in order to tackle the spectrum management challenge, monitoring availability
of spectrum for short and long-range IoT communications and backhaul network capacity is
seriously required. (P12)

With respect to addressing and numbering, participants reported that although most IoT
devices only require local connectivity, the devices that should be globally accessible require a
large address space. For this purpose, deployment of IPv6 is a mandatory issue, since it has
enough addresses for almost any conceivable number of devices (Borgia, 2014). From the
switching and roaming aspect, it was discussed that due to obtaining greater flexibility and
competition, mobile network accounts suitable for numerous machine-to-machine users, roaming
mobile devices and fixed devices in areas of poor reception should be developed (Dutton, 2014).
Security and privacy, as the most significant issue, was frequently cited by all participants. It
was reported that despite the high importance of security and privacy issues, the legal system of
Iran lacks a comprehensive regulation, particularly for privacy protection and security. In this
regard, there are only three sources partially related to this area, that is privacy bill, e-commerce
law and computer crime law, none of which approved transparency, confidentiality, accessibility
and accuracy as the most vital elements of a security system (Kouicem et al., 2018; Sicari et al.,
2015). To bridge this gap, the first step that is strongly suggested is to get approval for a
comprehensive legal framework regarding privacy protection and information security:

Well, I think transparency is a key issue. It means that those who offer IoT devices should be clear
about the types, purposes and retention period of data. This is among those issues that should be
considered in approving a law, specifically for data privacy. (P2)

Apart from the mentioned ICT-oriented legal requirements, participants cited intellectual
property and civil and criminal liability as other influencing issues associated with IoT
development. The results showed that intellectual property should be significantly considered
in the IoT field. The most relevant intellectual property-related issue is interoperability, which
is a necessity for developing IoT, as IoT lies within internet-connected devices communicating
with each other and with users (Millard et al., 2017). In association with the civil and criminal
liability for IoT context, participants believed that in most of the cases, it is not clear whether
an aggrieved user is entitled to a criminal remedy, a civil remedy or both. Indeed, it likely
depends on the severity of the liability:

Let’s give an example, a mere malfunction of a smart fitness monitor, leaving the user unable to
measure their heart rate at the gym, is not likely to give rise to a civil or criminal conviction.
Conversely, a smart city malfunction could create both criminal and civil liability. (P17)

4.3.2 Informal institutions. The sub-category informal institutions encapsulates culture and
awareness and training.

4.3.2.1 Culture. Data analysis indicated that building the culture of IoT services’
deployment can be fulfilled by the local IoT leaders through social networks:

Social networks are powerful tools which can have a dramatic impact on IoT development. For
example, a training channel in a social network can be a suitable informative tool for sharing the
achievements of well-known research centers. (P5)
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From the organizational perspective, creating a cultural brochure to use IoT services seems
essential. This would result in clarifying how to use IoT services in different levels of the
organization and adapting this technology to the organizational culture. Further, provision
of a motivational stimulus for IoT development was another culture-centric issue cited by
the participants:

We are currently preparing a cultural brochure for IoT in our company to guide how users should
use this technology. It also determines who should train the users and at which level. These are
among the hidden sides of technology development which are usually ignored. (P9)

4.3.2.2 Awareness and training. Maximum usage of IoT’s potential is merely possible with
adequate education and training (both short term and long term) (Mohammadzadeh et al., 2018;
Kshetri, 2017). Regarding the short-term programs, the necessity of organizing congress and
conferences by universities in IoT development area, both nationally and internationally, was
frequently reported by many participants. In this vein, simultaneous attention to both scientific
and practical aspects was emphasized. Participants believed that organizing multi-purpose
events can considerably convince policymakers, as key players, to invest in the IoT area.
Additionally, other players such as startups and even end users could be informed andmotivated
to get involved in IoT development by means of these events (Dutton, 2014). Participants also
mentioned that training workshops should be organized on the sidelines of the conferences:

Undoubtedly, conferences are powerful tools to train people. However, the conferences should more
focus on practical aspects rather than theoretical ones, e.g. startups can present their pilot studies,
even in the small-scale. (P15)

With regard to the long-term programs, interaction and negotiation with skilled experts is a
vital undertaking to increase the flexibility in reaching new markets and taking advantage
of the IoT boom. As elucidated by participants, long-term programs can increase the
productivity and transfer of learning, and accelerate the resolution of technical issues that
delay successful IoT implementations. For doing so, high-educated experts in the IoT field
should be hired to train people in the long term.

4.4 Market-oriented requirements
Analyzing a number of participants’ concerns indicated that there are three major strategies
by which IoT development could be clarified. These strategies, considered as market-oriented
requirements, include feasibility study, commercialization and business model design.

4.4.1 Feasibility study. Participants implied that a need analysis should be performed in
which IoT applications and their existing services are identified and prioritized in the
context under investigation. In this study, the need analysis refers to the process of
addressing the widespread needs of society to identify the most potential and significant
areas in need of technology development:

There are a variety of applications for IoT. First of all, it should be addressed which of the
applications are crucial for our country in terms of enhancing the economic conditions, and social
and environmental issues. (P14)

After conducting the need analysis and identifying market priorities, feasibility study is put
forward. The feasibility study is conducted to evaluate the existing capabilities/requirements
according to a number of selected criteria such as technological, operational and financial
capabilities, market opportunities, constraints, strategic alignment, etc.:

Identifying the capabilities and resources is one of the most significant stages which is usually
neglected by enterprises who want to provide IoT services […]. Yes, the enterprises should first
analyze their current situation to know what capabilities they have […]. (P15)
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The evaluation results can be interpreted using a strengths, weaknesses, opportunities and
threats (SWOT) analysis by which the four aforementioned components will be explored
properly. As the final step, making a recommendation based on the SWOT results will lead
to obtain a rich picture of what exists and what should be provided (Dutton, 2014).

4.4.2 Commercialization. Analyzing participants’ statements implied that
commercialization refers to an extensive process from idea cultivation to idea validation
by which developers and providers make an attempt to introduce a new service or product
into society. In this process, validated research ideas are supplied in the form of primary
products through a pilot study in small scale. The salient feature of this method is to
practically obtain a relative awareness about conditions of customers, regulations and
market with fewer resources than large-scale projects:

The first step is to perform need analysis […] I mean you should validate your ideas, find the
customer and try to receive feedback on your product by entering the market and collecting/
analyzing data. (P11)

Moreover, the effective role of knowledge-based companies in the process of turning an
emerging idea to a business product was mentioned by some participants. They believed
that knowledge-based companies and centers for ICT development are capable enough to
scale down the time to market for startups:

Startups should get some advice from special teams in leading centers such as science and
technology parks or knowledge-based companies […] These organizations can enrich the first raw
ideas by doing research and development. (P25)

4.4.3 Business model design. The experts stated that designing an exclusive business model
for IoT is a significant requirement that should be profoundly considered. This process
consists of several main components, namely customer segments, customer relationships,
customer channels, key partnerships, core competencies, key resources, key activities, value
proposition, revenue streams and cost structure (Metallo et al., 2018):

To identify different building blocks of the IoT business model, some questions should be asked
[…] e.g., How much is the added value of cooperation with other initiatives? or, Which partners
should be involved to make the business successful?, etc. These types of questions are pertinent to
collaborations between partners. (P11)

Participants’ statements revealed that for effective use of IoT, organizations need to devise a
suitable method for value creation, which is unique for each organization. Therefore, finding
an appropriate business model is a creative process in which it is essential to consider the
business in its specific context and to analyze the matching opportunities:

The business value of IoT should be investigated […]. For doing so, we can classify IoT
applications into two categories of customer-value and business-value. (P18)

The most effective method to encourage enterprises in IoT development is to convince them
about its return on investment (ROI). Therefore, value creation for IoT necessitates
designing appropriate business models and monetization strategies (Lu et al., 2018; Ng and
Wakenshaw, 2017).

4.5 ICT infrastructure requirements
The last category encompasses three concepts, namely network and security, software
and hardware by which issues related to technical aspects of IoT development have
been considered.

4.5.1 Network and security. Participants emphasized the effective role of fifth-generation
wireless (5G) in the enhancement of IoT development in the near future. They believed

JEIM



that deploying 5G will lead to an increase in data rate, end-to-end latency reduction and
coverage improvement:

Well, […] 5G promises to offer more than just speed increases, it’s going to improve the consistency
of experience, and the number of things that can be connected to a network. (P4)

Moreover, the necessity of increasing network bandwidth was frequently reported by
experts. Bandwidth requirements increase with the number of data transmissions and
service requests generated in the unit of time. Apart from the mentioned issues,
participants introduced two different solutions to improve data security, namely
blockchain technology and Internet Protocol version 6 (IPv6), each of which has a
remarkable impact on the final performance of IoT services. Some participants declared
that blockchain makes consumer data private and increases trust and reliability by
utilizing the power of cryptographic algorithms:

Making use of blockchain technology for IoT leads to acceleration of transactions, trust assurance,
and cost reduction. (P13)

Blockchain mechanism can reduce the energy need on the sensor device and secure the
wireless communication of IoT devices efficiently (Banerjee et al., 2018; Skwarek, 2017).
Participants stated that IPv6 causes IoT to overlay a network that supports scalable
mobility and enables low-power devices or battery-powered devices to mesh into efficient
infrastructures. IPv6 is the most promising protocol for complex and distributed network
applications in the era of IoT (Feldner and Herber, 2018). Additionally, the Narrowband
tools for IoT (NB-IoT) were reported by two of the participants as a low-power wide-area
network (LPWAN), which stand out due to their low energy consumption, the long battery
life and low costs.

In summary, ICT experts highlighted the necessity of providing novel solutions to make
IoT network secure and to decrease its vulnerability against penetration by which the
security, stability and quality of the communication infrastructures are dramatically ensured.

4.5.2 Software. According to the participants’ explanations, software requirements refer
to issues such as designing appropriate platform for data aggregation, storage and analysis;
identifying the computing requirements based on the volume of requests and applications;
and the necessity of using big data, business intelligence (BI) and artificial intelligence (AI)
in handling data management challenges of IoT. A group of participants declared that
utilizing fog computing is an essential part of IoT development that should be considered
from scratch. In many IoT applications, data generated from millions of sensors are too
enormous to be sent over to a cloud-based analytics engine at regular intervals. This is
where fog computing can help IoT to meet its performance demands by reducing the
consumption of cloud resources and minimizing latency for applications and end users,
particularly in the healthcare domain (Cavalcante et al., 2016):

A fog layer can decentralize and localize data analytics tasks within smaller segments of the power
grid, while still relying on a remote data center for modeling power consumption patterns. (P2)

Participants discussed that as more millions of devices get connected, IoT will trigger a
massive inflow of big data. This is where big data analytics arrives into the picture. This
tool has the capacity to handle large volumes of data generated from IoT devices that create
a continuous stream of information (Kshetri, 2017). In addition, key technologies and tools
such as BI and data mining techniques allow for managing the generated latency by IoT
devices and filtering the irrelevant data (Shadroo and Rahmani, 2018):

It’s better to say that BI will go to processing data and making smart predictions. Simply
put, IoT is the senses, big data is the fuel, and AI is the brain to realize the future of a smart
connected world. (P4)
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From another aspect, it was found that as IoT grows and more connected devices are used in
tandem with one another, only AI with deep machine learning capabilities will be able to
handle it effectively (Hristov, 2017). AI plays a key role in increasing productivity of IoT
development, because it converts the endless amount of data generated by IoT into useful
bits of information (Shadroo and Rahmani, 2018):

AI can be applied in real-time for predictive analysis, or to autonomously making decisions in
response to incoming data. It can also be applied to historical data to identify patterns or anomalies
in the data. (P6)

4.5.3 Hardware. From the hardware aspect, experts’ declarations indicated that hardware
will play a vital role in this evolution, but it will only be as good as the software it contains
and the architecture that the enterprise selects to implement.

While the participants were discussing the significance of hardware role in IoT
development, they mentioned some detailed hardware aspects such as sensor and battery
issues. In this regard, a few participants recommended making use of backup batteries to
reduce the latency in sensitive sensors:

You should consider the battery life of different sensors. Of course, the battery consumption of
sensors depends on the environment they are used. Those sensors in which replacing the battery is
not possible, are unique applications of IoT, such as prevention of forests fire. (P10)

Participants believed that IoT devices in their current form are constrained by a number of
factors. Limitations in memory, processing power, data transfer speed and energy capabilities
pose a challenge that will be overcome in time. To resolve the challenges, devices with
exponentially greater memory, processing power, data transfer speed and energy capabilities
are required (Atzori et al., 2010; Dutton, 2014). Taking another perspective, one of the
hardware experts emphasized paying sufficient attention to reliability, availability and
maintainability in system design and development to provide a standard platform for IoT
hardware design and assembly.

5. Evaluating the results
In this study, two rigor approaches, namely Glaser’s approach and Lincoln and Guba’s
(1985) criteria (including member checking, data triangulation and peer debriefing) were
applied to evaluate the research process and ensure the rigor of emerged theory. These
made the authors confident of the trustworthiness of the findings. Due to the limited space,
only the first rigor approach (Glaser’s approach) has been reported.

5.1 Glaser’s approach
Glaser (1998), who believed that an emerged GT is grounded in data, proposed four criteria
to evaluate the credibility of the emergent theory: fit, workability, relevance and
modifiability. Fit criterion mainly concentrates on emerging codes, categories and theory
from data rather than researchers’ preconceived perceptions and biases. It primarily
emphasized that GT researchers must set aside their own perceptions and biases and
remain open and sensitive to the data (Glaser and Strauss, 1967). Workability is used to
assess the integration of the core category and its relevant categories. In accordance with
workability, a theory should be capable of elucidating what is happening in the area under
study and predict what will happen. Relevance refers to how well a GT concentrates on the
main problems and processes that emerge in a substantive area. Modifiability evaluates the
ability of the theory to be continually modified upon receipt of new data. A category, which
fits and works, is relevant and is subject to continual modification, and thus will integrate
theory in a way that the theory is dense and saturated with relationships (Glaser, 2008).
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In this research, it was avoided to conduct an extensive literature review at the initial stage
of the study. Knowledge of the requirements for IoT development was primarily acquired
through interaction with the research participants while collecting data from them.
Furthermore, a theoretical sampling technique was employed, in which the decision about
the next data (what and where) was made on the basis of the emerging theory. We made an
effort to recruit qualified participants in different roles across different sectors to contribute
the most relevant explanations on the emerging concepts and from diverse perspectives.
Theoretical sampling was continued until theoretical saturation was noticed in the new
data. All the concepts, categories and their properties, which together define the GT, only
emerged from substantive data without being forced by preconceived hypotheses or ideas.
Consequently, it was noticed that the emerged theory and its related categories fit the
realities under study.

One way to assess workability and relevance criteria of the theory is to ask the
participants to give feedback on the emerging categories related to the substantial problems
in the topic under study (Glaser and Strauss, 1967). Fortunately, good feedbacks were
received from various practitioners who reflected on how the emerged theory is meaningful,
useful and applicable to them. Based on the received feedback, it could be claimed that the
emerged theory not only works but also is sufficiently relevant to the subject under study.
The emerging theory was modifiable during the research study. The theory evolved over
time when new data were compared to the existing concepts and categories. A wide range of
multifaceted requirements for IoT development evolved and matured through the research,
as discussed with different participants. We strongly believe that the emerged theory can
still continue to evolve by receiving new relevant data and comparing these with the
existing theory. Therefore, the emerged conceptual framework is readily modifiable.

6. Discussion
6.1 Comparison with related works
Shin (2014), in his study, classified IoT development issues into five groups: technology
issues, social and cultural issues, government and industry. These themes partially
overlapped with some of the explored categories of our study. Nonetheless, Shin’s
framework has not considered institutional and market-oriented aspects. In another study,
Shin and Park (2017) provided insight into IoT development challenges and opportunities.
Although these scholars presented a deeply multi-level analysis of IoT development and
adoption in terms of users, society and ecology, their study lacks a comprehensive group
of requirements for IoT development. Krotov (2017) investigated IoT development,
focusing on its associated business opportunities by presenting a socio-technical
framework consisting of technological, physical, and socio-economic environments.
Nonetheless, his study only discussed the general issues in every element and did not
include any strategic recommendation or comprehensive solutions. Additionally, Krotov’s
study was conducted conceptually rather than empirically. In Kshetri’s (2017) study,
resulting from a strong research output, a model was presented for IoT development with
three building blocks, namely determinants, performance indicators and impacts of IoT.
Although the content of his model has covered most of our emerged concepts, he did not
pay much attention to the market-oriented sides of IoT development. Taking a
resource-based view, Hristov (2017) only focused on supporting and collaborative aspects
of IoT development without examining other important aspects. Papert and Pflaum (2017)
analyzed a variety of different roles and responsibilities during evolution of IoT. Their
framework, specifically dedicated to SCM, primarily addressed technological aspects of
the development, widely ignoring institutional perspective, specifically legal issues.
Lastly, the framework presented by Wirtz et al. (2019) is the most comprehensive
framework among others with investigating strategic, interactive, market-oriented and
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technological aspects. Nonetheless, they vastly neglected the legal perspective, which is
considered a major weakness. A summary of the identified requirements in above-
mentioned related works is presented in Appendix 2.

Table II indicates the extent of spectrum coverage of the requirements for IoT
development between the current study and the prior related works. According to this table,
the most frequently addressed requirements refer to the ICT infrastructure, which has
received great attention from all authors. Similarly, results of the prior works are relatively
similar to those of the current study with respect to addressing all the triple concepts of ICT
infrastructure, the necessity of a synergic relationship between government and private
sector and the need for forming a coalition as a facilitating solution. Conversely, as showed
in Table II, institutional and strategic requirements have been largely overlooked. Moreover,
with respect to the market-oriented requirement, only the business model has been
addressed by the previous authors. In line with the above comparison, it would be implied
that there is still a remarkable need for more comprehensive frameworks on requirements
for IoT development to cover all contributing aspects.

Taken together, all the above-mentioned studies have considered IoT development as a
multifaceted phenomenon. However, none of them have proposed a comprehensive
framework including detailed multifaceted requirements. In other words, discovering some
novel concepts of requirements for IoT development such as futurology, feasibility study
and commercialization distinguishes this study from the previous works. More importantly,
subjected to serious criticisms, neglect of legal- and law-related requirements is one of the
most significant points of the above studies, except Kshetri’s study. It is of high importance
to note that the realization of IoT development could not be possible without adequate
attention to the regulatory side of development. Unlike the previous works, our study has
adequately explored this vital aspect of IoT development by introducing the institutional
requirements and clarifying law-related issues associated with IoT.

6.2 Implications for theory (theoretical contributions)
Unlike previous studies, this research has deeply explored the details of IoT development’s
issues and elucidated a wide range of requirements as action plans. Indeed, as discussed
earlier, exploring some new concepts such as feasibility study, commercialization, coalition
formation, futurology and law-related issues toward IoT development distinguishes this
study from the previous ones. Besides, it is significant to note that merely a few scholars
have investigated the legal side of IoT development. In fact, most of them have limited their
work to privacy and security concerns, and standardization, and they have broadly ignored
the need for clarification on other crucial legal aspects of IoT such as intellectual property
and civil and criminal liability. Whereas previous studies have not presented an integrated
framework to systematically explain the requirements of IoT development, this research
provides a holistic perception of the prerequisites.

From another aspect, having analyzed qualitative data obtained from the interviews, it
was noticed that our results interestingly overlap with a well-known theoretical concept,
namely innovation systems (IS). An IS as a “network of institutions in the public and private
sectors whose activities and interactions initiate, develop and diffuse new technologies,” is a
significant determinant of the technological change associated with technology
development (Bergek et al., 2008). Technology development does not occur in the narrow
sense, but in interaction with the system in which the technology is embedded. To better
perceive the technological change, Hekkert et al. (2007) presented the following set of
functions as part of a Technological Innovation System (TIS): knowledge development,
knowledge diffusion, entrepreneurial experimentation, resource mobilization, research
guidance, market formation and legitimation (Hekkert et al., 2007). As IoT is considered as a
socio-technical ensemble, its development is also associated with a technological change
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(Shin, 2014). In the following, the overlap between the above-mentioned functions and the
components of our proposed framework are elucidated:

First, knowledge development, as the first function, matches with futurology,
international collaborations and specialty clusters. The required knowledge for IoT
development can be obtained from multichannel sources. Initially, the theoretical knowledge
of IoT could be acquired through being embedded in the formal education system altered by
future-oriented policies. The required practical/technical knowledge could be obtained from
imitation (by utilizing best practices and collaboration with international successful
projects), followed by learning from new applications provided by technical specialty
clusters and R&D centers in different aspects of ICT infrastructure.

Second, knowledge diffusion is contributed to IoT development by informal institutions
in terms of awareness and training plans provided by multiple channels such as social
media, forums, conferences, workshops, etc., Third, entrepreneurial experimentation, as
another function, is related to our framework’s market-oriented requirement in terms of
commercialization ideas and creating an appropriate business model for IoT. Indeed, to
control the high rate of uncertainty associated with IoT development as an emerging
technology, entrepreneurs should initially work on small-scale projects and prototypes, and
implement their ideas incrementally by receiving adequate feedbacks from the market and
customers. Fourth, resource mobilization, as a crucial function of IS, has a great contribution
to the requirements of this study. Resources in their all types ( financial, human capital and
technical infrastructure) are a fundamental part influencing all activities within the IS.
Budget allocation and investment policies discussed in the strategic requirement are directly
matched with this function. Additionally, forecasting the probable future career prospect for
IoT area, proposed in the futurology concept, and recruiting the qualified technical experts
for training, explained in the informal institutions, are all pertinent to the human resource
allocation function. Also, the provision of a standard technological infrastructure correlates
significantly with software, hardware and network and security issues presented in the ICT
infrastructure requirement. Fifth, research guidance function refers to the direction and
scope of the decisions on what and how to develop. Synergic relationships and coalition
formation are both in common with this function. It is implied by the synergic relationship
concept that government should play a leadership role in IoT development and encourage
the private sector in innovation. From another aspect, it is emphasized, in the concept of
coalition formation, to determine a central authority for integration and align different
activities of IoT development. Sixth, market formation function has been discussed
thoroughly in the market-oriented requirement presented in our study. Seventh, legitimation
is one of the most vital functions in developing any new technology. This function closely
overlaps with the formal institutions in terms of standardization, general and ICT-oriented
legal issues. Standardization as a vital part of legitimation requires a multi-stakeholder
framework by which both of the public and private sectors should be strongly involved.

Briefly, the contributions of this study are threefold: first, applying a GT approach to
develop a conceptual framework in IoT area; second, highlighting the contributions of IS
theory for IoT development area in terms of alignment with the functions of this theory;
and, third, discovering less-explored concepts of IoT development (such as strategic
factors, interactive and institutional requirements) in the description of the presented
conceptual framework.

6.3 Implications for practice
The findings of this research can be useful for the followings stakeholders of IoT:

(1) Policymakers and government regulators should take a leadership role in
developing IoT services by which the most serious obstacles associated with it
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will be surmounted remarkably (Kshetri, 2017). First, from a legal perspective, an
adequate legal framework must take the underlying technology into account.
The contents of the framework must encompass provisions prohibiting or
restricting the use of mechanisms of IoT, rules on intellectual property, civil and
criminal liability aspects of IoT development, rules on ICT security and privacy
legislation, as well as ICT-oriented legal principles. From another aspect, common
practices and standards are of crucial importance to the success of IoT, which may
only be achieved through cooperation between policymakers, academia and the
private sector (Hristov, 2017). In this vein, policymakers should guide the
authoritative standardization organizations to develop uniform technological and
service standards that consider every aspect of the development process by using a
multi-stakeholder approach (Dutton, 2014; Shin and Park, 2017). In fact, all the
individuals and institutions that have a direct or indirect effect on the process of IoT
development should be considered in the standard setting. Second, taking a strategic
viewpoint, it is highly recommended that government should invest in establishing
key innovative startup ventures around university campuses to draw attention to
IoT. As another strategic recommendation, strategically allocating funds to the AI
sector can bring a competitive advantage and ensure exponential growth in the
future. From another aspect, financial and non-financial support by the government
can stimulate the economy and empower the innovative young firms in terms of
fueling technological infrastructure (Hristov, 2017). Indeed, the government can
significantly influence all aspects of a market environment through the use of
regulations, offering tax credits, subsidies and low-interest loans to the private
sector as an incentive method for stimulating innovation. Furthermore, the
government should raise awareness for empowering self-regulation by setting a
meaningful education and literacy policy (Shin and Park, 2017).

(2) IoT developers and providers in both public and private sectors including IoT
startups in any industry, as well as ICT developers, can also take advantage of the
obtained results of this study. First, regarding the business perspective, IoT startups
should conduct some analysis prior to initiating their activities in IoT development to
find whether they are ready to develop this technology. They should encompass cost‒
benefit analysis, feasibility study, need analysis, followed by SWOT analysis by
which the evaluation process will become exhaustive. From another aspect, industry
practitioners should make an effort to develop a business model for IoT context,
concentrating on the value proposition as the most significant part. Similarly,
companies should establish a corporate culture and mindset characterized by a
comprehensive understanding of customers’ problems, requirements and expectations
by taking a customer’s viewpoint (Shin and Park, 2017). Second, in terms of ensuring
job growth and future economic development, innovative small and medium
enterprises can significantly contribute to the technological development of IoT by
implementing future-proof practices within their sector (Krotov, 2017). In this vein, the
companies should participate actively in planning and developing educational
programs collaboratively with vocational schools, universities, R&D centers, and
education and training centers. From another aspect, IoT providers and industry
associations should organize some seminars and exhibitions to show their brand,
qualification and reputation, so as to establish the trustworthiness. Employing the
Living Lab approach to the design of future ICT-based cities, as a potential application
of IoT, can also be an efficient recommendation for IoT development (Dutton, 2014).
Third, from the technological readiness aspect, IoT providers should strengthen their
own technological and service competence. Since users usually focus on IoT providers’
service level agreement and security quality, they should provide better security and
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disaster recovery with highly distributed and robust IoT platform and prepare a
prescribed contract, which can reduce uncertainty about IoT technology (Caron et al.,
2016). Additionally, AI and big data, as two of the most significant steps to fully utilize
the numerous capabilities of IoT, should be focused to be deployed for the IoT
development context (Kshetri, 2017; Hristov, 2017; Shadroo and Rahmani, 2018). IPv6
should also be ingrained in the technical framework for the sake of both future
interoperability and scalability of connected things, followed by 5G and blockchain
technologies as accelerators for IoT growth in terms of network performance
improvement (Skwarek, 2017; Banerjee et al., 2018). More importantly, ICT developers
and designers working with IoT should think from a user-centric perspective,
meaning that IoT is developed for human needs (Shin and Park, 2017; Shin, 2014).

7. Conclusion
This paper presented a GT study of IoT development by means of semi-structured
interviews with 25 experienced experts of the IoT field in Iran. One of the most salient
contributions of this study was from the methodology aspect and using a GT approach.
The main advantage of the applied method was considering a variety of detailed
multifaceted aspects associated with IoT development. Other major contributions of this
study were demonstrated earlier in Section 6.2. Based on the requirements gleaned from
the case of Iranian IoT development, this study presented practical recommendations,
which may also be generalized to fit international contexts. Despite the mentioned
contributions, similar to other qualitative research studies, this study suffers from some
limitations, which provide avenues for future research. Since all the codes, concepts and
categories were collected directly from the real environments, all the findings of the
current study are enough grounded in the substantive data (Glaser, 2008). Nevertheless,
this research does not claim that its findings are universal, because its access to
appropriate resources was limited to those participants who had voluntarily attended to
this research. Additionally, the small sample size and the non-random selection of
participants necessitated by the qualitative research also limit the findings from being
generalized. In fact, the inherent limitation of GT is that the emerged theory is mostly
grounded in the particular contexts investigated in the research (Glaser and Strauss,
1967). Nevertheless, as explained in detail in Section 5, it is claimed that this research’s
findings describe and characterize the area under study.

The findings of this study shed some light on the momentous aspects of IoT
development. From one aspect, practitioners including governmental policymakers,
industry and private sectors could benefit from these results. In accordance with the
proposed conceptual framework, strategic, institutional, interactive, market-oriented and
ICT infrastructure requirements are the backbone of IoT development. The strategic
and institutional requirements highlight the need for governance; however, the major focus
of interactive and market-oriented requirements is on R&D management and
entrepreneurship, respectively. Besides, the ICT infrastructure requirement also
emphasizes the significance of brainware (specially for data analytics) and enrichment of
the core technological infrastructure. Although the establishment of these requirements is
not necessarily based on an identical essence, they are highly interdependent. Put in another
way, data analysis revealed that the realization of IoT development necessitates a
systematic interplay between the governance, R&D management, entrepreneurship and
technological provision of infrastructure and brainware (Dutton, 2014). This study,
however, cannot identify to what extent the emergent requirements may affect each other.
Thus, research on specifying the relationships between the requirements to develop a casual
research model merits further consideration. As research on IoT development is still at its
earliest stages, this study aimed to present a comprehensive conceptual framework, and of
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course it could not be so deep in all the emerged categories. Hence, the authors recommend
conducting several research studies to find the supporting mechanisms in each of the
emergent requirements to facilitate the IoT development path. In this vein, the governance
issue can be further investigated in terms of mechanisms for building roadmaps, foresight,
etc. Also, the R&D issue could be more explored with respect to the mechanisms for
innovation and technology transfer. Future scholars interested in business and
entrepreneurship aspects of IoT development could also deeply concentrate on how to
develop an exclusive business model for IoT. Finally, the ICT infrastructure requirement
demands a great concentration on hardware, network, platform, applications and services
and data analytics (utilizing brainware).

From another aspect, these results could assist academics to extend their knowledge of
combining IoT development area with a socio-technical perspective. Nevertheless, our
presented conceptual framework could be enhanced by applying different multidisciplinary
approaches such as socio-technical systems theory and technological IS theory to more
clarify how the technological change associated with IoT development occurs.

Taking another perspective, the findings of this research are resulted from investigating
IoT development, considering evidence from energy, health, transportation and smart home
fields. This means that the inherent differences between industries and applications have
not been taken into account in determining the requirements in our research. Hence, IoT
scholars can investigate the prerequisites of evolving this technology, specifically for one
application domain. Besides, several specific studies can be defined as the future works,
which include elaborating each of the emerged categories in explanatory research, finding
the real impacts of each of the explored prerequisites on each other and quantitatively
prioritizing the obtained requirements in terms of the degree of significance for IoT
development. Although more empirical research is essential to elaborate and verify the
framework, it is believed that a useful starting point has been made.

It should be confessed that it takes time and effort to reach a widespread development of
IoT, both nationally and globally, meaning that IoT development should be seen from a
long-term perspective. As a result, it should be noted that decision makers in both the public
and private sectors should attach equal significance to formulate and implement an
innovative policy to ensure success in IoT development (Hristov, 2017). In other words, it
becomes increasingly necessary for the private sector, academia and policymakers to ensure
greater collaboration to the realization of IoT development.

References

Andersson, P. and Mattsson, L.-G. (2015), “Service innovations enabled by the internet of things”, IMP
Journal, Vol. 9 No. 1, pp. 85-106.

Atzori, L., Iera, A. and Morabito, G. (2010), “The internet of things: a survey”, Computer Networks,
Vol. 54 No. 15, pp. 2787-2805.

Banerjee, M., Lee, J. and Choo, K.-K.R. (2018), “A blockchain future for internet of things security: a
position paper”, Digital Communications & Networks, Vol. 4 No. 3, pp. 149-160.

Bergek, A., Jacobsson, S., Carlsson, B., Lindmark, S. and Rickne, A. (2008), “Analyzing the functional
dynamics of technological innovation systems: a scheme of analysis”, Research Policy, Vol. 97
No. 3, pp. 407-429.

Borgia, E. (2014), “The internet of things vision: key features, applications and open issues”, Computer
Communications, Vol. 54 No. 4, pp. 1-31.

Caputo, F., Scuotto, V., Carayannis, E. and Cillo, V. (2018), “Intertwining the internet of things and
consumers’ behavior science: future promises for businesses”, Technological Forecasting &
Social Change, Vol. 136 No. 1, pp. 277-284.

Internet of
Things

development



Caron, X., Bosua, R., Maynard, S.B. and Ahmad, A. (2016), “The Internet of Things (IoT) and its impact
on individual privacy: an Australian perspective”, Computer Law & Security Review, Vol. 32
No. 1, pp. 4-15.

Cavalcante, E., Pereira, J., Alves, M.P., Maia, P., Moura, R., Batista, T., Delicato, F.C. and Pires, P.F.
(2016), “On the interplay of internet of things and cloud computing: a systematic mapping
study”, Computer Communications, Vol. 89-90 No. 18, pp. 17-33.

Corbin, J. and Strauss, A. (2008), Basics of Qualitative Research: Techniques and Procedures for
Developing Grounded Theory, Sage Publications, Los Angeles.

Dutton, W.H. (2014), “Putting things to work: social and policy challenges for the Internet of Things”,
Info, Vol. 16 No. 3, pp. 1-21.

Feldner, B. and Herber, P. (2018), “A qualitative evaluation of IPv6 for the Industrial Internet of
Things”, Procedia Computer Science, Vol. 134 No. 1, pp. 377-384.

Gao, L. and Bai, X. (2014), “A unified perspective on the factors influencing consumer acceptance
of Internet of Things technology”, Asia Pacific Journal of Marketing & Logistics, Vol. 26 No. 2,
pp. 211-231.

Glaser, B. and Strauss, A. (1967), The Discovery of Grounded Theory Strategies for Qualitative Research,
Aldine Transaction.

Glaser, B.G. (1998), Doing Grounded Theory: Issues and Discussions, Sociology Press.

Glaser, B.G. (2008), “Conceptualization: on theory and theorizing using grounded theory”, International
Journal of Qualitative Methods, Vol. 1 No. 2, pp. 23-38.

Glaser, B.G. and Holton, J. (2004), “Remodeling grounded theory”, Forum Qualitative Social Research,
Vol. 5 No. 2, pp. 1-22.

Gubbi, J., Buyya, R., Marusic, S. and Palaniswami, M. (2013), “Internet of things (IoT): a vision,
architectural elements, and future directions”, Future Generation Computer Systems, Vol. 29
No. 7, pp. 1645-1660.

Hekkert, M.P., Suurs, R.A.A., Negro, S.O., Kuhlmann, S. and Smits, R.E.H.M. (2007), “Functions of
innovation systems: a new approach for analysing technological change”, Technological
Forecasting & Social Change, Vol. 74 No. 4, pp. 413-432.

Hristov, K. (2017), “Internet plus policy: a study on how China can achieve economic growth through
the internet of things”, Journal of Science & Technology Policy Management, Vol. 8 No. 3,
pp. 375-386.

Hsu, C.-L. and Lin, J.C.-C. (2016), “An empirical examination of consumer adoption of Internet of Things
services: network externalities and concern for information privacy perspectives”, Computers in
Human Behavior, Vol. 62 No. 3, pp. 516-527.

Hsu, C.-L. and Lin, J.C.-C. (2018), “Exploring factors affecting the adoption of Internet of Things
services”, Journal of Computer Information Systems, Vol. 58 No. 1, pp. 49-57.

Janeek, V. (2018), “Ownership of personal data in the Internet of Things”, Computer Law & Security
Review, Vol. 34 No. 5, pp. 1039-1052.

Kim, S. and Kim, S. (2016), “A multi-criteria approach toward discovering killer IoT application in
Korea”, Technological Forecasting & Social Change, Vol. 102 No. 6, pp. 143-155.

Kouicem, D.E., Bouabdallah, A. and Lakhlef, H. (2018), “Internet of Things security: a top-down
survey”, Computer Networks, Vol. 141 No. 16, pp. 199-221.

Krotov, V. (2017), “The Internet of Things and new business opportunities”, Business Horizons, Vol. 60
No. 6, pp. 831-841.

Kshetri, N. (2017), “The evolution of the Internet of Things industry and market in China: an interplay
of institutions, demands and supply”, Telecommunications Policy, Vol. 41 No. 1, pp. 49-67.

Lee, I. and Lee, K. (2015), “The Internet of Things (IoT): applications, investments, and challenges for
enterprises”, Business Horizons, Vol. 58 No. 4, pp. 431-440.

JEIM



Li, S., Tryfonas, T. and Li, H. (2016), “The Internet of Things: a security point of view”, Internet
Research, Vol. 26 No. 2, pp. 337-359.

Lincoln, Y.S. and Guba, E. (1985), Naturalistic Inquiry, Sage Publications, Beverly Hills, CA.

Liu, F., Tan, C.-W., Lim, E.T. and Choi, B. (2017), “Traversing knowledge networks: an algorithmic
historiography of extant literature on the Internet of Things (IoT)”, Journal of Management
Analytics, Vol. 4 No. 1, pp. 3-34.

Lopez, J., Rios, R., Bao, F. and Wang, G. (2017), “Evolving privacy: from sensors to the Internet of
Things”, Future Generation Computer Systems, Vol. 75 No. 5, pp. 46-57.

Lu, Y., Papagiannidis, S. and Alamanos, E. (2018), “Internet of Things: a systematic review of the
business literature from the user and organizational perspectives”, Technological Forecasting &
Social Change, Vol. 136 No. 1, pp. 285-297.

Luthra, S., Garg, D., Mangla, S.K. and Berwal, Y.P.S. (2018), “Analyzing challenges to Internet of
Things (IoT) adoption and diffusion: an Indian context”, Procedia Computer Science, Vol. 125
No. 5, pp. 733-739.

Metallo, C., Agrifoglio, R., Schiavone, F. and Mueller, J. (2018), “Understanding business model in the
Internet of Things industry”,Technological Forecasting & Social Change, Vol. 136 No. 1, pp. 298-306.

Millard, C., Hon, W. and Singh, J. (2017), “Internet of Things ecosystems: unpacking legal relationships
and liabilities”, IEEE International Conference on Cloud Engineering, pp. 286-291.

Mishra, D., Gunasekaran, A., Childe, S.J., Papadopoulos, T., Dubey, R. and Wamba, S. (2016), “Vision,
applications and future challenges of Internet of Things: a bibliometric study of the recent
literature”, Industrial Management & Data Systems, Vol. 116 No. 7, pp. 1331-1355.

Mohammadzadeh, A.K., Ghafoori, S., Mohammadian, A., Mohammadkazemi, R., Mahbanooei, B. and
Ghasemi, R. (2018), “A Fuzzy Analytic Network Process (FANP) approach for prioritizing
internet of things challenges in Iran”, Technology in Society, Vol. 53 No. 4, pp. 124-134.

Ng, I.C. and Wakenshaw, S.Y. (2017), “The Internet-of-Things: review and research directions”,
International Journal of Research in Marketing, Vol. 34 No. 1, pp. 3-21.

Papert, M. and Pflaum, A. (2017), “Development of an ecosystem model for the realization of Internet of
Things (IoT) services in supply chain management”, Electronic Markets, Vol. 27 No. 2,
pp. 175-189.

Saarikko, T., Westergren, U.H. and Blomquist, T. (2017), “The Internet of Things: are you ready for
what’s coming?”, Business Horizons, Vol. 60 No. 5, pp. 667-676.

Shadroo, S. and Rahmani, A.M. (2018), “Systematic survey of big data and data mining in Internet of
Things”, Computer Networks, Vol. 139 No. 1, pp. 19-47.

Shin, D. (2014), “A socio-technical framework for Internet of Things design: a human-centered design
for the Internet of Things”, Telematics & Informatics, Vol. 31 No. 4, pp. 519-531.

Shin, D.-H. and Park, Y.J. (2017), “Understanding the Internet of Things ecosystem: multi-level analysis
of users, society, and ecology”, Digital Policy, Regulation & Governance, Vol. 19 No. 1, pp. 77-100.

Sicari, S., Rizzardi, A., Grieco, L. and Coen-Porisini, A. (2015), “Security, privacy and trust in Internet of
Things: the road ahead”, Computer Networks, Vol. 76 No. 6, pp. 146-164.

Skwarek, V. (2017), “Blockchains as security-enabler for industrial IoT-applications”, Asia Pacific
Journal of Innovation & Entrepreneurship, Vol. 11 No. 3, pp. 301-311.

Stern, P.C. (1994), “Eroding grounded theory”, in Morse, J.M. (Ed.), Critical Issues in Qualitative Research
Methods, Sage Publications, Thousand Oaks, CA, pp. 212-223.

Valmohammadi, C. (2016), “Examining the perception of Iranian organizations on Internet of Things
solutions and applications”, Industrial & Commercial Training, Vol. 48 No. 2, pp. 104-108.

Weber, R.H. (2009), “Internet of Things – need for a new legal environment?”, Computer Law & Security
Review, Vol. 25 No. 6, pp. 522-527.

Weber, R.H. (2010), “Internet of Things new security and privacy challenges”, Computer Law &
Security Review, Vol. 26 No. 1, pp. 23-30.

Internet of
Things

development



Weber, R.H. (2015), “Internet of Things: privacy issues revisited”, Computer Law & Security Review,
Vol. 31 No. 5, pp. 618-627.

Weber, R.H. and Studer, E. (2016), “Cybersecurity in the Internet of Things: legal aspects”, Computer
Law & Security Review, Vol. 32 No. 5, pp. 715-728.

Weinberg, B.D., Milne, G.R., Andonova, Y.G. and Hajjat, F.M. (2015), “Internet of Things: convenience
vs. privacy and secrecy”, Business Horizons, Vol. 58 No. 6, pp. 615-624.

Wiesche, M., Jurisch, M.C., Yetton, P.W. and Krcmar, H. (2017), “Grounded theory methodology in
information systems research”, MIS Quarterly, Vol. 41 No. 3, pp. 685-701.

Wirtz, B.W., Weyerer, J.C. and Schichtel, F.T. (2019), “An integrative public IoT framework for smart
government”, Government Information Quarterly, Vol. 36 No. 2, pp. 333-345.

Zarei, M., Mohammadian, A. and Ghasemi, R. (2016), “Internet of Things in industries: a survey for
sustainable development”, International Journal of Innovation & Sustainable Development,
Vol. 10 No. 4, pp. 419-442.

Zhou, W. and Piramuthu, S. (2015), “Information relevance model of customized privacy for IoT”,
Journal of Business Ethics, Vol. 131 No. 1, pp. 19-30.

JEIM



Appendix 1

Category Concept Open code Participant

Strategic
requirement

Strategic
issues

Revising the ICT Outlook with emerging novel
basic technologies

P1

Preparation of a long-term strategic outlook P14
Designing a phase zero project for conducting a
feasibility analysis

P5, P10

Preparation of an operational roadmap P20, P10
Alignment of policies of IoT development with Iran’s
strategic outlook

P18

Defining an appropriate model for financial support of
government

P25, P14

Futurology Future-oriented planning for job design for IoT area P8, P24
Future-oriented planning for adequate education
in IoT area

P13, P4

Revising the higher education system in terms of
practicality for IoT education

P15

Offering IoT course for undergraduate students
in universities

P20

ICT Infrastructure
requirement

Network and
Security

Role-based access control to improve user privacy P2
Network penetration testing to secure network P4, P2
Considering the level of data sensitivity in different
applications for standardization

P3, P11

Applying chaotic cryptography to improve security P7
Deploying 5G for network performance enhancement P6, P22
Deploying IPV6 for network performance enhancement P23, P12
Using ZigBee for data sharing in situations with limited
Wi-Fi coverage

P21

Deploying blockchain technology to secure IoT P13, P3
Software Deploying BI tools for IoT data analysis P6, P25

Necessity of real-time data analysis by using fog computing P2, P4
Using domestic data centers for sensitive applications P11, P22
Analysis of using public and private clouds in
different applications

P3

Deploying AI tools for IoT data analytics P1
Considering computational requirements according to
application type

P9

Designing an appropriate platform for data aggregation
and analysis

P4

Using big data for data management in IoT P25
Hardware Considering modularity in system design and development P3

Considering the quality of sensors in sensitive
applications (especially for healthcare)

P19

Using backup batteries to reduce delay in sensitive sensors P3
Using small- and low-power sensors to identify things P10
Considering necessity of interaction between sensors for
a better control

P7

Considering battery life of sensors in time-sensitive
applications

P19 Table AI.
Open coding examples
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Appendix 2

Corresponding author
Mohammad Lagzian can be contacted at: m-lagzian@um.ac.ir

Authors Requirement components

Shin (2014) Technology issues (architecture, key technologies, service and applications)
Social and cultural issues (standard, security and privacy)
Government (supportive and leading role of government, setting goals and strategies for IoT,
collaboration among stakeholders)
Industry (effective partnership of government and industry, key role of IT industry in development)

Shin and
Park (2017)

Leading the platform development area
Developing 5G and IPV6 for network enhancement
Security and privacy protection
Enhancing public awareness
Establishing a user-centric IoT service market
Fostering global businesses specializing in IoT
Establishing an infrastructure for safe and dynamic IoT development

Krotov
(2017)

Socio-economic environment (legislative bodies, industry association, consumer privacy group,
entrepreneurs, customers)
Technological environment (hardware, software, network)
Physical environment (physical surrounding, human and non-human objects)

Kshetri
(2017)

Demand-side factors (potential market size, existing technology trajectory, interrelatedness
with other technologies)
Supply-side factors (skills, experience and capabilities of local firms, economic interests of
foreign multinational firms)
Institutions (Formal: proactive regulatory environment/Informal: compatibility with social systems)

Hristov
(2017)

Providing strategic funding for IoT R&D
Startup establishment and support
Cooperation between academia and private sector
Supporting development of AI sector
Deploying 5G, IPV6

Papert and
Pflaum
(2017)

Central ecosystem with a solution integrator (Middleware provider, telecom infrastructure
provider, human‒IoT interface provider, application developer, solution integrator, financial
intermediary)
Smart product sub-ecosystem (standardization role, certification role, product manufacture,
gateway provider)
Application sub-ecosystem (Big data analytics provider, consultancy, hardware provider, IoT
platform operator, database provider, logistic service provider

Wirtz et al.
(2019)

Public strategic layer (strategy model, resources model, network model)
Public value creation layer (budget model, public procurement model, public service creationmodel)
Public demand layer (public service offer model, fee model, user model)
Technology infrastructure layer (data centers, M2M network/internet infrastructure, end points/
connected objects)

Table AII.
Summary of related
works on
requirements for IoT
development
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