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A B S T R A C T

The social attack is an example of the anomaly that often changed their behavior, increased data volumes, and
should be detected as early as possible to minimize damage. Data streaming mining is one of the solutions,
which can handle the social attacks, and adapt to the change in the anomaly data stream. In this paper,
we propose Online Fusion of Experts based on a minimum uncertainty to predict the concept drift in a data
stream of social network-attack. Online learning algorithms such as Linear-order algorithms and Gaussian-
order algorithms employ as an expert to identify the change in the anomaly data stream. First, online learning
algorithms determine the error value for each data sample when data stream enter individually. Second, 𝑂𝐹𝐸
utilizes a maximum-posterior estimation of the error rate of online learning algorithms to generate a new
input data stream. Third, the Uncertainty Error Correlation Matrix (UECM) of input data applies to real-time
behavior change detection of a data stream. Performance of 𝑂𝐹𝐸 is evaluated by related data streaming
algorithms using a benchmark, and real dataset from UCI repository (NSL-KDD, ISCX, and etc.), and malicious
web pages, respectively.
1. Introduction

The optimal model of the data mining approach has been still a
challenging problem for computational intelligence researchers. The
traditional methods to process continuous data stream have several
limitations as follows: (i) data has been storing during the observation
of data stream (ii) process has been doing on data storage based on
appropriate parameters (iii) the entire dataset has been requiring by
the static approach. There are several computational challenges in
the static approach such as the size of memory usage, limited time
processing capacity, extracted features with high dimensionality, and
changed pattern of continuous data. The data mining method has been
used to real-world problems such as processed of satellite images, GPS
systems, data security events, and information retrieval in the text,
etc, (Escovedo et al., 2018). Fig. 1 shows the time-evolution of a social
network attacks in each year. Adaptive to the new data behavior is the
most important feature of data stream approaches. So, those approaches
have been tracking dynamically where the time variation of the data is
important, (Babcock et al., 2002) .

In the process of data flow, a proper model has been trained on
the current data stream, which is to extract the new pattern of the data
stream. The online learning methods calculate the feature weights from
incoming data to extract suitable values for configuration parameters
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in the detection process. Concept drift referred to consider a dynamic
and non-stationary environment, where changes in data distribution
are frequent occurrence over time. Moreover, in the concept drift
environment, the data distribution does not change, but the difference
in the conditional distribution is given by arrival data. In the real-world
example, concept drift happens due to the users’ attention to a certain
topic in the social network which has been changed constantly. So,
the conditional distribution of users’ attention with the re-distributive
impact of data is continuously shifted from one subject to another. An
adaptive learning approach has been proposed to find the immediate
reaction to a concept drift which is divided into two groups: single and
ensemble approach, (Farid et al., 2013).

A model for the sequence of arriving data was needed in the
single-base method, whereas the ensemble method combines different
models to produce a meta-model simply with better predictive per-
formance than the majority vote of the constituent parts. A decision
tree, sliding windows sampling, naive Bayes, and neural networks are
an example of the single-base method and AdaBoost, Random Forest,
and clustering ensemble method are an example of the ensemble-
based method. The single-based approach was often utilized by a
simple model but complex model often used to the ensemble-based
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Fig. 1. Percentage of social network attacks (phishing) in each quarter of year
2015–2018.

method. Also, streaming-data mining can be more tractable by efficient
classifiers, (Krawczyk et al., 2017).

The importance of adaptive learning algorithms comes from the
fact that it can quickly detect the concept drift. In this paper, online
learning algorithms employed to both detect behavior change in a data
stream and manage resource storage. We propose a drift aware adaptive
method to track concept drift in order to manage behavior change in
a data stream. The model takes online learning algorithms as experts
and used a fusion approach to improve the performance of the experts’
perspective. The principal research contributions of our system are
summarized as follows:

• A new drift aware adaptive method is proposed based on the
fusion of online learning algorithm to generate an optimum model
of decision making without the need for additional resources.
The method will be continuously combining an online learning
perspective in a sliding window and can achieve better prediction
accuracy.

• The existed fusion methods depend on several data mining prop-
erties such as an initial parameter of the classifier, a period of
input data, several sliding windows, several classification layers,
and classifiers, etc. This type of method is not effective enough to
find all concept drift data stream.

• The proposed method does not re-train the online learning al-
gorithms when the behavior change in the characteristics of the
social data stream. Moreover, it does not have a computational
and time overhead and suitable for the real-time environment
where the social data stream has been increasing steadily.

The rest of the paper is organized as follows: Section 2 includes a review
of an existing related method for concept drift detection. Section 3 a
new drift aware adaptive method called 𝑂𝐹𝐸 is proposed, in which

minimum uncertainty of online learning algorithms are employed to
nalyze data stream. Section 4 𝑂𝐹𝐸 is evaluated with artificial and

real word social-attack data stream. Finally, conclusion is presented
in Section 5.

2. Related work

A different type of concept drift has been happening in the real
world. For example, machine learning approaches for anomaly de-
tection in the social network have endeavored to capture the most
significant anomaly in the data stream, includes attacks carried over
network traffic, which it is continuously changed their strategies (Gupta
et al., 2017; Liang et al., 2017; Rao & Pais, 2018; Somasundaram &
Reddy, 2019). The core argument of mining algorithms in a concept
drift environment can state as follows: (1) immediate drift, to recognize
the quick change of the current stream. (2) Gradual drift, to define the
slow change in the data distribution when a re-duplicative bag of input
2

Fig. 2. The type of concept drift in an incoming data stream.

data is produced. (3) Replicating drift, to recognize an equal interval
pattern of a data stream is repeated permanently. (4) Development
drift, to detect a uniform incremental change in the pattern of the data
stream. All the pattern of concept drift shows in Fig. 2.

Concept drift application related to the social network data stream
includes the spam filtering, anomaly network traffic, malicious web
page, where data steam with a high ratio has been arriving into the
detection system, (Lane & Brodley, 1998). Research in spam detection
is divided into two groups as follows: (1) a group related to messages,
which are sent to the user via a social network or email. (2) Another
group aims to mimic the target company’s web site when the attacker
creates a malicious web site similar to original ones, (Amrutkar et al.,
2017). Fdez-Riverola et al. proposed a spam detection system based
on instance-based reasoning (IBR) technique to handle concept drift
tracking in the data stream, (Fdez-Riverola et al., 2007). Their system
is applied data block to detect the distribution changing of text features
in a website, which includes title, body, etc. Also, they employed the
Bayesian theory to calculate in the time series when customers open
a legitimate or malicious web site. The computational overhead due
to the sliding windows movement and re-training phase is increased.
Hsiao et al. proposed an optimal threshold and combination of dif-
ferent clustering algorithms called ICBC to an online classified data
stream, (Hsiao & Chang, 2008). The ICBC divided a spam email data set
into several groups of clusters, then employed an incremental learning
technique to handle the concept drift in each individual group. Most
of the online learning algorithms have been proposed to model the
sequential data with timelines requirements (Ma et al., 2011). This type
of algorithm required parameter optimization to obtain a simplified
model of concept drift of malicious web page (Ma et al., 2011). The
static sliding windows method used to many stream-processing systems,
which is not suitable for the social network because of not adaptively
capturing the concept drift in the data streams. Many stream-processing
systems utilized the sliding windows method to capture the concept
drifts over the entire a data space (Sun et al., 2017; Torquati et al.,
2017). An important problem to identify concept drift in data of sliding
windows is the size observation windows when different concept drift
is caused by a gradual change in the data stream (Ross et al., 2012).

Domingos et al. are proposed a Very Fast Decision Tree (VFDT) to
produce the slider windows alignment when quick movement applied
by complex data without the use of large number data set, (Domingos
& Hulten, 2000). Hulten et al. proposed the system based on the
CVFDT algorithm to cope with concept drift. Their system used the
decision tree to model the streaming data, whenever to change the
data stream, the newest subtree is replaced to the previous subtree of
the same level and update the node, (Hulten et al., 2001). Determine
the observation data in the sliding windows always was a challenging
problem however, they employed different types of fixed size obser-
vation windows like Hoeffding bound to examine the newest nodes
that have been observed at the previous level of the tree. Hoeffding
Adaptive Tree (HAT) and the Hoeffding Window Tree (HWT) are the
alternative versions of Hoeffding bounds for incremental change of
the number of sliding windows which proposed by Bifet and Gavalda
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Table 1
Summary of concept drift algorithm.

Algorithm Advantage Disadvantage

Fdez-Riverola et al.
(2007)

Instance-based reasoning (IBR)
technique, Bayesian theory

Used block of data, Execution
speed is low, Overhead is high

Hsiao and Chang
(2008)

New cluster-based classification
named ICBC, Group the spam
data

Execution speed is low,
Clustering-based approach cannot
improve by feedback of labeled

Ma et al. (2011) Incremental learning technique Not adaptive, Not robust

Torquati et al. (2017) Sliding windows, Memory allocate Receiving in chunk of slid, Not
adaptive

Ross et al. (2012) Exponentially weighted moving
average (EWMA) chart for
monitoring concept drift

Adjust many parameters, Not
robust

Domingos and Hulten
(2000)

Decision Tree called VFDT, Slider
windows

Receiving in chunk of slid, Not
adaptive, Not robust

Hulten et al. (2001) Decision Tree called CVFDT Execution speed is low, Overhead
is high, Not adaptive

Bifet and Gavalda
(2009)

Decision Tree consist of Hoeffding
Adaptive Tree (HAT) and
Hoeffding Window Tree (HWT)

Not suitable for online data,
Execution speed is low, Overhead
is high

Mena-Torres and
Aguilar-Ruiz (2014)

Adaptive learning, which
proposed similarity-based method
called SimC

Execution speed is low (because
of execution time to define
suitable labeled data by active
learning is low), Overhead is high
because of sampling in each step

Tennant et al. (2017) Nearest Neighbor (NN) Clustering
approach called Micro-Cluster
Nearest Neighbor (MC-NN)

Clustering-based approach cannot
improve by feedback of labeled,
Adjust many parameters,
Execution speed is low

Gama et al. (2004) combining some online algorithm
called DDM

Not robust, Execution speed is
low because of cooperative
learning

Baena-García et al.
(2006)

combining some online algorithm
called EDDM

Adjust many parameters, Not
robust, Not adaptive

Proposed method combining Linear and Gaussian
order online algorithms,
relation between all online
learner, Slider windows

adaptive, robust, Execution
speed is high, Overhead is low
𝑂(1)
(2009). Mena and Aguilar proposed a similarity-based method called
SimC to classify the time series data, (Mena-Torres & Aguilar-Ruiz,
2014). In their system, an instance-based technique applied where
implicit concept drift happens. Functional calculations of SimC is based
on some requirement to choose a new sample. (1) Each class of data
stream should be grouped by attribute into the individual cluster, (ii)
distance between each group is calculated from the coordinates of
cluster center (iii) systematically eliminated the older group by age
calculation, when prediction accuracy has been developed.

Utilize of clustering approaches to handle concept drift in the
streaming data have been increased. Tennant et al. proposed a new
technique called Micro-Cluster Nearest Neighbor (MC-NN) to the clas-
sified data stream. The structure of their system is more complicated
than the Nearest Neighbor clustering approach, which is created micro-
cluster of a fixed data stream to continue the adoption of concept
drift (Tennant et al., 2017). Moreover, each micro-cluster includes three
terms: the label of cluster, error threshold in a cluster, and performance
of micro-cluster.

Prez-solano investigated real-time sliding windows and proposed a
linear regression based on the Mean Square Error method to dynam-
ically determine the sliding windows, (Perez-Solano & Felici-Castell,
2015). Wang et al. proposed a system based on Convolution Neural
Network and real-time sliding windows where time variability of histor-
ical observation of data stream is created, (Wang et al., 2012). Smrity
and et al. proposed an anomaly detection scheme for the healthcare
system, which is analyzed the digital signal of a data stream, (Nair &
Balakrishnan, 2018). Their system based on weighted the movement of
the sliding window. The experimental result shows the dynamic sliding
3

windows system is suitable for the false alarm rate, but the system
cannot reliable to detect the gradual concept drift data. Also, Deypir
et al. proposed a system to identify the concept drift environment with
different fluctuation of data rate in a real-time data stream, (Deypir
et al., 2012). They randomly set the size of sliding windows in the
initial phase, then the system adjusted the size according to the input
data rate.

Gama et al. introduce the method called DDM for combining some
online learning algorithms such as perceptron, a neural network, and
a decision tree, then the feedback of each online learning algorithm
applied to the combination procedure, (Gama et al., 2004). Baena et al.
proposed a new approach (EDDM) same as the DDM, but their system
has two different factors: (i) employed the online learning and offline
learning algorithms (ii) combine classifier based on the distance of each
classification error, (Baena-García et al., 2006). Ross et al. proposed
the exponentially weighted moving average called EWMA to model the
classification error rate where the concept drifts the environment (Ross
et al., 2012). In their system, an online learning algorithm employed to
the exploration of the data features for pattern discovery to generalized
solutions of concept drift problems. The main component of EWMA for
concept drift is the sequence of Bernoulli random variables. We define
some of the considerable approaches in Table 1.

3. The proposed system

A significant issue in the concept drift detection methods is the
functional reliability algorithms, which have a minimum delay and
minimum storage cost for calculating large-scale data stream. Our goal
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Fig. 3. Overview of the proposed drift aware adaptive method to anomaly detection in a data stream.
in this section is to describe the type of online learning algorithms
as online experts and employed experts’ perspective for data stream
detection. We assume that all of the input data stream construct the
dataset D where 𝐷 = {(𝐼𝑡, 𝐿𝑡)|𝐼𝑡 ∈ 𝑅,𝐿𝑡 ∈ 𝑅, 𝑡 = 1, 2,… , 𝑛} and
𝐼𝑡 is each data sample in time 𝑡 and 𝐿𝑡 is the label of sample data.
The overall view of the proposed system is outlined in Fig. 3. In
this architecture, there is six number of phases for the concept drift
detection in the data stream, which is defined as follows:

• The entire data set divided into a different block, so 𝑏 fix size
of data blocks is created. The size of the data block in time 𝑡
depends on the combining approach in the time 𝑡−1. In this step,
our objective is to find an optimal size of the data block for the
prediction model of streaming observation over time.

• Each of the data block 𝐷𝑘 feed into the online learning algorithm
individually. In this step, we employed the two types of linear-
order and Gaussian-order online learning algorithms. Each of the
online learning algorithms is a different mechanism to determine
the concept drift adaptively.

• After training data block by an online learning algorithm, the
optimal model of each online learning algorithm is achieved. So,
each of the models has an error rate value in time 𝑡 in data block 𝑏.
In this step, the loss error value of each online learning algorithm
is computed for a small portion of data.

• The result of the loss error value of the online learning algorithm
in block 𝑏 log into the Uncertainty Error Correlation Matrix
(UECW) model, then determine the weight of each online learning
algorithms.

• This step is to detect the anomaly in the data block 𝑘 based on
the weight of each online learning algorithm in block 𝑘 − 1 that
calculated by UECW and loss error value of the online learning
algorithm in the previous block 𝑘 − 1.
4

• Finally, the size of the next block is computed based on the loss
error of each online learning algorithm in the previous block,
which is calculated as follows:
⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝐷𝑒𝑐𝑟𝑒𝑎𝑠𝑒, if (𝑊(𝑙𝑖𝑛𝑒𝑎𝑟−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1) > 𝑊(𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1)).
𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒, if (𝑊(𝑙𝑖𝑛𝑒𝑎𝑟−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1) < 𝑊(𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1)).
𝑆𝑡𝑎𝑏𝑙𝑒, if (𝑊(𝑙𝑖𝑛𝑒𝑎𝑟−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1) = 𝑊(𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛−𝑜𝑟𝑑𝑒𝑟,𝐵𝑙𝑜𝑐𝑘𝑘−1)).
0, otherwise.

3.1. Online expert

To use the online learning algorithms two scenarios are employed.
The first is 𝐿𝑖𝑛𝑒𝑎𝑟− 𝑜𝑟𝑑𝑒𝑟 online learning algorithms, which the classi-
fication algorithms effects from some linear parameter. The second is
𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛− 𝑜𝑟𝑑𝑒𝑟 online learning algorithms, which all of the classifica-
tion parameters influenced by Gaussian distribution in a data stream.
Both of the online learning algorithms depend on a data stream, in
which each input data individually enter then, employs a different
mechanism for concept drift, which is not always the best performance.
The Fig. 4 represent the overall view of the 𝑂𝐹𝐸.

𝑃𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛 is an online learning algorithm, which is based on the
feedback the 𝑃𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛 received from one hidden layer from streaming
data (Irie & Miyake, 1988). The other kind of similar online learning
algorithm is 𝑂𝐺𝐷, which based on minimum the gradient of input
data (Zinkevich, 2003). The problems of 𝑃𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛 and 𝑂𝐺𝐷 are
the weakness of incremental and sudden concept drift detection, re-
spectively. Hence, other types of online learning algorithms such as
Passive-aggressive (PA) are used to improve the performance of concept
drift detection (Crammer et al., 1993). Online learning algorithms
consider the different types of optimization problems to produce a
better model of a data stream over time.

𝑊 ∈ 𝑅,𝑤 = 𝑎𝑟𝑔𝑚𝑖𝑛1‖𝑊 −𝑤 ‖, 𝑠𝑡 ∶ (𝑤′.𝐼 .𝐿 ) > 0 (1)
𝑡+1 2 𝑡 𝑡 𝑡 𝑡
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Fig. 4. The architecture of combining the online learners’ perspective.
Data: 𝐷
Result: Predict label and update parameter
Initialization 𝑤0;
while 𝑡 ∈Time do

Each data in data stream is received: 𝐼𝑡 ∈ 𝐼𝑛𝑝𝑢𝑡𝐷𝑎𝑡𝑎;
True class label was defined: 𝐿𝑡 ∈ 𝐿𝑎𝑏𝑒𝑙;
while 𝑂𝐸(Online Expert)∈Online learning algorithms do

Class label of 𝑂𝐸𝑖 was predicted: ̂𝐿𝑂𝐸𝑖
= 𝑠𝑖𝑔𝑛(𝑙(𝑓 (𝐼𝑡.𝑤𝑡))) ;

Loss function of 𝑂𝐸𝑖 was calculated: 𝐿𝑜𝑠𝑠𝑂𝐸𝑖
= 𝑙(𝑤𝑡.(𝐼𝑡.𝐿𝑡));

if 𝑙(𝑤𝑡.(𝐼𝑡.𝐿𝑡)) > 0 then
The learner updates the classification model:
𝑤𝑡+1 = 𝑤𝑡 +△(𝑤𝑡.(𝐼𝑡.𝐿𝑡));

else
𝑤𝑡+1 = 𝑤𝑡;

end
end
Fusion online expert ( ̂𝐿𝑂𝐸𝑖

, 𝐿𝑜𝑠𝑠𝑂𝐸𝑖
, 𝐿𝑡);

end
Algorithm 1: Fusion of online expert’s prediction

Loss function and input data value are important driving factors to
consider the optimal model for concept drift detection. In each round,
the model trend towards the best weight incrementally. By solving the
optimization problem Eq. (1), PA updates the model equivalent as the
following:

𝑤𝑡+1 = 𝑤𝑡 +
𝑙𝑡

‖𝐼‖2
𝛾𝐿𝑡𝐼𝑡 (2)

where 𝑤𝑡+1 is a new weight of the input data stream; 𝑙𝑡 is a loss function
of the prediction for estimates the status of the current sample. 𝛾 is
a parameter that determines the importance value of loss function.
Various states of concept drift are considered by the cost function and
the other parameter like loss value. Some types of 𝑙𝑖𝑛𝑒𝑎𝑟− 𝑜𝑟𝑑𝑒𝑟 online
learner for concept drift shows in Table 2.

The Gaussian-order is the other type of online learning algorithms,
which updates their parameter based on Gaussian distribution. The
mean value 𝜇 ∈ 𝑅 and covariance matrix 𝛴 ∈ 𝑅 of input data
distribution is the principal factor in concept drift detection. Confidence
5

weighting (CW) is one of the most popular online learning algorithms,
which is based on Gaussian-order (Dredze et al., 2008) online learning
algorithm. For a data stream, when a low variance of data is obtained,
CW provides more confidence to result in the average data. To recog-
nize the concept drift in a data stream, divergence Kullback Leibler (KL)
is used as follow:

(𝜇,𝛴) = 𝑎𝑟𝑔𝑚𝑖𝑛𝐷𝐾𝐿( (𝜇,𝛴) ∥  (𝜇𝑡+1, 𝛴𝑡+1)), 𝑠𝑡 ∶ (𝑤′
𝑡 .𝑥𝑡.𝑦𝑡) > 0 (3)

After the solving of cost function Eq. (3), the new weighting of each
input data calculated as follow:

𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡.𝑥𝑡.𝑦𝑡.𝛴
′
𝑡 (4)

𝛴𝑡+1 = 𝛴𝑡 − 𝛽𝑡.𝑥𝑡.𝛴
′
𝑡 (5)

In these approaches, the significant parameters are 𝛼𝑡, 𝛽𝑡, which de-
pends on weight and Gaussian distribution of feature’s input data,
respectively. These are more efficient for computing loss function.
Another type of Gaussian order online experts represented to handle
other types of concept drift, which shows in Table 3.

3.2. Online Fusion of Expert (𝑂𝐹𝐸)

This section attempt to model the dynamic changes in the concept
drift data stream. The online Fusion of Expert (𝑂𝐹𝐸) is considered the
type of concept drift data stream. It also can continually adaptive to
the behavior change in the data stream when a different concept is
activated. As shown in Tables 2, 3, each of the 𝑂𝐸 has been utilized a
different mechanism to concept drift detection. Also, none of the online
experts always have the highest performance for the type of concept
drift all the time. 𝑂𝐹𝐸 takes into account the effect of each online
learner Observation.

The benefit of 𝑂𝐹𝐸 is the capability of the method for process a
large number of the data stream. Also, 𝑂𝐹𝐸 able to adaptive with the
distribution of the extracted features over time.

Definition 3.1. Dataset ⟨𝐷⟩ is an infinitive order of the data which
keep changing. In all accessibility data set 𝐷, each sample data ⟨𝐼𝑡⟩
follow the schema ⃖⃖⃗𝑑𝑖 = ⟨𝐹1, 𝐹2,… , 𝐹𝑚⟩ has d-dimensional features. We
employ our weighting feature set ⟨𝐹 ⟩ for adaptive to a concept drift
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Table 2
Types of 𝐿𝑖𝑛𝑒𝑎𝑟−𝑜𝑟𝑑𝑒𝑟 online learning algorithm and the effectiveness of online method as concept drift detection (𝛾, 𝛼, 𝛽, 𝑐, 𝑝, 𝑘
are constant variable).

Algorithm Loss function Weight update Concept drift

Perceptron (Irie &
Miyake, 1988)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝑤𝑡+1 = 𝑤𝑡 + 𝑙𝑡𝐿𝑡𝐼𝑡 immediate

Stochastic Gradient
Descent (OGD - logistic
loss)(Zinkevich, 2003)

𝑙𝑡 = 𝑙𝑜𝑔(1 + 𝑒(−𝐿𝑡𝑤𝑡𝐼𝑡 )) 𝑤𝑡+1 = 𝑤𝑡 + 𝛾𝑙𝑡𝐿𝑡𝐼𝑡 replicating

passive aggressive (PA)
(Crammer et al., 1993)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝑤𝑡+1 = 𝑤𝑡 +
𝑙𝑡

‖𝐼‖2
𝛾𝐿𝑡𝐼𝑡 gradual

passive aggressive
(PA1) (Crammer et al.,
1993)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛾𝑡 = 𝑚𝑖𝑛(𝑐,
𝑙𝑡

‖𝐼‖2
),

𝑤𝑡+1 = 𝑤𝑡 + 𝛾𝑙𝑡𝐿𝑡𝐼𝑡

gradual,
replicating

passive aggressive
(PA2) (Crammer et al.,
1993)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛾𝑡 =
𝑙𝑡

‖𝐼‖2 + 1
2∗𝑐

,

𝑤𝑡+1 = 𝑤𝑡 + 𝛾𝑙𝑡𝐿𝑡𝐼𝑡

gradual,
replicating

Relaxed Online
Maximum Margin
Algorithm (ROMMA)(Li
& Long, 2000)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛼𝑡 =
(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝐿𝑡𝑤𝐼𝑡 )

(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝑤𝐼𝑡 )
,

𝛽𝑡 =
‖𝑤‖

2 ∗ 𝐿𝑡𝑤𝐼𝑡
(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝑤𝐼𝑡 )

,

𝑤𝑡+1 = 𝛼𝑡𝑤𝑡 + 𝛽𝑡𝐼𝑡

immediate,
replicating

aROMMA (Li & Long,
2000)

𝑙𝑡 = 1 − 𝐿𝑡𝑤𝑡𝐼𝑡 𝛼𝑡 =
(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝐿𝑡𝑤𝐼𝑡 )

(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝑤𝐼𝑡 )
,

𝛽𝑡 =
‖𝑤‖

2 ∗ 𝐿𝑡𝑤𝐼𝑡
(‖𝐼𝑡‖ ∗ ‖𝑤‖)2−(𝑤𝐼𝑡 )

,

𝑤𝑡+1 = 𝛼𝑡𝑤𝑡 + 𝛽𝑡𝐼𝑡

immediate,
replicating

Approximate Maximal
Margin Classification
Algorithm (ALMA)
(Gentile, 2001)

𝑙𝑡 = (1 − 𝛼) ∗
1
𝛼

√

𝑝 − 1

𝑘 + 1
− 𝐿𝑡𝑤𝑡𝐼𝑡

𝛽𝑡 =
𝑐

√

𝑝 − 1 ∗
√

𝑡
,

𝑤𝑡+1 = 𝑤𝑡 + 𝛽𝑡𝐿𝑡𝐼𝑡,
𝑤𝑡+1 =

𝑤
𝑚𝑎𝑥(1, ‖𝑤𝑡‖)

replicating
𝑃

data stream. Our system can apply a new feature to the system without
interruption during the detection procedure. When the new feature
⟨𝐹𝑡+1⟩ has been extracted then, initial value of feature vector equal to
zero ⟨𝐹1, 𝐹2,… , 𝐹𝑑 , 0⟩. In broad terms, the online learning algorithm
employs to handle this problem.

Algorithm 1 illustrates the steps of our model for a data stream. The
input data sequentially feed into the online learning algorithms. Since
each online learning algorithm gives their perspective on input data
that is not similar to another. Then Loss function of each online learner
(𝐿𝑜𝑠𝑠𝑂𝐸) and updating parameter can use to combining all opinions of
the 𝑂𝐸. In Algorithm 1, △(𝑤𝑡.(𝑥𝑡.𝑦𝑡)) and 𝑙(𝑤𝑡.(𝑥𝑡.𝑦𝑡)) define the update
and loss function respectively.

For the streaming concept drift, we create sliding windows to de-
termine the weight of the 𝑂𝐸. We find the sufficient weight for the
𝑂𝐸 by sliding windows block in time 𝑡 when each of the loss function
is taken into the appropriate values. The data stream splitting up to
the sequential block 𝑠𝑘, which is equal to 𝑆 = 𝑠1, 𝑠2,… , 𝑠𝑝, then each
online learner determines the weighting bound of behavior change in
block distribution (see Fig. 5).

Definition 3.2 (Uncertainty Error Correlation Matrix(𝑈𝐸𝐶𝑀). 𝑈𝐸𝐶𝑀
describes the correlation strength between the loss function of each
expert. Moreover, 𝑈𝐸𝐶𝑀 lets us use the 𝑂𝐸 prediction result for
added their effect. In each block, the 𝑈𝐸𝐶𝑀 is according to the 𝐾 ×𝐾
symmetric matrix (shown in Table 4) where weight 𝜎(𝑈𝐸𝐶𝑀𝑖,𝑗 ) is the
correlation of the experts’ perspective, which is calculated from error
rate in the block.

The model applies to the online learner loss function when the set
of data loaded into the block 𝑠𝑖. So, The strength dependency between
the 𝑂𝐸 in each block calculated as problem formulation (6).

𝑃 (𝑤) =
𝑁
∑

𝛹𝑖,𝑗𝐸𝑖,𝑗 (6)
6

𝑖=1
Which, the prediction value of expert 𝐸𝑘 for data stream 𝐼𝑡 combine
to their weight 𝛹𝑖,𝑗 . In general, this requires changed the weight for
each expert, whereas the new drift has seen in the data stream. This
problem modeled by the correlation between the error rates of the
experts, and calculated as follow:

𝐹𝑡 =
𝐿
∑

𝑖=1

𝐿
∑

𝑖=1
𝛹𝑖𝛹𝑗𝜎𝑖,𝑗 − 𝜆(

𝑙
∑

𝑖=1
𝛹𝑖 − 1) (7)

and when solving the optimization problem Eq. (7) we can access to
the best weight as an Eq. (8)

𝛹𝑡 = 𝛴−1
𝑡 𝐼(𝐼 𝑡𝛴−1

𝑡 𝐼)−1 (8)

In Eq. (7), 𝜎𝑖,𝑗 determine the input-correlation between expert 𝑖 and
𝑗 based on covariance error of their view. Finally, with respect to the
minimum of cost function 𝐹 , the value of 𝛹 is obtained from (8), which
𝛹 = [𝛹1, 𝛹2,… , 𝛹𝑘] is the prediction weight of each experts’ view, also
the value must be estimated by covariance matrix (𝛴𝑡) of expert’s error
rate in the block.

For the calculation of 𝛴𝑡 explained in Eq. (8), we are using the
zero-mean value of the error hence we required the mean of the data
as to the determination of their covariance. So, 𝐼𝑡 calculated based on
maximum posterior (MAP). The 𝛴𝑡 calculated based on parameter 𝐼𝑡 of
Gaussian-distributed that has variance 𝜎𝐼𝑡 and mean 𝑢𝐼𝑡 as following:

𝑃 (𝐼𝑡) =
1

(2𝜋𝜎2𝑡 )1∕2
𝑒𝑥𝑝[−

(𝐼𝑡 − 𝑢𝐼𝑡 )
2

2𝜎2
] (9)

By employing the likelihood function and the prior pdf, we can define
the posterior pdf based on Bayes theory as follows:

𝑃 (𝐼𝑡|𝐼1∶𝑡) =
1

𝑝(𝐼1∶𝑡)
𝑝(𝐼1∶𝑡|𝐼𝑡)𝑝(𝐼𝑡) (10)

(𝐼𝑡|𝐼1∶𝑡) =
1

2 𝑁∕2 2 1∕2
𝑒𝑥𝑝[ − 1

2

𝑁−1
∑

(𝐼𝑚 − 𝐼𝑡)2
𝑝(𝐼1∶𝑡)(2𝜋𝜎𝑛 ) (2𝜋𝜎𝑛 ) 2𝜎𝑛 𝑚=0
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Table 3
Types of 𝐺𝑎𝑢𝑠𝑠𝑖𝑎𝑛 − 𝑜𝑟𝑑𝑒𝑟 online learning algorithm.

Algorithm Loss function Weight update Concept drift

Confidence-Weighted
Learning (CW) (Dredze
et al., 2008)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛼𝑡 = 𝑚𝑎𝑥(0,
𝛾𝐿𝑡𝑤𝑡𝐼𝑡 +

√

(𝐿𝑡𝑤𝑡𝐼𝑡 )2𝛾4

4+𝐼2𝑡 𝛴𝛾2

𝛾𝐼2
𝑡 𝛴

) ,

𝜇𝑡 = 0.25(−𝛼𝑡𝐼2
𝑡 𝛴𝛾 +

√

(𝛼2
𝑡 𝐼

2
𝑡 𝛴𝛾)2 + 4𝐼2

𝑡 𝛴)2 ,

𝛽𝑡 =
𝛼𝑡𝛾

𝜇𝑡 + 𝛼𝑡𝐼2
𝑡 𝛴𝛾

,

𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡𝐿𝑡𝐼𝑡𝛴 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽(𝐼𝑡𝛴𝑡)2

Gradul,
Replicating,
Development

Soft
Confidence-Weighted
Learning (SCW) (Wang
& Li, 2018)

𝑙𝑡 = 𝛾
√

𝑥2𝑡𝛴 − 𝐿𝑡𝑤𝑡𝐼𝑡 𝛼𝑡 = 𝑚𝑎𝑥(0,
𝛾𝐿𝑡𝑤𝑡𝐼𝑡 +

√

(𝐿𝑡𝑤𝑡𝐼𝑡 )2𝛾4

4+𝐼2𝑡 𝛴𝛾2

𝛾𝐼2
𝑡 𝛴

) ,

𝛼𝑡+1 = 𝑚𝑖𝑛(𝛼𝑡 , 𝐶),
𝜇𝑡 = 0.25(−𝛼𝑡𝐼2

𝑡 𝛴𝛾 +
√

(𝛼2
𝑡 𝐼

2
𝑡 𝛴𝛾)2 + 4𝐼2

𝑡 𝛴)2 ,

𝛽𝑡 =
𝛼𝑡𝛾

𝜇𝑡 + 𝛼𝑡𝐼2
𝑡 𝛴𝛾

,

𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡+1𝐿𝑡𝐼𝑡𝛴 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽(𝐼𝑡𝛴𝑡)2

Gradul,
Replicating,
Development

Soft
Confidence-Weighted
Learning2 (SCW2)
(Wang et al., 2018)

𝑙𝑡 = 𝛾
√

𝑥2𝑡𝛴 − 𝐿𝑡𝑤𝑡𝐼𝑡 𝜆 =
√

(𝐿𝑡𝑤𝑡𝐼𝑡)2𝛾2𝑡 𝐼
2
𝑡 𝛴 + 𝐼2𝑡 𝛴+1

𝐶
,

𝛼 =

𝑚𝑎𝑥(0,
2𝐿𝑡𝑤𝑡𝐼𝑡 + 𝐿𝑡𝑤𝑡𝐼2

𝑡 𝛴 + 𝜆

( 𝐼
2
𝑡 𝛴+1
2𝐶

)2 + 𝐼2𝑡 𝛴+1
2𝐶

∗ 𝐼2
𝑡 𝛴𝛾

) ,

𝛼𝑡+1 = 𝑚𝑖𝑛(𝛼𝑡 , 𝐶),
𝜇𝑡 = 0.25(−𝛼𝑡𝐼2

𝑡 𝛴𝛾 +
√

(𝛼2
𝑡 𝐼

2
𝑡 𝛴𝛾)2 + 4𝐼2

𝑡 𝛴)2 ,

𝛽𝑡 =
𝛼𝑡𝛾

𝜇𝑡 + 𝛼𝑡𝐼2
𝑡 𝛴𝛾

,

𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡+1𝐿𝑡𝐼𝑡𝛴 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽(𝐼𝑡𝛴𝑡)2

Gradul,
Replicating,
Development

Adaptive Regularization
of Weight Vectors
(AROW) (Crammer
et al., 2009)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛼𝑡 = (1 − 𝐿𝑡(𝑤𝑡𝐼𝑡))
1

𝐼2𝑡 𝛴𝑡+𝛾
,

𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡𝐿𝑡𝐼𝑡𝛴𝑡 ,
𝛴𝑡+1 = 𝛴𝑡 −

1
𝐼2𝑡 𝛴𝑡+𝛾

𝐼𝑡𝛴𝑡

Gradul,
Replicating,
Development

New Adaptive
Algorithms for Online
Classification (NAROW)
(Crammer et al., 2009)

𝑙𝑡 = 1 − 𝐿𝑡𝑤𝑡𝐼𝑡 𝛽𝑡 =
1

𝐼2
𝑡 𝛴 + 𝐼2𝑡 𝛴

𝛾𝐼2𝑡 𝛴−1

,

𝛼𝑡 = 𝑚𝑎𝑥(0, 1 − 𝐿𝑡𝑤𝑡𝐼𝑡)𝛽𝑡 ,
𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝑡𝐿𝑡𝐼𝑡𝛴 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽𝑡𝐼𝑡𝛴

Gradul,
Replicating,
Development

Second Order
Perceptron Algorithm
(SOP) (Cesa-Bianchi
et al., 2005)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛽𝑡 =
1

𝐼𝑡𝛴 + 1
,

𝛼𝑡 = 𝑚𝑎𝑥(0, 1 − 𝐿𝑡𝑤𝑡𝐼𝑡)𝛽𝑡 ,
𝑤𝑡+1 = 𝑤𝑡 + 𝐿𝑡𝐼𝑡 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽𝑡(𝐼𝑡𝛴)2

Gradul,
Replicating,
Development

Learning via Gaussian
Herding (NHERD)
(Crammer & Lee, 2010)

𝑙𝑡 = 1 − 𝐿𝑡𝑤𝑡𝐼𝑡 𝛽𝑡 =
1

𝐼2
𝑡 𝛴 + 𝛾

,

𝛼 = 𝑚𝑎𝑥(0, 1 − 𝐿𝑡𝑤𝑡𝐼𝑡)𝛽 ,
𝑤𝑡+1 = 𝑤𝑡 + 𝛼𝐿𝑡𝐼𝑡𝜎 ,
𝛴𝑡+1 = 𝛴𝑡 − 𝛽2𝑡 (𝐼

2
𝑡 𝜎 + 2𝛾)(𝐼𝑡𝛴)2

Gradul,
Replicating,
Development

Online Learning by
Ellipsoid Method
(IELLIP) (Yang et al.,
2009)

𝑙𝑡 = 𝑚𝑎𝑥(0, 1−𝐿𝑡𝑤𝑡𝐼𝑡) 𝛼𝑡 =
1 − 𝐿𝑡𝑤𝑡𝐼𝑡
√

𝛴𝐼2
𝑡

, 𝛽𝑡 =
𝐿𝑡𝐼𝑡𝛴
√

𝛴𝐼2
𝑡

,

𝑤𝑡 +1 = 𝑤𝑡 +𝛼𝑡𝛽𝑡 , 𝛴𝑡+1 =
𝛴𝑡 − 𝛾𝛽2𝑡
1 − 𝛾

Gradul,
Replicating,
immediate
Fig. 5. 𝑂𝐹𝐸 procedure on the data sequence.
7
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− 1
2𝜎2

𝐼𝑡
(𝐼𝑡 − 𝑢𝐼𝑡 )

2
] (11)

where 𝐼1∶𝑡 is observation of input data value until time 𝑡. If we assume
𝐼𝑡 value for the log-posterior function (𝑃 (𝐼𝑡|𝐼1∶𝑡)) equal to zero, so
maximum posterior solution is getting as:

𝐼𝑡𝑀𝐴𝑃 =
𝜎2
𝐼𝑡

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁

1
𝑁

𝑁−1
∑

𝑚=0
𝐼𝑚 +

𝜎2𝑛
𝑁

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁

𝑢𝐼𝑡 (12)

As shown in Eq. (12), MAP estimate is dependent on number of error
and input data. By substitute of Eq. (12), we estimate the expectation
of the MAP when 𝐸[ 1

𝑁
∑𝑁−1

𝑚=0 𝐼𝑚] = 𝐼𝑡 as follow:

𝐸[𝐼𝑡𝑀𝐴𝑃 ] =
𝜎2
𝐼𝑡

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁

𝐼𝑡 +
𝜎2𝑛
𝑁

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁 𝑢𝐼𝑡
(13)

And its variance defines as follows:

𝑉 𝑎𝑟[𝐼𝑡𝑀𝐴𝑃 ] =
𝜎2
𝐼𝑡

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁

𝑉 𝑎𝑟[ 1
𝑁

𝑁−1
∑

𝑚=0
𝐼𝑚] +

𝜎2𝑛
𝑁

𝜎2
𝐼𝑡
+ 𝜎2𝑛

𝑁 𝑢𝐼𝑡
(14)

And by substitution of 𝑉 𝑎𝑟[𝐼𝑡] = 𝐸(𝐼𝑡 − 𝐼)2 = 𝐸{[ 1
𝑁

∑𝑁−1
𝑚=0 𝐼𝑚]2} = 𝜎2𝑛

𝑁
into the Eq. (14), 𝑉 𝑎𝑟[𝐼𝑡] taking as follows:

𝑉 𝑎𝑟[𝐼𝑡𝑀𝐴𝑃 ] =
𝑉 𝑎𝑟(𝐼𝑡)

1 + 𝑉 𝑎𝑟(𝐼𝑡)
𝜎2
𝐼𝑡

(15)

So we can estimate zero-mean input data value over time as follow:

𝐼𝑡,𝑧 = 𝐼𝑡 − 𝐼𝑡𝑀𝐴𝑃 (16)

The 𝛴𝑡 value during the period of time obtained from the following
equations:

𝛴𝑡 =
𝑡

∑

𝑖=1
𝜆𝑡−𝑖𝐼𝑡,𝑧𝐼

𝑇
𝑡,𝑧, 𝑝𝑡 =

𝑡
∑

𝑖=1
𝜆𝑡−𝑖𝐼𝑡,𝑧𝑑𝑡 (17)

where 𝑃𝑡 is the cross-correlation between each data, which can be an
anomaly or normal social-network traffic and the desired value in time
𝑡, also 𝜆 (0 > 𝜆 > 1) is an forget factor of influence data block. We can
also write 𝛴𝑡 and 𝑝𝑡 as

𝛴𝑡 = 𝜆𝛴𝑡−1 + 𝐼𝑡,𝑧𝐼
𝑇
𝑡,𝑧, 𝑝𝑡 = 𝜆𝑝𝑡−1 + 𝐼𝑡,𝑧𝑑𝑡 (18)

To calculate the 𝛴−1
𝑡 , we employ the 𝑀𝐴𝑇𝑅𝐼𝑋 𝐼𝑁𝑉 𝐸𝑅𝑆𝐼𝑂𝑁

𝐿𝐸𝑀𝑀𝐴 that define by Haykin (1986). Based on this lemma, both
of the 𝛴𝑡 and 𝑝𝑡 has a positive definition which can be determined as
follow:

𝐴 = 𝛴𝑡, 𝐵
−1 = 𝜆𝛴𝑡−1, 𝐶 = 𝐼𝑡,𝑧, 𝐷 = 1 (19)

So with the placement of variables, we can access to:

𝛴−1
𝑡 = 𝜆𝛴−1

𝑡−1 −
𝜆−2𝛴−1

𝑡−1𝐼𝑡,𝑧𝐼
𝑇
𝑡,𝑧(𝛴

−1
𝑡−1)

𝑇

1 + 𝜆−1𝐼𝑇𝑡,𝑧𝛴
−1
𝑡−1𝐼𝑡,𝑧

(20)

If we consider that

𝜅𝑡 =
𝜆−1𝛴−1

𝑡−1𝐼𝑡,𝑧
1 + 𝜆−1𝐼𝑇𝑡,𝑧𝛴

−1
𝑡−1𝐼𝑡,𝑧

(21)

So with respect to the Eq. (21), we can define the Eq. (20) as

𝛴−1
𝑡 = 𝜆−1𝛴−1

𝑡−1 − 𝜆−1𝜅𝑡𝐼
𝑇
𝑡,𝑧𝛴

−1
𝑡−1 (22)

and taking

𝜅𝑡 = 𝜆−1𝛴−1
𝑡−1𝐼𝑡,𝑧 − 𝜆−1𝜅𝑡𝐼

𝑇
𝑡,𝑧𝛴

−1
𝑡−1𝐼𝑡,𝑧

−1 −1 −1 𝑇 −1 −1 (23)
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= (𝜆 𝛴𝑡−1 − 𝜆 𝜅𝑡𝐼𝑡,𝑧𝛴𝑡−1)𝐼𝑡,𝑧 = 𝛴𝑡 𝐼𝑡,𝑧
Table 4
Uncertainty Error Correlation Matrix(𝑈𝐸𝐶𝑀) to determine the weight of experts’
perspective.

Fig. 6. The sigmoid function used to classify between the Normal and Attack data.

Fig. 7. The confidence value of a malicious and legitimate web page, which is classified
by 𝑂𝐹𝐸.

Given the simplification and placement of variable, we obtain the final
equation as follow:

𝛴−1
𝑡 = 𝜆𝛴−1

𝑡−1 −
𝜆−2𝛴−1

𝑡−1𝐼𝑡,𝑧𝐼
𝑇
𝑡,𝑧(𝛴

−1
𝑡−1)

𝑇

1 + 𝜆−1𝐼𝑇𝑡,𝑧𝛴
−1
𝑡−1𝐼𝑡,𝑧

(24)

Finally, we can define weight 𝛹𝑡 as follows:

𝛴𝑡𝛹𝑡 = 𝑝𝑡, 𝛹𝑡 = 𝛴−1
𝑡 𝑝𝑡, (25)

The Fig. 7 shows that the first half of the data stream and the rest
of them consider as an anomaly and legitimate traffic, respectively.
The sigmoid function utilized to classify anomaly detection in the data
stream, as shown in Fig. 6. In Fig. 7, the classification is based on the
result of the proposed model. So, for the legitimate web pages, the
prediction is upper than zero, and for malicious web pages is less than
zero.

The Fig. 8 shows an example of the proposed method, each sample
of the data block 1, contain n sample data, feed into the 𝑂𝐸. The result
of 𝑂𝐸 is loss error value and weight of data stream, which is used to
detect the drift in the individual observation data and achieved the
optimal model of 𝑊 over time. The loss error value only employs as
an input to our combining model. So, after executing 𝑂𝐸 by all the
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Fig. 8. An example of our architecture step bay step.
Table 5
Data statistics of each experimental dataset.

Dataset Attacks Normal

NSL KDD back, buffer overflow, ftp write, guess
passwd, imap, ipsweep, land, loadmodule,
multihop, neptune, nmap, perl, phf, pod,
portsweep, rootkit, satan, smurf, spy,
teardrop, warezclient, warezmaster, normal,
unknown

Network normal
traffic

ISCX Fuzzers, Reconnaissance, Shellcode,
Analysis, Backdoors, DoS, Exploits, Worms

Network normal
traffic

Malicious
web page

Phish and spam web page Alexa web page
data in the block 1, the matrix data and 𝑂𝐸 created, which is consist
of 𝑛 row (number of data) and 𝑚 column (number of 𝑂𝐸). This matrix
applied by the UECW method (Eq. (8)) to take the weight of each 𝑂𝐸
in block 1, So we have the vector of weighted of each 𝑂𝐸 from the
diagonal values of the matrix 𝑈𝐸𝐶𝑊 , which the dimension is equal to
𝑚. Finally, the multiplication of 𝑊 𝑒𝑖𝑔ℎ𝑡𝑂𝐸 in block 1 with one of loss
error value in block 2, produce a scalar value, which is used to for the
prediction based on sigmoid function. Also, we can adjust the size of
the block by 𝑊 𝑒𝑖𝑔ℎ𝑡𝑂𝐸 when the weight is changed.

4. Evaluation configuration

We evaluated the performance of our system on benchmark and real
dataset, then compared it to the other simple and combining system
for concept drift detection in the social-network data stream. To cir-
cumvent the streaming concept drift problems, we present two types of
online learning algorithms in which the evaluation of each considered.
Some of the Linear-order and Gaussian-order online learning algorithms
are used the recursive form but in our work, an online streaming type
is employed, which an input data continually increased. Linear-order
online learner is chosen to deal with immediate and development con-
cept drift. Sometimes time, the other type (Gaussian-order) is applied
to detect development, gradual, and replicating concept drift. On the
other hand, both of the online learners suitable for the computational
process and reduce time consumption. The proposed system based on
9

combining the online learner perspective about the data observation
block, which is the influence on the next block.

The proposed system needs to initialize some of the parameters in
online learning algorithms. So, the value of the parameters for each
case of the data stream is different. So, the fundamental value of
parameters is set randomly in the initial step, but it can converge to
a suitable value where all of the online learning algorithms achieve
a reasonable perspective. In linear-order and Gaussian-order online
learning algorithm, 𝛾 and 𝐶 are depict the maximum effect of error and
distribution of input data, respectively. So, in the setting of values, 𝛾 =
0.7, 𝐶 = 2 increased the performance of the online learning algorithm.

In our system, each online learning perspective can employ individ-
ually, so the Parallelization of each expert is sufficient for maximizing
time speed. Size of the block, another influential parameter to the
calculation of combining result, hence in the initil step, we used the size
of block equal from 100 to 600 and achieved that the block size 200 is
faster and efficient to use for concept drift. Though, if we increased the
size of the block more than a threshold, it is the unfavorable impact on
the detection.

Data set In this section, we evaluate our system based on the
different social network data streams and investigate the performance
of the related system. So, our investigation dataset divided into two
overall types as follows: artificial (benchmark) and real current data set.
For the detection process, we have two classes in each dataset, normal,
and anomaly class label. The anomaly data incrementally occurs in the
data stream, where the pattern of the data stream has been changed.
(Data features shows in Table 5)
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Fig. 9. True positive rate of network traffic (NSL-KDD data stream).
Fig. 10. True negative rate of network traffic (NSL-KDD data stream).
Fig. 11. Accuracy rate of network traffic (NSL-KDD data stream).
NSL KDD. NSL KDD is one of the public datasets, which applied to
the intrusion detection system in the network traffic. NSL KDD is a
new version of KDD99, which is created in 1999, giving a total of
125000 data and 41 feature vector. Also, there is 22 kind of attacks
that depends on each sample of the data stream feature vector, (Bagheri
et al.).

ISCX. Types of DoS attacks are one of the significant problems existing
in the current year, which is considered in the ISCX dataset. Many
10
new online classification approaches required of ISCX for detecting
application-layer DoS attacks. The ISCX has 8 sets of DoS attacks and
24 h of network traffic, (Mamun et al., 2016).

Real data. Malicious web pages is another type of streaming data set,
which is under the change of attackers who regularly create their web
page by the distinctive pattern. Therefore, we need to obtain the con-
tent of the malicious web site https://www.phishtank.com/ and normal
web site https://www.alexa.com/topsites/countries/US. All features of

https://www.phishtank.com/
https://www.alexa.com/topsites/countries/US


Expert Systems With Applications xxx (xxxx) xxxE. mahmodi et al.
Fig. 12. Overall average value of each criteria of network traffic (NSL-KDD data stream).
Fig. 13. True positive rate of network traffic (ISCX data stream).
Fig. 14. True negative rate of network traffic (ISCX data stream).
the web page extracted by web parser (Selenium) between April to

August 2018. Selenium WebDriver is used to parsing the web page

and feature extraction process. For every sample web page, we are

using the instance of chrome browser to take the rendering web page

for extraction, which is implemented by java. For every URL in the
11
Phishtank and Alexa, we check the web page because sometimes the
web page is suspended and cannot access the content.

Electronics data. To evaluate the concept drift in the data stream,
many datasets applied. Harries et al. create Electronic data of price
sample about Wales Electricity Market, (Harries, 1999). Many of the
researchers use this data to the evaluation of concept drift.



Expert Systems With Applications xxx (xxxx) xxxE. mahmodi et al.
Fig. 15. Accuracy rate of network traffic (ISCX data stream).
Fig. 16. Overall average value of each criteria of network traffic (ISCX data stream).
All of the detection procedure implemented on a personal system
with 8 GB of memory space, Windows 10 operating system and, a 64-bit
7-core processor. Each data block is evaluated and compared to other
methods which the following criteria considered.

• TPR: (Sensitivity) percentage of normal social traffics that are
already truly classified.
𝑇𝑃𝑅 = 𝑇𝑃

𝑇𝑃+𝐹𝑁
• TNR: (Specificity) the percentage of attacks that are correctly

determined as abnormal traffics in the social network.
𝑇𝑁𝑅 = 𝑇𝑁

𝑇𝑁+𝐹𝑃
• Accuracy: The number of data that correctly detected given by all

of the data streams.
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇𝑁+𝑇𝑃

𝑇𝑃+𝐹𝑁+𝑇𝑁+𝐹𝑃
• F-score: F-measure defined harmonic precision.
𝐹 − 𝑠𝑐𝑜𝑟𝑒 = 2𝑇𝑃

2𝑇𝑃+𝐹𝑃+𝐹𝑁
• MCC: This method defines the quality of classification by the

Matthews Correlation Coefficient model.
𝑀𝐶𝐶 = 𝑇𝑃∗𝑇𝑁−𝐹𝑃∗𝐹𝑁

√

(𝑇𝑃+𝐹𝑃 )(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃 )(𝑇𝑁+𝐹𝑁)

The evaluation results of the online learners and our work when
KDD data stream received by each data block. The Fig. 9 shows that
𝑆𝑂𝑃 and 𝐴𝑅𝑂𝑊 move without maximal changing and 𝑃𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛 is
the changeable online learner than the other one. Also among these
two learners, 𝑁𝐴𝑅𝑂𝑊 has the highest 𝑇𝑃𝑅, but 𝐴𝑅𝑂𝑊 is increasing
its 𝑇𝑃𝑅 over time. The Fig. 10 shows that 𝑆𝑂𝑃 has the maximum
12
value of 𝑇𝑁𝑅 and both of the 𝑝𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛 and 𝑂𝐺𝐷 had the highest
variation. Finally, Fig. 11 shows that between all of the online learner,
our work has maximum value (about 97%) of accuracy. Also based
on overall averaging of evaluation, our work has the highest rank of
criteria. (shown in Fig. 12).

We show another experiment by ISCX dataset. In the first steps, all
of the online learning algorithms have the same view of the current
data stream. Which their 𝑇𝑃𝑅, 𝑇𝑁𝑅 result change into growth that can
cause a positive effect on our work. In this phase that shows in Fig. 13
CW and SCW1 have the maximal value of 𝑇𝑃𝑅, 𝑇𝑁𝑅. But SCW1, SCW,
and CW growth rate are declined over time. As shown in Figs. 13, 14,
15, 16, Given these changes of learner’s view, the performance of our
work depends on the best of the learner that has the minimum change
like 𝑆𝐶𝑊 with about 98% accuracy.

We investigate the new data set where contain the malicious web
page. Our system analyzed based on the current web page. Although
compared to the best result (shown in Figs. 17, 18, 19, 20), our system
is not reliable than other online learners in the initial times, but the
performance has developed over time. As shown in Fig. 19, in the initial
steps, SOP is the most efficient detector which has maximum values
at around 94% among all above online learner. The accuracy of SOP
converges to the constant values, but SCW1, AROW, NERD, and CW is
growing over time. The number of the inner URL employed in the page
which can be the same or different to the original page. Moreover, these
links can be similar properties to malicious web pages when checking
their extracted features. In the final steps, we analyze these links, and
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Fig. 17. True positive rate of malicious web page data stream.
Fig. 18. True negative rate of malicious web page data stream.
Fig. 19. Accuracy rate of malicious web page data stream.
the result shows our system has a minimum change with about 98%
accuracy than other online learning algorithms.

The TPR and TNR values of electronic data stream shows in (Fig. 21),
(Fig. 22), respectively. The 𝑇𝑁𝑅 value for 𝑁𝐴𝑅𝑂𝑊 , 𝑆𝑂𝑃 , and 𝐴𝑅𝑂𝑊
is the highest among other online algorithms, but over time, there is a
significant decline in the 𝑇𝑁𝑅 result of 𝑁𝐻𝐸𝑅𝐷, 𝐴𝑅𝑂𝑊 algorithms.
13
Moreover, some of the linear-order online algorithms such as 𝑃𝐴, 𝑃𝐴1,

𝑃𝐴2, 𝑃𝑒𝑟𝑐𝑒𝑝𝑡𝑟𝑜𝑛, 𝐼𝐸𝐿𝐿𝐼𝑃 have the highest performance between the

other learner, because the linear-order is better than Gaussian-order

algorithms when the sudden and immediate drift observed in the data

stream. So as shown in Fig. 23, the accuracy of the proposed algorithms
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Fig. 20. Overall average value of each criteria of malicious web page data stream.
Fig. 21. True positive rate of electronic data stream.
Fig. 22. True negative rate of electronic data stream.
is more than 84% which is better than other online learners (overally
shows in Fig. 24).

5. Conclusions

In this paper, we provide an efficient method for discovering the
concept drift in the social network data stream. Proposed method
14
depends on Uncertainty Error Correlation Matrix of error rate. Since to
tuning detection system for concept drift problem, our method consists
two part: online learning algorithms as an expert and the combining
of each learner’s perspective. Online learning algorithms employed
for detecting the type of concept drift such as immediate, gradual,
replicating, and development drift by Linear-order and Gaussian-order
online learning algorithm. Each of the online learners considers the
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Fig. 23. Accuracy rate of electronic data stream.
Fig. 24. Overall average value of each criteria of electronic data stream.
different type of concept drifts in the data stream. In the ensemble
phase, we required each online learner’s perspective to increase the
performance of prediction. Thus, we take a block sequence of a data
stream and compute the weight of learner’s feedback based on the un-
certainty error value of all online learner. There is no data stored in the
memory for the prediction where state changes in every block iteration.
Detection procedure can be estimated by 𝑂(1) overhead without re-
training process. The result shows that most of the time, our method
access to the highest performance but, in some cases, our method orient
to the best online learner. Also, the proposed approach is very practical
in the real environment such as the social network.
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