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Abstract—The widespread use of distributed embedded implementation or by physical contact through an On-Board
systems to monitor and control large-scale industrial facilities Diagnostic (OBD) port in vehicles [6].
(e.g., power plants, and electrical power grids), and the growing . . .
development of Internet of Things (IoT) have led to Industrial Various strategies have been proposed, ‘[O.deal yvlth thfese
IoT (IIoT). In a typical IIoT, distributed embedded systems, challenges. H0w§ver, nonc O_f them consider Improving
composed of processors, sensors and actuators which are  throughput, security and reliability at the same time. CAN
connected through embedded network protocols, are connected reliability is determined by a successful transmission of
to the internet for remote management. However, embedded messages within their deadlines [7]. Several techniques have
networks and therefore industrial facilities are very vulnerable  been proposed to improve the CAN reliability. For example,
to cyber-attacks. In this paper TTMAC-CAN, a novel Shirai and Shimizu [8] present a FPGA-based technique to
scheduling algorithm is proposed which utilizes a multi- make the CAN bus resistant against EMI. Although a
objective evolutionary algorithm to improve security, reliability,  proposed technique in [8] improves reliability, their technique
and performance of Time Triggered Controller Area Network does not address network performance and security. In
(TTCAN) protocol. The proposed technique in comparison with contrast, some papers, such as [9], [10], [11], [12], and [13],
TOUCAN reduces the risk of guessing the tag by about86% and  j;)r5ve CAN network security whereas they do not consider
improve receiving cycle time by 98%. performance or reliability improvement of CAN network.

Keywords—Message Authentication Code, Controller Area Leen and Hefferman [14] propose Time-Triggered CAN
Network (CAN), Non-Dominated Sorting Genetic Algorithm  (TTCAN) to provide deterministic response times and
(NSGA), Reliability, Security. improve reliability of CAN in safety-critical systems.

Although a series of papers [15-18] improves performance
and reliability of TTCAN through scheduling, they do not
The increasing use of embedded systems and the rapid  consider security. As a result, to improve the authentication,
growth of technology have led to the emergence of embedded  reliability, and performance of the TTCAN network, in this
networks.  Embedded  networks are  fundamental  paper TTMAC-CAN presented with focus on the message
infrastructures of industrial automation that made up of  scheduling of TTCAN.
microcontrollers  connection  through  communication
protocols. Embedded systems have several limitations in the
available memory, execution time, and power consumption
that create challenges in implementation of security
mechanisms at embedded networks[1]. Moreover, due to the
remote management, these systems are connected to the
internet, and hence securing the embedded network
communication protocols is an essential requirement [2].

1. INTRODUCTION

This paper seeks to optimize message scheduling of
TTCAN protocol through NSGA-III-se evolutionary
algorithm which proposed in [19]. The objective of this
optimization problem is to improve reliability, security, and
performance of TTCAN. In this scheduling, in order to
improve reliability, temporal redundancy for real-time
messages is considered, to improve security, session key for
each two pair of nodes is provided, and moreover, to improve

Controller Area Network (CAN) protocol is one of the the performance, event-triggered messages gain maximized
mostly used embedded network communication protocols in by minimizing the space occupied by time-triggered
Industrial Internet of Things (IToT) [3]. This communication messages.
protocol allows the nodes to send and receive event-trigger
messages with especial fuscous on real-time requirements.
Although the CAN industrial bus is a differential serial bus
and consists of twisted-pair wires which is noise resistant and
fault tolerant, Electro Magnetic Interference (EMI) from the
operational environment can cause transmission errors [4],
and leads to violations in the real-time constraints of IIoT.
Furthermore, CAN lacks authentication and protection against
security attacks [5], and accordingly the attacker gains control
of the application (e.g., a vehicle) through an external

The remainder of this paper is organized as follows. In
section II, security attacks and vulnerabilities in CAN network
are introduced. Then the related studies are investigated in
section III. Section IV evaluates the throughput and
performance of different cryptography algorithms on 32-bit
microcontrollers. Finally, Section V presents and evaluates
the TTCAN_MAC by comparing the experimental results
with the other related techniques.
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II. SECURITY ATTACKS IN THE CAN NETWORK

The CAN protocol developed in the early 1980s by Robert
Bosch GmbH for vehicular communication networks. Vehicle
network were closed at the time of development of CAN,
thereby this communication protocol lacks security
requirements. Li, Wang, and Wu [20] demonstrate security
vulnerabilities of CAN network. The security vulnerabilities
described in [20] are shown in Figure 1.

The most important attack in CAN networks are
suspension attack, fabrication attack, masquerade attack, and
Denial of Service (DoS) attack. A suspension attack prevents
a message from being transmitted (Figure 2(a)). In fabrication
attack, unauthorized messages are injected into the network
(Figure 2(b)). In the masquerade attack, the attacker releases
a message with identifier of special node through another node
(Figure 2(c)). In a DoS attack, a node releases a high-priority
message to preventing other nodes from accessing the media
(Figure 2(d)).

CAN Security vulnerabilities

1-Lack bus protection

Confidentiality: each node can receive
all messages

Authenticity: CAN does not provide
authentication mechanise

2-Disclosure of information

L

Fig. 1. Security vulnerabilities of CAN network

CAN does not provide cryptography
algorithm

ECU, LCU, ECU.
L o z
(a) Suspension Attack
ECU, ECU.
n, z,
(b) Fabrication Attack
ECU, ECU, ECU,
1I nl nl z]
(¢) Masquerade Attack
Ecu, | .. | ECU, ECU.
(d) DoS attack
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Fig. 2. Most important attack in CAN network

III. RELATED STUDIES

Leen and Hefferman [14] have proposed TTCAN to
guarantee successful transmission of all safety related
messages. TTCAN is a higher layer protocol above standard
CAN. In this extension of the standard CAN, the
communication is based on the periodic transmission of a
reference message by a time master [21]. In the period
between two reference messages, there are several
transmission time windows, and this distance between two
reference messages, called a basic cycle. The transmission
schedule of TTCAN stored in a System Matrix (SM), as
shown in Figure 3. Rows of the System Matrix are called
Basic Cycles and the columns are called Transmission
Columns. Three types of time windows named exclusive,
arbitration and free time windows, are defined in TTCAN.
Exclusive time window is a time window for periodic
messages. Arbitration time window is a time window for
spontaneous messages, and free time window is a time
window for further expansions [21].

! . v .. ..
1 Transmission , Transmission :Tl" ansmission

1 . .
Transmission 1 Transmission
! ! Column 4
I

—
Message A Arbitration Message E

Basic Cycle
Cycle_Count =0
Window

Basic Cycle 1 1 : :
Cycle_Count =1

B Acbivcating [l Exclusive [ |Free [ ] Referenc

Fig. 3. System Matrix

Message G Arbitration [EESSLCEEN Arbitration

A series of papers [15-17] have improved the performance
of TTCAN, however they have not considered security or
reliability improvement. In papers [15] and [16], the messages
scheduling of the TTCAN has been optimized, with the
Genetic Algorithm (GA). In these papers, objective of
optimization is to make event-triggered messages gain the
maximum by minimizing the space occupied by time-
triggered messages. Moreover, Ti-Liang, Xiao-Bing, Xiao-
Peng and Xian [17] have proposed real-time dynamic
scheduling to decrease the network average delay and increase
the network throughput.

In contrast, Xi Chen, Weijie Lv and Luyuan Liu [18] have
improved reliability of TTCAN by optimizing the message
scheduling via GA. In this paper, with considering the
difference of reliability in three types of time window in
TTCAN, the reliability has been improved by putting
messages in different type windows.

As mentioned before, CAN lacks authentication and
protection against security attacks. Several papers [9-13] have
focused on improving security in CAN network. In [9-11],
based on physical properties of CAN bus, several
authentication methods have been presented. Pal-Stefan
Murvay and Bogdan Groza, in [9], have presented a source
identification technique based on voltage measurement of
CAN bus. They use sampled voltages to identify a model for
each node. In this technique, the bus is sampled, and these
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samples are passed through a low-pass filter. Then, this
technique identifies a potential sender through convolution or
Mean Square Error (MSE). In addition, without any
knowledge about CAN node signals, existing nodes or
security attack model, a voltage-based authentication
technique for CAN with reinforcement learning have been
proposed in [10].

Aside from techniques which analyse voltage properties of
CAN bus, there are methods based on timing measurement.
Bit-time-based intrusion detection [11] is an example of
timing measurement techniques. Although authentication
techniques based on physical properties have little
computational overhead, these techniques employ hardware
characteristics which is under the influence of environmental
condition, and result in performance degradation of these
methods.

Other studies, i.e., [12], [13], have proposed another class
of authentication techniques based on Message Authentication
Code (MAC). Yushev et al. in [12] have implemented
Transport Layer Security (TLS) over CAN. Although TLS
improves security of CAN network, it has high computation
overhead, which makes this technique unsuitable for real-time
applications. A technique, proposed in [13], offers a method
called TOUCAN. In this method, the Chaskey MAC
algorithm used for improving authentication in CAN
networks. Chaskey is an efficient MAC Algorithm for 32bit
microcontrollers which introduced in [22].

IV. IMPLEMENTATION AND COMPARISON OF CRYPTOGRAPHIC
METHODS

In this section, four cryptographic algorithms including
Data Encryption Standard (DES) [23], Triple DES (TDES)
[24], Advanced Encryption Standard (AES) [25] and Chaskey
MAC algorithm are evaluated on 32-bit ARM
microcontrollers. As shown in Table I, evaluations are done
on STM32F103C8T6 and STM32F030F4P6 from ARM
Cortex-M3 and ARM Cortex-MO series, respectively. These
microcontrollers have resource limitations such as processing
power and storage space.

TABLE I. COMPARISON OF CRYPTOGRAPHIC METHODS

DES TDES AES Chaskey
chosen Key Size
(bits) 56 56 256 128
chosen Block Size 64 64 128 128
(bits)
used ROM
(Bytes) 14883 15119 19232 11523
used DRAM
(Bytes) 247 247 1384 269
Computation Time
(ms) 40.43 130.29 0.328
STM32F030F4P6
Computation Time
(ms) 20.10 60.42 30.4 0.126
STM32F103C8T6

Moreover, throughput of the mentioned cryptographic
algorithms, i.e., DES, TDES, AES, and Chaskey MAC, on an
ARM STM32F103C8T6 microcontroller has been shown in
Figure 4. The throughput of these algorithms is calculated
based on Equation 1, presented by [26]. In this equation, 7p is
total plain text size in kilobytes and E? is the encryption time
in seconds. As can be seen in the Figure 4, the throughput of
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the Chaskey MAC algorithm is higher than the other
algorithms. Although, according to the Table I, DES and
TDES encryption algorithms require little hardware resources,
employing these algorithms result in more latency.
Consequently, these algorithms are not suitable for real-time
systems. Moreover, as seen in Table I, the ARM
STM32F030F4P6 microcontroller does not have enough
ROM (<16kbit) to implement AES. Furthermore, even though
the ARM STM32F103C8T6 microcontroller has enough
ROM to implement AES, this implementation has throughput
about 450 Bytes/s. Given that the period of a control loop can
be as low as Smsec [27], 450 Byte/s throughput is not enough
for a common modern car, with approximately 70 CAN nodes
[28]. Although, AES throughput can be improved by
increasing the file size [26], the standard CAN message size is
limited to a maximum of 8 bytes. Therefore employing AES
in CAN communication network is not appropriate.
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Fig. 4. Throughput of cryptographic algorithms

V. TTMAC-CAN : THE PROPOSED TECHNIQUE

As mentioned earlier, CAN communication protocol,
lacks security mechanisms. To resolve this issue, among the
evaluated cryptographic algorithms in the previous section,
Chaskey MAC algorithm has been selected. Although in [13],
Chaskey MAC algorithm implemented over CAN, the
deadline of real-time messages and the difference between
MAC computation latencies in heterogeneous nodes have not
been considered. As aresult, in this paper, TTMAC-CAN with
the ability to overcome the mentioned challenges, has been
proposed. In this technique, different levels of security and
real-time messages are defined for different levels of safety-
critical functionality, including High-Security Hard-Real-
Time (HSHRT) messages, Security or Real-Time Messages
(SORT) and Normal messages. Examples of HSHRT
messages are automated brake system messages in smart cars,
which require authentication and should be transmitted within
a specified deadline.
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For HSHRT messages, an additional time window should
be considered. Therefore, if these messages are corrupted, a
retransmission is possible (as a temporal redundancy
technique) which improves the reliability. In this case, 10
bytes are considered for Chaskey tag to maintain the security
of this messages (Figure 5(a)). In contrast, SORT messages
can be retransmitted if the retransmission overhead of these
messages does not violate the deadline of other messages.
Similar to TOUCAN technique [13], in TTMAC-CAN 24 bits
are considered for Chaskey tag for these messages (as shown
in Figure 5(b)).

Overhead
(39bits)

Overhead
(25bits)

Overhead Overhead
(10bits) (25bits)

(a)  High Security Hard Real Time (HSHRT) Message
DATA Overhead

(40bits) - (25bits)

Security or Real Time (SORT) Message

DATA (64bits)

Overhead
(39bits)

(b)
Overhead Overhead

DATA (64bits) (25bite)

(39bits)
(c)

Overhead

Normal Message

Overhead
(25bits)

Half Session Key
(64bits)

(39bits)
(d) Session Key

Fig. 5. Different type of messages in TTMAC-CAN

In TTMAC-CAN, System Matrix (SM) of TTCAN
protocol, mentioned in [15], changes as shown in Figure 6. In
the proposed technique, HSHRT, SORT and session key
messages are transmitted in an exclusive time window and
Normal messages are transmitted in the arbitration time
window.

Transfer Transfer Transfer Transfer Transfer Transfer Transfer
aluma O oluma olumn o ma o ma 4 olumn 5 ahuag 6

Basic Cycle
Cyele Count =0

Free
Window

Free
Window

Basic Cycle
Cycle Count=n

|
Session
K1 |
1 1
HSHRT

Al‘bih‘auon{- Normal Exclusive - SORT

Session Key

Fig. 6. Comparison of the output of different algorithm

In the first step of the proposed technique, initial
information including CAN network baud rate, type (e.g.
HSHRT and SORT) and deadline of messages should be
provided for the scheduling algorithm. Then, the deadlines of
messages should be recomputed, through Equation 2. This re-
computation is due to the experimental study shows that if
MAC computation latency in heterogeneous nodes is
neglected, it leads to the violation of message deadlines.

D _new, =D old,  —(Lt, +Lt +Lc,) (2)

In Equation 2, D _old,, , is the deadline of message
transmission from node m to node n. D _new,  is new
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deadline of message transmission from node m to node n.
Lt is the MAC computation latency of node m, L?, is the

MAC computation latency of node n and Lc, is a delay
caused by comparing computed tag with the received tag.

In the next step, several objectives, including security,
reliability, and performance of TTCAN are optimized. So
scheduling function are defined as Equation 3. This equation
shows that each type of message scheduling will lead to
different levels of performance, reliability, and security. The
input of this function is the SM. In Equation 3, Sec indicates
the level of security improvement which is determined by the
number of available session keys in the schedule for each pair
of nodes. Per indicates the performance which is determined
by the ratio of the number of arbitration time window to the
total number of time window, and Rel indicates the level of
reliability improvement which is determined by the number of
RT messages in the schedule which are able to use temporal
redundancy.

Sec, Per, Rel = ScheduleCo stMS,MS,,...,MS,) (3)

MS, =[Type, Deadline, Dependenci es] 4

In Equation 4, each message is defined by its type,
deadline, and dependencies. In this optimization problem,
objectives functions mathematically expressed as Equation 5.
Nevertheless, before using the NSGA-IIl-se evolutionary
algorithm mentioned in [19], we need to encode message
scheduling as a chromosome (Figure 7).

)

maximize {S ec,Per, Rel}

0/0/3[4 1[1}-1/0[0/2/2]-1]

305

\\

\ \"' -

Number of

>
| Transmission Column
al 1

Number of
HSHRT

Arbilratio»{- Normal Exclusive -SORT Free |:| Reference |:|
Session Key

Fig. 7. Transforming scheduling to encoded chromosome

VI. IMPLEMENTATION AND EVALUATION

In this section, the proposed technique evaluated
theoretically and practically. Equations 6 and 7, introduced by
[13], are employed to evaluate the security improvement of
the proposed technique. In these equations, fag length is the
length of MAC-tag. As can be seen in the Figure 9, the
proposed technique in comparison with TOUCAN reduces the
risk of guessing the tag by about 86%. Guessing attacks are
also performed to evaluate both techniques in such a way that
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after collecting messages, IDs, and tags, the attack program
starts randomly generating tags, until the program realizes the
success of attack by comparing the received and computed tag
for a specific ID. The experiments show that after performing
this attack for 13 hours and 18 minutes on the TOUCAN, used
key in the Chaskey algorithm was founded. However, running
18 hours of the same attack on the TTMAC-CAN was
unsuccessful.

message set; and, finally, OBD-II node includes an OrangePi-
2G IOT board, included an MCP2515 CAN Controller and an
TJ1050 Transceiver, which is responsible for receiving all
messages (similar to INS in the SAE benchmark) and report
receiving cycle through Wi-Fi to a personal computer as a data
logger.

Node 2 OBD-II
STM32F205 OrangePi-2G [OT
. . - Driver OBD or INS
Risk of Guessing the Tag=2 tag_length (6) T T
I I
Node T Node 3
tag length STM32F407 STM32F103
. . viIc Braks
Limit Boundary Before Collision =2 2 @)
Fig. 10. Embedded network diagram
7
= OTOUCAN TABLE II. CONSTRAINTS AND DEPENDENCIES
6
=]
Z BTTMAC_CAN Constraints
§ 5 Message Nodes Constraints
en 2 sender receiver Type Deadline
5 M1 N1 N2, N3 HSHRT 10ms
& 4 M2 N2 NI SORT 20ms
A M3 N2 N4 Normal 30ms
%‘ 3 M4 N3 N2 HSHRT 20ms
2 M5 N2 N3 HSHRT 20ms
3 2 M6 N1 N4 Normal 30ms
g M7 N1 N2, N3 Session Key 500ms
E 1 M8 N2 N1 Session Key 500ms
Ljﬁ M9 N2 N3 Session Key 500ms
S Dependencies
0 messages Dependency between messages
. M2 M1, M4
Fig. 8. Log (Limit Boundary before tag collision) M3 M1, M4
M4 Ml
700 M4 M1
c00 OTOUCAN Number of Event base mt;ssage in each Basic Cycle
BTTMAC_CAN

Risk of Guessing the Tag (e-4)

-

Fig. 9. Risk of Guessing the Tag (e-4)

In addition, SAE message set [29] is employed to evaluate
the reliability of the proposed technique. The SAE message
set is well known as a benchmark for CAN network. To do
this evaluation, an embedded network was implemented as
Figure 10. The employed SAE message set includes seven
nodes (subsystems), however, duo to several limitations, e.g.
hardware parts, in this implementation only four nodes were
implemented. As shown in Figure 10, Node 1 composed of an
STM32F407 microcontroller and an MCP2551 transceiver,
which is responsible for sending vehicle controller (V/C)
message set; Node 2 includes an STM32F205 microcontroller
and an SN65HVD transceiver, which is responsible for
sending driver inputs (Driver) message set; Node 3 composed
of an STM32F103 microcontroller and an SN65SHVD
transceiver, which is responsible for sending brakes (Brakes)
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Fig. 11. Dependency graph of messages

Table II shows restricted set of SAE benchmark message
set. Before scheduling, the baud rate of CAN network should
be specified which is here considered 250 Kbit/s, and
dependencies between messages should be obtained like
Figure 11. It should be noted that if transmission of a message
depends on another message, which was not transmitted or
corrupted, it will reduce the overall performance of the
system. Then message scheduling is optimized through
NSGA-III-se evolutionary algorithm, which implemented
with the Python programming language. The level of security,
reliability, and performance improvement after 40 iterations
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shown in Figure 12. The optimal scheduling reported by
NSGA-III-se evolutionary algorithm can be seen in the Figure
13. As shown in Figure 13, the possibility of temporal
redundancy for messages and existence of a session key for
each pair of nodes is determined through scheduling.

1.0
—— Performance
—— Reliability
9 0.8 1 —— Security
g
= 0.6 1
o]
>
& —
a
=
= 0.4
0.2 1 /
0 10 20 30 40
Iteration

Fig. 12. Improvement of security and reliability through NSGA
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Fig. 13. Result of message scheduling with NSGA-III-se
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After determining the number of Transfer Columns, the
number of Basic Cycles, and the scheduling of messages, by
applying NSGA-III-se evolutionary algorithm, hardware
implementation is performed according to Figure 14. In the
second part of the evaluation, the cycle of receiving hard real-
time messages is measured to evaluate the number of
deadline violations. It should be noted that the less deadline
violations lead to better reliability. Figures 15, and 16
illustrate that the average receiving cycle time of TTMAC-
CAN and TOUCAN techniques are 0.230ms and 8.320ms,
respectively. The results show that the number of deadline
violation in 80 cycles for TOUCAN is 24, whereas this
number for the proposed technique is zero. Consequently,
TTMAC-CAN in comparison with TOUCAN improves
average receiving cycle time by about 98%. It should be
noted that the negative values in Figure 16, are belong to
messages which are received earlier than the specified time
by the scheduler due to jitter.
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VII. CONCLUSION AND FUTURE WORKS

Due to the widespread use of embedded networks in the

field of the IIoT and the security vulnerability of embedded
networks, performance and security in IIoT systems has
become a challenge. Moreover, due to the safety-critical
nature of IIoT applications, improving reliability of embedded
network is critical, too. Various strategies have been proposed,
to improve reliability, security or performance of TTCAN.
However, none of them consider improving throughput,
security and reliability of TTCAN at the same time. In this
paper, we have presented the TTMAC-CAN technique to
resolve this issue. The proposed technique improves the
security, reliability, and performance of embedded networks
with TTMAC-CAN.
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