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Abstract
Integrating fog computing with vehicular networks led to the rapidly growing demands of vehicle applications regarding
computation-intensive and low response time with meeting the request deadline. The limited resources of the fog node have
made it unable to meet the demands of such applications. Offloading the requests to other Off-Load Destination (OLD) is a
suitable solution for the fog node to deal with these demands. Nonetheless, this simultaneously faces two challenges. The first
challenge is the offloading to a nearby fog node which stills not the fully efficient choice when this nearby fog node is busy. The
second challenge is the selection decision of the optimal OLD where the fog node incurs additional burden through getting status
information of all neighboring fog nodes, affecting the selection decision, which is why it may not fulfill the request deadline. To
solve the first challenge, a new hybrid offloading architecture has been proposed, where the underutilized resources of Vehicular
Fog Computing (VFC) are joined with the cloud to be anOLD, thus increase the processing chance of the offloaded requests. The
second challenge has been solved by optimizing the selection decision of the fog node via taking the global network resources
benefit of Software Defined Network (SDN) in the proposed offloading architecture to design an SDN-based offloading policy.
The selection decision problem is formulated as a Binary-Linear Programming and solved by CPLEX software. The simulation
results show that our proposed improves the performance of the fog node by providing less response time and significantly
outperforming other offloading policies.
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1 Introduction

The Vehicular Ad-hoc Network (VANET) has been intro-
duced as a special type of Mobile Ad hoc Network
(MANET) in which the mobile nodes are vehicles [1]. The
VANET’s main contributions include improving traffic safe-
ty, providing infotainment, and commercial applications for
the users, in addition to its being a crucial technology in the
Intelligent Transport System [2]. Fast-growing vehicles de-
mand computationally intensive applications (e.g., online
gaming, video-audio streaming, and Augment Reality, etc.)

have made cloud computing a convenient solution to meet
such demands [3]; nonetheless, the centralized location of
the cloud and the remote distance from the end device envi-
ronments hold back the real-time services to the applications,
causing a high delay sensitivity [4].To address these prob-
lems, the fog computing paradigm extends the cloud services
(computation, storage, and application) to the network edge,
and thereby remains in the proximity of the end devices (IoT,
vehicles, and so on). According to this proximity, fog com-
puting can provide a reduction in the latency and the band-
width usage in the backbone network, and reducing the cost
service with supporting the mobility [5]. Consequently, the
end devices can offload their requests (or tasks) to the close
fog node to obtain a fast and high service rate.

However, the computational and storage resources of fog
nodes are limited and insufficient [6–9], thus it fails to meet
the high computing demands of the vehicular applications
[10], especially when the number of the requests grows and
exceeds its capacity. Besides, different processing times of the
application [11] cause a long waiting time (queuing delay),
which can subsequently result in an upsurge in the average
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response time of the requests. Fog node to be able to address
this problem, it simply offloads the requests to another Off-
Load Destination (OLD) such as the nearby fog nodes or the
cloud [7, 12], whereby the average response time of the re-
quests would be reduced. This indeed helps face the run out of
the fog resources, but the requests may be handled or not at
that OLDs. This is the case, because the OLDs give a high
priority for processing their requests, or they re-offload the
offloading requests to others [13], which will increase the
dropping probability of these requests. Furthermore, meeting
the deadline constraint of the request [12, 14] should be con-
sidered in the problem formulation. Generally, in the VANET,
any node has communication, computation, and storage re-
sources can become a fog node [15].

Therefore, in this paper, Vehicular Fog Computing
(VFC) [16] has been utilized to design a new hybrid
offloading architecture and support high computation for
vehicular applications such that the parked and moving
vehicles would join their cost-based computation resources
to be an OLD for the fog-vehicular network. In which the
underutilized resources of these vehicles are enough to
execute high computation requests while imposing fewer
costs compared to the other OLD’s expenses. The SDN has
been designed to address the inflexibility in the legacy
network via decoupling the forwarding plane from the con-
trol plane and providing programmability on the control
plane. Also, the SDN controller is responsible for
collecting all the information on the data plane periodical-
ly. This information such as computation capability, the
communication delay, the average waiting time, and the
unit cost to maintain a global view of the network [17].
Thus, it can manage, configure, and orchestrate all the re-
sources in the network in an efficient and fast way [18, 19].
By bringing this feature to the proposed architecture, an
SDN-based offloading policy is proposed to make a correct
offloading decision on behalf of the fog node to select the
optimal OLD. In other words, the offloading process will
be centralized via the controller. The contributions of this
paper are as follows:

& Designing a new hybrid offloading architecture by joining
the VFC (parked and moving vehicles) and a cloud to
provide more OLDs that enable the fog nodes to offload
their requests.

& Formulating a mathematical model in the form of Binary-
Linear Programming (BLP) to select the optimal OLD
which has a minimum average response time and an ac-
ceptable average processing cost. This model can be ap-
plied to the central controller.

& Introducing an SDN-based offloading policy which is
based on the global network view feature of the controller
to solve the proposed mathematical model and optimize
the offloading selection decision of the fog node.

The rest of the paper is organized as follows: In Section 2,
the related work is discussed. In Section 3, the assumptions
and limitations of the proposed network model are presented.
In Section 4, the system model and problem formulation are
illustrated. In Section 5, the proposed offloading policy is
described. In Section 6, the simulation and performance eval-
uation of the proposed offloading policy are addressed.
Section 7 culminates the paper by presenting the conclusions.

2 Related works

There are many works which have addressed fog offloading
[7, 20] and the most recent investigations are reviewed in this
section: Y. Xiao et al. [13] introduced an offload cooperation
strategy to achieve the tradeoff between the Quality of
Experience (QoE) of the request and power efficiency of the
fog node. They addressed the request offloading problem, in
which each fog node determines the optimal request fraction
that would be either processed or offloaded to the neighboring
fog nodes under the power efficiency constraint of them; as a
result, the response time of the user will minimize. C. Zhu
et al. [10] studied the feasibility and challenges for offloading
crowdsourcing video to the VFC (e.g., buses and taxis) instead
of forwarding to the cloud. These nodes have been utilized to
gather and process the video from the vehicles within com-
munication ranges. To enhance the processing ability of the
cloud, H. Zhang et al. [21] proposed an offloading strategy to
offload the mobile applications via vehicular cloud comput-
ing, in which an optimal moving vehicle with the longest
connection time could be discovered by the fog and was then
utilized. In [22], an offloading cooperative fog computing
algorithm is proposed, where the author designed an intra-
inter fog resource management architecture by considering
the latency and efficiency network to deal with the big data
of the IoV applications. As regards, the performance of the fog
node was optimized by a hierarchical resource management
model for the intra-fog (energy-aware) and inter-fog architec-
tures (QoS-aware), respectively.

He. Xiuli et al. [23] presented a software-defined cloud-fog
networking architecture to reduce the request processing time
for delay-sensitive applications in the IoV, such that the SDN
was integrated with the fog and the cloud. Moreover, they
proposed an SDN-based modified constrained optimization
particle swarm optimization centralized load balancing algo-
rithm to balance the workload between the cloud and the fog
devices. In this way, the request processing delay was effec-
tively reduced. Furthermore, reducing the IoT service delay
through the fog offloading has been studied in [24]. They
introduced a general framework for the IoT-fog-cloud appli-
cations and proposed a delay-minimizing fog offloading pol-
icy in which the fog node could offload their requests either to
other fog nodes or the cloud. Besides, they presented an
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analytical model to evaluate their proposed policy and to show
how this policy could help reduce the processing delay.
X.Wang et al. [25] proposed a feasible solution that enables
TMS for offloading the real-time traffic to the fog-based IoV,
thus minimizing the average response time for the events re-
ported by vehicles. Fog node collaboration for reducing ser-
vice delay of the requests is considered in [24]. The proposed
policy assumes that a fog node can accept and process the IoT
requests based on its current load, otherwise, it would offload
the requests to the best neighboring fog node or the cloud.

He et al. [26] utilized SDN for heterogeneous vehicular
networks, where different network resources are properly
scheduled to minimize communications costs. In [27], the
authors proposed an architecture that integrated a satellite net-
work with 5G cloud-enabled Internet of Vehicles to support
seamless coverage and efficient resource management. They
designed a joint optimization problem of computation
offloading under delay and cost constraints that are based on
an incentive mechanism. The simulated annealing based on
the Markov Chain Monte Carlo is applied to solve the non-
convex and NP-hard optimization problems. The authors in
[28] presented a dual-side optimization offloading decision
problem to minimize the cost of both vehicles and correspond-
ing MEC servers simultaneously, where TV white space
(TVWS) bands have been used to reinforce the bandwidth
for computation offloading. Zhang et al. [29] proposed a
cloud-based MEC transmission scheme to reduce the total
cost of the offloading process under the delay tolerance of
each computation task. They designed a task-file transmission
strategy with a predictive V2V relay and proposed an optimal
predictive combination-mode (V2I and V2V) offloading
mechanism. The authors in [30] studied the energy consump-
tion, execution delay, and payment cost of offloading process-
es in a mobile fog computing system. Based on the theoretical
analysis, a multi-objective problem with various constraints is
formulated and addressed by using an Interior Point Method
(IPM)-based algorithm. However, these researches considered
that the fog node can offload the request to neighboring fog
nodes with neglecting the required deadline of the request.
Also, they did not consider the processing cost of the request
neither for the assistant parameters nor the constraints and
how it can affect the response time. Qui et al. [31] investigated
the resource limitation issue of the MEC server. They pro-
posed a scalable vehicle-assisted MEC (SVMEC) paradigm
to enhance the scalability of computing services through ex-
tending the resource of MEC. In the SVMEC paradigm, a
MECmakes an offloading strategy to select proper computing
nodes and amount of computing resources for the tasks. The
problem of joint node selection and resource allocation has
been formulated as a Mixed Integer Nonlinear Programming
(MINLP) problem, where the objective was minimizing the
total computation overhead, including task completion time
and monetary cost for using computing resources. The

problem is solved by decomposing the original problem into
two sub-problem resource allocation problem with fixed task
offloading decision and node selection problem with the
optimal-value function before the resource allocation.
Zhuang et al. [32] proposed a large number of SDN/NFV
solutions in the IoV network. One of these solutions was a
three-tier vehicular computing architecture to accommodate
various computing offloading IoV services, where nearby ve-
hicles provide opportunistic computing, edge nodes support
fast computing with limited resources, and the cloud guaran-
tees sufficient resources for sustainable computing.
Specifically, the edge-cloud interplay problem can be formu-
lated to optimize the tradeoff between energy efficiency and
backhaul bandwidth consumption under the task execution
latency, thus, the task offloading obtains the optimal deci-
sions. Table 1 presents a comparison between our proposed
and the reviewed research.

3 System model

3.1 Network model

The three-layer network architecture is presented in
Fig.1.These layers are the fog nodes layer, intermediate layer,
and the OLD layer. In the fog nodes layer, there are different
types of fog nodes that support the OpenFlow protocol. These
fog nodes have limited storage and processing capabilities that
are provided to vehicles within the communication range. In
the intermediate layer, there is an SDN controller with a net-
work of programmable forwarding SDN switches. The SDN
controller runs the OpenFlow protocol to communicate, con-
figure, and manage these switches. The OLD layer includes
computing resources of the VFC and cloud. As we observe,
the intermediate layer connects all the elements in the network
which establishes an efficient routing path between any fog
nodes and the OLD; thus, it facilitates the offloading process
between them through accelerating the transmitting process of
the requests with minimum network delay. The SDN control-
ler maintains a global view by collecting all the information on
the network periodically. This information such as the avail-
able resources in the OLDs and their unit cost is essential to
make an optimal offloading decision on behalf of the fog
nodes. Here, the set of all cloud servers, parked vehicles,
and mobile vehicles is defined asN ¼ 1; 2;…:;Nf g,
P ¼ 1; 2;…:;Pf g, and M ¼ 1; 2;…:;Mf g, respectively.
The set of fog nodes is denoted as F ¼ 1; 2;…; Ff g.We
modeled the proposed network as a weighted undirected
graph G = (V, E), where V and E represent the set of the
nodes and edges, respectively. The node set represents the
fog nodes, cloud servers, parked fog nodes, mobile fog nodes,
and SDN switches, whereas the edge set represents the
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communication links between them. The edge weight has
been represented by the communication delay τ that contains
the propagation and transmission delay. Table 2 presents the
symbols used.

3.2 Average response time model

3.2.1 Fog node computing

In this paper, different edge network devices are considered as
the fog nodes supplied with heterogeneous resources in which
they provide different computing functions for the mobile

vehicles within its transmission range. Each fog node commu-
nicates with all the OLDs through the SDN switches. Firstly, it
is assumed that the fog node i received an offloaded request
(e.g., face recognition) from a vehicle moving within its ser-
vice area. This request has taken a service time, where some of
the requests require intensive computation (processing) and
have tight delay constraints, such as the application of
image-aided navigation, natural language processing, and in-
teractive gaming [29]. Therefore, we define L which is the
required amount of processing for the request [11, 29], and
this request is constrained by the deadline δ at the fog node .
We assume that there are two control functions which have

Table 1 Comparison of the
related works Ref. SDN Parked fog Mobile fog Processing cost Response time Deadline

[13] × × × × ✓ ×

[10] × × ✓ × ✓ ×

[21] × × ✓ × ✓ ×

[22] × × × × ✓ ×

[23] ✓ × × × ✓ ×

[25] × ✓ ✓ × ✓ ×

[24] × × × × ✓ ×

[26] ✓ × × × × ×

[27] ✓ × ✓ ✓ ✓ ✓

[28] × × × ✓ ✓ ×

[29] × × ✓ ✓ × ✓

[30] × × × ✓ ✓ ×

[30] × × ✓ ✓ ✓ ×

Proposed ✓ ✓ ✓ ✓ ✓ ✓

SDN 
Switches 
Network

Server Server Server

Cloud

Parked 
Fog 

Nodes

Fog 
Node

Fog 
Node

Fog 
Node

Mobile Fog 
Nodes

Control Traffic

Data Traffic

Fig. 1 The proposed offloading architecture model

Peer-to-Peer Netw. Appl.



been delegated to the local SDN agent from the central con-
troller and running on the fog node, where it could be run as an
application on it [19, 33]. The first control function calculates
the average completion time of the incoming request, while
the second control function checks the feasibility condition for
the incoming request at the fog node. Also, this local SDN
agent can help the fog node to avoid the communication lost to
the central controller or the single point of failure problem. In
other words, the fog node can run a standard protocol to ex-
change the messages with the other nodes. Due to the hetero-
geneous nature of the fog nodes in terms of types, environ-
ment deployment, and providers [6, 34, 35], not any queuing
model can be considered to characterize the fog node to obtain
the required information. We consider the requests arrival rate
at the fog node, i.e., λi, follows a Poisson distribution and the
service rate μi is exponentially distributed [36]. Depending on
the feasibility condition, the incoming requests to the fog node
i can be classified into two types:

& Feasible request type

This type of request is processed locally at the fog node i
when it meets the feasibility condition, which is,

L μ−1
i þWi < δ∧ L λið Þ < μi; ð1Þ

From (1), the feasibility condition consists of two sub-con-
ditions. The first one is L μ−1

i þWi
� �

that represents the av-
erage completion time of the incoming request. Here Where
L μ−1

i

� �
is the average processing delay of the request, andWi

is the average waiting time at the fog node i which multiplies
the average processing time of each request by the number of
requests vr of the same value in the queue, plus the average
processing delay of the request under the service. The average
waiting time for the fog node i can be obtained by,

Wi ¼ μ−1
i ∑

r∈R
Lrvr þ 1

μi
;∀i∈F: ð2Þ

Whereas, the second sub-condition L λið Þ< μi explains the
arrival rate of instructions associated with the incoming re-
quest that should be smaller than the processing capability of
the fog node to ensure the stable state conditions of the fog

system [37]. Hence, the arrival rate of the feasible requests λ f
i

that have been accepted at the fog node i with probability P1

can be given as follows:

λ f
i ¼ λi P1 ∀i∈F: ð3Þ

& Infeasible request type

This type of requests will be forwarded to the SDN
switches network which will then obtain the processing ser-
vice from the other OLD because it violates the feasibility
condition, in which:

L μ−1
i þWi > δ∨ L λið Þ > μi; ð4Þ

Table 2 Symbol definition
Symbol Definition

F Number of fog nodes.

N Number of cloud servers.

P Number of parked fog nodes.

M Number of mobile fog nodes.

R Number of feasible requests.

R Number of infeasible requests.

λi Arrival rate requests to fog node i.

λ f
i Arrival rate of feasible request to fog node i.

λ f
i Arrival rate of infeasible request to fog node i.

μi Service rate at fog node i.

L Required amount of processing for the request.

Lr λ
f
i Arrival rate of instructions of the feasible request to fog node i.

Lr λ
f
i Arrival rate of instructions of infeasible request to fog node i.

δ i;rð Þ Deadline of infeasible request.

ΔN
j Arrival rate of instructions of infeasible request to cloud server j .

ΔP
k Arrival rate of instructions of infeasible request to parked fog node k.

τ Communication delay from and to SDN switches network.

CF
i;rð Þ Average processing cost of infeasible request at fog node i.

S Stretch time optimization parameter for infeasible request at OLD.
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According to the above condition, λ f
i is defined as the

arrival rate of the infeasible requests

λ f
i ¼ λi P2 ;∀i∈F: ð5Þ

where, P2 is the probability of the offloading infeasible re-
quest. Therefore, the arrival rate of instructions of infeasible
request can be defined:

L
r
λ f
i ;∀i∈F;∀r∈R: ð6Þ

Figure 2 illustrates the applicable processing procedure at
the fog node i for the incoming request, where this procedure
is based on satisfying the feasibility conditions.

3.2.2 Cloud server computing

The fog node can forward the infeasible request to the cloud.
The cloud is considered a good option for the intensive com-
putation request because the cloud servers provide a strong
computation capability which leads to a low processing delay.
However, This OLD is time-consuming because of the far
distance between the fog node and the cloud as well as the
bandwidth-constrained of the Internet; subsequently, this de-
lay increases the response time of the offloaded request, par-
ticularly the delay-sensitive request. Therefore, to overcome
the backbone delay, we propose that the SDN switch network
can be connected with the cloud servers through a high-speed
fiber link with a sufficiently large capacity [38, 39]. To calcu-
late the average response time, the M/M/n queuing model is
employed to characterize the cloud server, where n stands for
the number of the virtual machines. For simplicity and without
loss of generality, we assume that each of the virtual machines
has the same service rate μN

j , thus the average delay of the

infeasible request at the cloud server includes the queuing
delay and the processing delay,

tcj ¼
C n; ρð Þ
nμN

j −Δ
N
j

� � þ 1

μN
j
; ð7Þ

where ΔN
j ¼ ∑i∈F∑

r∈R
L
r
λ f
i þMIPSNothers

and C n; ρð Þ ¼
nρð Þn
n!

� �
1

1−ρð Þ
∑n−1
k¼0

nρð Þk
k! þ nρð Þn

n!

� �
1

1−ρð Þ :
C(n, ρ) denotes the Erlang’s C formula [37] and

ρ ¼ ΔN
j = nμN

j

� �
is the occupation rate per virtual machine.

Intuitively, the cloud server is faster than the fog node [24]; as
a result, the processing delay at the cloud server will be less.
To calculate the average network delay, namely, a delay from
the SDN switches network to all the connected computing
nodes directly (one hop) or indirectly across the multiple-
hop, the SDN controller can use Dijkstra’s algorithm. In this
paper, the average network delay t includes the number of
network hop and the communication delay τ (propagation
and transmission delay). So, the average network delay be-
tween the fog node i and the cloud server j can be formulated
as:

ti; j ¼ hi τ i;sw þ x j τ sw; j ð8Þ

Where hi and xj stand for the hops count from the fog node i to
the SDN switches network and from the SDN switches net-
work to the cloud server j, respectively. Also τi, sw and τsw, j
denote the communication delay from the fog node i to the
SDN switches network, and from the SDN switches network
to the cloud server j, respectively. Therefore, for simplicity but
without loss of generality, we assume that the transmission
link in terms of the distance segment and the bandwidth ca-
pacity between the computing resources is constant; thus, Eq.
(8) will be updated as follows:

ti; j ¼ hi þ x j
� �

τ ; ð9Þ

Fig. 2 The processing procedure
of the fog node

Peer-to-Peer Netw. Appl.



Finally, the average response time for the infeasible request
r from the fog node i at the cloud server j is given by:

TN

i;r

� �
; j
¼ hi þ x j

� �
τ þ C n; ρð Þ

nμN
j −Δ

N
j

� � þ 1

μN
j

: ð10Þ

3.2.3 Vehicular fog computing

Generally, in the VANETs, any node has communication,
computation, and storage resources which can become a fog
node [15]. Therefore, the VFC (parked and moving vehicles)
architecture is designed [16] to support high computation and
communication service for vehicular applications; As such,
both parked and moving vehicles can be used as fog nodes.
This computing resource model can be exploited as a cost-
based OLD, where the underutilized or unused resources of
these vehicles are abundant enough to execute big computa-
tion requests. In this paper, the two types of VFC have been
utilized as a computing OLD.

& Parked fog node

The parked vehicles spend a long time in the parking lot,
whereas their processing resources are idle. Besides, they have
a stable communication channel with the access point because
they have a fixed position in the parking [40]. Therefore, we
can use these resources with a rechargeable battery [16] to
process and transfer high computation requests.

Here, we assume there is a parking lot P which can be
seen as a cluster composed of a set of parked fog nodes
under the responsible one access point. Therefore, it is
proper to model each parked fog node k as M/M/1 queuing
model. Due to diverse models and types of the parked
vehicles, each parked fog node has a specified service rate
μP
k .The access point transmits the status information of the

cluster which includes the available resource, unit cost, and
the communication delay to the SDN switches network.
Based on this information, the central controller assigns
each infeasible request to the suitable OLD. The selected
parked fog node k should satisfy the minimum average
response time in terms of less queuing delay, the average
network delay (low hop count) with an acceptable process-
ing cost. The average delay at the parked fog node k to
complete the infeasible request is given by:

tPk ¼ 1

μP
k − ΔP

k

; ð11Þ

where ΔP
k ¼ ∑i∈F∑

r∈R
L
r
λ f
i þMIPSNothers

Similarly, we can infer the average network delay ti, k from
the fog node i to the parked fog node k, in which the hop count
to the SDN switches network is described by yk; therefore, the
average network delay is given by:

ti;k ¼ hi þ ykð Þ τ ; ð12Þ

Thus, the average response time for the infeasible request r
from the fog node i at the parked fog node k will be:

TP

i;r

� �
;k
¼ hi þ ykð Þ τ þ 1

μP
k − ΔP

k

� � : ð13Þ

& Mobile fog node

The moving vehicles (fixed trajectory buses) are another
computing OLD which can be utilized to process the in-
feasible request, where the mobile fog nodes (moving ve-
hicles) provide their computing services on-demand with
an efficient cost [41] via an access point for the surround-
ing vehicles or the fog nodes. Initially, we propose there is
a set M of mobile fog nodes that have daily mobility on a
fixed route with a constant speed [31] and there is an ac-
cess point installed at the route to provide the wireless
access service within a transmission range. The mobile
fog nodes have registered their resources, attributes, and
the unit cost per resource at the access point. All the infor-
mation on the mobile fog nodes is updated periodically
whenever they move close to the access point .
Additionally, the access point caches such information in
a vehicle table which contains the ID (vehicle number), the
available resources (free servers), and the unit cost. When a
mobile fog node l located at the position has a high cov-
erage level, it transmits a beacon packet to the access point
for activating this tuple of information. The access point
delivers this information of the current mobile fog nodes
periodically to the central controller through the SDN
switches network, thus the controller obtains complete
knowledge about all the available resources in the network
and selects the optimal OLD to process the infeasible re-
quest. The access point can estimate the connection life-
time ϕl with the mobile fog node l [21], where the mobile
fog node l should satisfy the processing requirement and
has the connection lifetime ϕl greater than the deadline
δ i;rð Þ and the average response time TM

i;rð Þ;l of the infeasible
request at the mobile fog node l . So, this constrain can
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distinguish between the mobile and the parked fog nodes
which are static. To calculate the average delay tMl of the
infeasible request at the mobile fog node l, we have to
formulate this computing resource according to M/M/m/
m queue model (m servers, no waiting). This model is
suitable for this computing resource because each moving
vehicle has a variant connection lifetime with the access
point, thereby, buffering (queuing) the request will be use-
less after moving far from the transmission range of the
access point. In this model, the incoming request is not
permitted to enter the system when all the servers are busy
and blocked with the probability Pb . To avoid that, we
assume the mobile fog nodes send their available resources
(free servers) to the access point when they enter its trans-
mission range, thus the blocking probability will be zero.
Consequently, the average delay of the infeasible request at
the mobile fog node l that has a service rate μM

l will be:

tMl ¼ 1

μM
l

; ð14Þ

Also, the average network delay from the fog node i to the
mobile fog node l will be:

ti;l ¼ hi þ zlð Þ τ ; ð15Þ

where, zl denotes the hop count from the mobile fog node l to
the SDN switches network. Finally, the average response time
for the infeasible request r from the fog node i at the mobile
fog node l could be formulated as below:

TM

i;r

� �
;l
¼ hi þ zlð Þ τ þ 1

μM
l

: ð16Þ

3.3 Average processing cost model

The user has to pay for the fog node, the cloud servers
[30], and the VFC [16] when he or she uses their re-
sources. That means, whenever the fog node performs
an infeasible request on another OLD, there are cost util-
ities associated with the offloaded requests. The average
offloading cost includes the processing and communica-
tion cost; yet, in this paper, we considered only the cost
associated with using the processing resource [11, 31]
without the communication cost [30, 31]. Therefore, we
will model the average processing cost for the infeasible
request at the fog node as well as the OLDs; afterward,
we compared them. We assume that the unit cost per
MIPS (Millions of instructions per second) for the fog
node i is Ci, thereby the average processing cost at the
fog node is given by:

CF

i;r

� � ¼ Ci L
r
λ f
i ; ð17Þ

The VFC has a low cost in terms of infrastructure and
application deployment [42]; therefore, intuitively the
processing cost at the VFC will be relatively less com-
pared with the cloud servers or other fog nodes.
Generally, the processing cost at the park and the mobile
fog nodes is different and is determined by the providers
and the locations. To model the average processing cost
of the infeasible request on each one of these OLDs, we
assume that the unit cost per MIPS for the cloud server,
the parked, and the mobile fog nodes are Cj, Ck and Cl,
respectively. In the same manner, the average processing
cost at each of the OLD is given by:

CN

i;r

� �
; j
¼ C j L

r
λ f
i ; ð18Þ

CP

i;r

� �
;k
¼ Ck L

r
λ f
i ; ð19Þ

CM

i;r

� �
;l
¼ Cl L

r
λ f
i : ð20Þ

3.4 Problem formulation

In this paper, the SDN controller on behalf of the fog node will
select the optimal OLD by comparing the required deadline of
the infeasible request with an average response time of each
available OLD; to do so, we define a new optimization param-
eter named the stretch time S which is the available difference
time between them, where the stretch time for each OLD is
given by:

SN
i;r

� �
; j
¼ δ

i;r

� �−TN

i;r

� �
; j

; ð21Þ

SP
i;r

� �
;k
¼ δ

i;r

� �−TP

i;r

� �
;k

; ð22Þ

SM
i;r

� �
;l
¼ δ

i;r

� �−TM

i;r

� �
;l

; ð23Þ

Therefore, the selection decision problem is formulated as
a Binary-Linear Programming and the objective function can
be defined as follows:
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Ο i; r
� �

¼ argmax
j;k;l

∑
j∈N

α jSN
i;r

� �
; j
þ ∑

k∈P
βk S

P

i;r
� �

;k
þ ∑

l∈M
γl S

M

i;r
� �

;l

0
@

1
A

s:t:C1 : α j;βk ; γl∈ 0; 1f g; ∀ j∈N ; k∈P; l∈M;

C2 : ∑
j∈N

α j þ ∑
k∈P

βk þ ∑
l∈M

γl ¼ 1;

∀ j∈N ; k∈P; l∈M;

C3 : ∑
j∈N

α j TN

i;r
� �

; j
þ ∑

k∈P
βk T

P

i;r
� �

;k
þ ∑

l∈M
γl T

M

i;r
� �

;l
≤δ

i;r
� �;

∀i∈F;∀r∈R;

C4 : ∑
j∈N

α j CN

i;r
� �

; j
þ ∑

k∈P
βk C

P

i;r
� �

;k
þ ∑

l∈M
γlC

M

i;r
� �

;l
≤CF

i;r
� �;

∀i∈F;∀r∈R;

C5 : 0≤ΔN
j ≤μ

N
j ; ∀ j∈N ;

C6 : 0≤ΔP
k ≤ μP

k ; ∀ k∈P;

C7 : TM

i;r
� �

;l
≤δ

i;r
� �≤ϕl; ∀ l∈M;

C8 : SN
i;r

� �
; j
; SP

i;r
� �

;k
; SM

i;r
� �

;l
≥0:

ð24Þ

where the objective function Ο i; rð Þ can be translated as
selecting the index (j, k, l ) of the OLD that has the maximum
stretch time S for processing the infeasible request r of the fog
node i. C1 and C2make sure that among αj, βk and γl, one and
only one of them is one at any time; C3 is ensuring each
infeasible request which should be performed before the dead-
line; C4 is to guarantee the average processing cost of the
infeasible requests at each OLD as much as possible which
should not exceed the average processing cost at the fog node;
C5 and C6 are to ensure the required service rate for the arrival
rate of the instructions for the infeasible requests should not
exceed the service rate of the OLD; C7 ensures that the aver-
age response time and the connection duration of the mobile
fog node should meet the needed deadline for the infeasible
request; At last, C8 is the non-negative constraint on the
stretch time parameter of each OLD. The mathematical model
is solved using the CPLEX software and two examples are
implemented to explain how this model works.

Example 1 This example examines the efficiency of this model
in optimizing the selection decision, where the fog node was
identified by the id number (ID) 55, service rate of 200 MIPS,
and 0.2 s communication delay to the SDN switch network.
The infeasible request has a deadline of 2.4 s, the arrival rate of
instructions of 1500MIPS, and the average processing cost of
2 unit costs. The data of the related OLDs is tabulated in
Table 3. The execution time of the mathematical model at
the CPLEXwas 0.33 s and the objective function is optimized

via selecting the optimal OLD for this fog node, which is a
mobile fog node (701id) with an average response time equal
to 0.3 microseconds and an average processing cost equal to
1.5 unit costs.

Example 2 In this example, some parameter values of the
OLDs have been changed while being observed to know
how they can affect the selection decision. The fog node was
identified by the id number 55, a processing capability of
200MIPS, and 0.2 s communication delay to the SDN switch
network. The fog node offloads the infeasible request that has
2.4 s deadline, 1000 MIPS an arrival rate of instructions, and
1.5 average processing costs. The data of the related OLDs is
presented in Table 4. The execution time of the mathematical
model at the CPLEX is 0.37 s. So, the optimal OLD is a
parked fog node (650 id) which has the maximum stretch time
(minimum average response time) equal to 1.1 microseconds
and the average processing cost equal to 1 unit cost.

4 SDN-based offloading policy

This policy is proposed to improve the offloading selection
decision process by selecting the optimal OLD and guarantee
the required deadline of the infeasible request as well as the
average processing cost for the fog node, where the fog node
can benefit from the powerful centralized feature of the SDN
controller that has the global conditions of all the computing
resources. As illustrated in Fig. 3, the application plane of the
SDN controller contains two modules, which are the OLD
information collectionmodule and theOLD selection decision
module. The former is responsible for collecting the informa-
tion about the OLDs which are updated periodically, where
each one of them sends the information to the controller (OLD
information collection module) about its status including the
ID node, the average waiting time, the communication delay,
the processing capability, and the unit cost through the SDN
switches network. The OLDs have been stored in form of a

Table 3 The related data of Example 1

OLD ID Queuing delay Comm. delay Service rate Cost

Cloud server 100 0.5 0.9 6000 0.3

Cloud server 200 0.6 0.5 7000 0.6

Cloud server 300 9.8 3.5 8000 0.8

Parked fog 450 0.2 0.3 4000 0.004

Parked fog 550 0.2 2.8 3000 0.03

Parked fog 650 0.1 0.4 2000 0.08

Mobile fog1 701 x 0.1 2000 0.001

Mobile fog 801 x 0.4 3000 0.002

1Optimal OLD of example 1
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table and ordered according to the smallest average waiting
time. The latter is responsible for processing the infeasible
request that is received from the OLD information collection
module which will be through selecting the optimal OLD
from the stored table then returning the ID node to the corre-
sponding SDN switch.

First of all, the fog node sends the infeasible request to the
SDN switch that stores the requested data then sends an en-

capsulated message (reactive mode) to the controller (OLD
information module). This message contains essential infor-
mation about the infeasible request such as the deadline, the
arrival rate instructions, and the average processing cost. The
controller schedules the received messages of the SDN
switches based on the minimum deadline. Following that,
the controller calculates the average response time and the
average processing cost for the infeasible request at each
available OLD. Afterward, it compares themwith the deadline
via calculating the stretch time (S) only for the OLD that has
the average response time less than the deadline of the infea-
sible request and the average processing cost less than the
specified average processing cost of the fog node, whereas
the others that have a big value will be excluded. After a while,
the optimal OLD that satisfied the requirements of the fog
node will be chosen. Subsequently, the ID of the selected
OLD in the form entry flow table is directed to the correspond-
ing SDN switch which will forward the data of the infeasible
request to the selected OLD. Finally, the result of the infeasi-
ble request after processing will be sent back to the corre-
sponding fog node via this SDN switch. Algorithm 1 is the
pseudo-code of the proposed offloading policy.

5 Performance evaluation

Simulation results and performance evaluations are presented
in this section. First, we describe the simulation environment
setting and a greedy offloading policy. Then, we evaluate the
performance of the proposed offloading policy against this
greedy and the SVMEC offloading policy [31]. SVMEC
was proposed to expand the capacity of the MEC by renting
resources from a remote cloud and vehicular cloud, thus pro-
cess its offloading tasks. After that, the evaluation results in
terms of some metrics have been presented and discussed in
different scenarios for these policies.

5.1 Simulation setup

In this paper, the simulation results were obtained by using the
MATLAB environment [43], and the proposed architecture
was utilized for these policies. The network consists of 5 hy-
brid SDN switches that can operate as the SDN switches with
a controller for conducting the proposed offloading policy or
traditional switches without a controller for conducting other
policies. The parameters used in the simulation are given in
Table 5.

5.2 Greedy offloading policy

A greedy algorithm is an algorithmic paradigm that follows
the problem-solving approach of making a locally optimal
choice at each stage with the hope of finding a global
optimum. In other words, it is local optimization and does
not provide a globally optimum solution. This approach
does not intend to find the best solution, but it terminates
in a reasonable number of steps; finding an optimal solu-
tion to such a complex problem typically requires many
unreasonable steps [44–46]. Greedy algorithms mostly
(but not always) fail to find the globally optimal solution
because they usually do not operate exhaustively on all the
data like dynamic programming. Nevertheless, they are

Table 4 The related data of Example 2

OLD ID Queuing delay Comm. delay Service rate Cost

Cloud server 100 10.5 10.9 5000 0.1

Cloud server 200 0.5 1.5 7000 0.2

Cloud server 300 9.8 3.5 8000 0.5

Parked fog 450 0.2 0.3 2000 0.002

Parked fog 550 0.2 2.8 1000 0.009

Parked fog1 650 0.1 0.9 2000 0.001

Mobile fog 701 x 5.2 3000 0.001

Mobile fog 801 x 6.3 3500 0.007

1Optimal OLD of example 2
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simple, easy to implement, and run fast as well as giving a
good approximation to the optimum.

A greedy offloading policy for our problem goes as fol-
lows: At each offloading stage, the fog node broadcasts a
query message about the node ID, the network delay, the
waiting time, and the unit cost to all the OLDs in the network.
Then, it waits for a certain time to receive a response from the
nearby OLDs. After receiving the above information, the fog
node calculates the ratio of the average response time and the
average processing cost for the infeasible request at each
OLD. The average response time here includes the network
delay and the waiting time without the processing delay.
Then, the fog node arranges them in an ascending order based
on a minimum ratio. Afterward, the fog node selects each one
to compare it with the deadline and the average processing
cost ratio, in which the numerator and denominator satisfy
the comparison. Whenever there is more than one OLDs with

the same ratio, the fog node gives a high priority for the lower
response time with sacrificing the average processing cost.
Finally, the data of the infeasible request will be offloaded
by the fog node to the selected OLD to attain the result.
Consequently, waiting until getting a response from the avail-
able OLDs as well as recalculating the required information to
select the optimal OLD adds an overhead time to the fog node.
Besides, increasing the number of OLDs extends the operat-
ing time complexity, thus degrading the performance of the
offloading process in terms of the average response time.

5.3 Performance metrics

5.3.1 Average response time

Figure 4 shows the average response time of the infeasible
request in three policies for different arrival rate instructions.

Table 5 Simulation parameters
Parameters Values

Number of fog nodes 4

Number of cloud servers 5, 7, 10

Number of parked fog nodes 5, 7, 10

Number of mobile fog nodes 5, 7, 10

Number of OLDs 5 – 30

Arrival rate instructions Lr λ
f
i

� �
2000 12,000 MIPS

Deadline of infeasible request δ i;rð Þ
� �

5 25 s

Average processing cost of fog node (CF
i;rð ÞÞ 5, 10 (unit cost)

Fig. 3 The application plane of
the SDN controller
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Here an infeasible request has been used with a deadline of 5 s
and an average processing cost of 10 unit cost per MIPS at the
fog node. As seen, the proposed policy has a lower average
response time compared to other policies when the arrival rate
instructions of infeasible requests are increased. The reason is
that our proposed tends to get a maximum processing resource
capability among all the OLDs with an acceptable average
processing cost to lower the processing delay, thus reducing
the average response time. The SVMEC policy has a higher
average response time because it utilizes the sum of weighted
parameters of the response time and resource cost for selecting
the OLD, therefore SVMEC sometimes prefers the cost on the
response time through these parameters. The greedy policy
has the worst average response time. The reason is that it does
not consider the capability processing of the selected OLDs
that may have a value less than the required computing of the
infeasible request. Thus, this can add a long processing delay.

5.3.2 Meeting the deadline

The meeting deadline in terms of the stretch time in both
policies (proposed and greedy offloading policy) with differ-
ent deadline values has been presented in Fig. 5. The arrival
rate instructions of the infeasible request and the average

processing cost of the fog node that used here are 5000
MIPS and 10 unit cost per MIPS, respectively. From Fig. 5,
it is observed that the meeting deadline for both policies in-
crease linearly and tend to meet the deadline even if the dead-
line is high. At the same time, it is observed that the meeting
deadline in the proposed policy is higher than the greedy pol-
icy, which means the selected average response time for the
latter is less than the average response time for the former. The
reason is that the selection decision of the proposed policy
considers the average response time as an objective and the
average processing cost as a constraint. Whereas the selection
decision of the greedy policy considers the result of the ratio
(average response time and average processing cost) as an
objective, thus they are affected by each other value.

5.3.3 Average processing cost

Figure 6 explains the relation between the deadline of the
infeasible request and the acceptable average processing cost.
The deadlines that are used here are 5, 10, 15, 20, and 25 s and
the arrival rate instructions of the infeasible request are 5000
MIPS. From Fig. 6, it can be seen that the proposed policy
tends to get a lower average processing cost among the OLDs
when the deadline of the infeasible request is high. As a result,
the proposed policy takes into account the compatibility be-
tween the required deadline of the infeasible request and the
satisfactory average processing cost of the fog node. Whereas
the greedy policy has no difference between the high or low
deadline and it tends to be constant at a lower average pro-
cessing cost value.

5.3.4 Reliability of response

Figure 7 illustrates the performance of the proposed policy
through the reliability of the response of the OLDs. In
other words, it has been investigated in the number of

Fig. 4 The average response time

Fig. 5 The meeting deadline Fig. 6 The average processing cost
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OLDs that satisfy the deadline and the average processing
cost. The reliability of the response can be concluded by
calculating the ratio of the number of the OLDs satisfying
the requirement of the infeasible requests to the total num-
ber of the available OLDs in the network. In this scenario,
the number of OLDs has ranged from 5 to 25 which are
selected randomly in their numbers. Moreover, the dead-
line, average processing cost, and the arrival rate of in-
structions of infeasible request are 10 s, 10 unit cost per
MIPS, and 5000 MIPS, respectively.

From Fig. 7, it can be seen that by increasing the num-
ber of the OLD, the reliability of the response for these
policies declines, but at each point, the reliability of the
response for the proposed policy is the best. That is, the
proposed policy can increase the processing chance of the
infeasible request by increasing the number of the selected
OLDs. Conversely, the SVMEC policy considers only the
cloud and a limited number of mobile fog nodes as an
OLD, where some times many of the mobile fog nodes
do not satisfy the SVMEC offloading condition which is
connection duration with the fog node. As a result, the
reliability of the response will be down. The same thing
for the greedy policy which selects a few numbers of the
OLDs based on its local information.

5.3.5 Scalability

To evaluate the scalability of the proposed policy, we com-
pare its run time with the SVMEC and greedy offloading
policy for different numbers of OLDs. All other parameters
are initialized as the previous metric. As shown in Fig. 8
the run time of the proposed policy and SVMEC are unre-
lated to the number of the OLDs, whereas the greedy
policy’s run time is almost exponential to the increasing
number of the OLDs. Also, we can see our proposed is the
best for some reasons that are: in the SVMEC, the solution
of the problem consists of two dependent sub-solutions

which are resource allocation and OLD selection. The for-
mer sub-solution can take a long time with an increasing
number of OLDs that make the run time is bigger than our
proposed. In the greedy, the fog node takes a long time to
select the suitable OLD. This time includes the waiting
time to get a response of the OLDs and recalculating time
for the required information, after that the optimal OLD
will be selected. Conversely, our proposed utilizes the
global network status information, which can reduce the
time that is used to select a suitable OLD.

6 Conclusions

In this paper, a new hybrid offloading architecture was
introduced for fog-vehicular networks to increase the pro-
cessing chance of the offloaded requests. The VFCs
(parked and moving vehicles) have been joined to be an
OLD, in which the VFCs offer their underutilized re-
sources on-demand with an effective cost. Moreover, a
new offloading policy based on the SDN was proposed to
make a correct offloading decision on behalf of the fog
node to select the optimal OLD which meets the deadline
of the offloaded request and the average processing cost of
the fog node. Also, it helps to reduce the burden of the fog
node regarding the aware topology and the status of the
OLDs in the network. The simulation results proved that
the proposed offloading policy exceeds the SVMEC and
greedy offloading policy in many metrics and it is more
suitable for a high computation request with a low deadline
in the fog-vehicular network.
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