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1. Input: RequestFromDUs,
2. requests=Receive RequestFromDUs ();

3. while (requests ? null ) do for each request
4. Send_ EncryptedAccessPolicy(request DU); // The CSP sends the
encrypted access policy back to DU

5. success— request. DU .Decrypt_accessPolicy (DU .secrect key);

6. if (success=—true) then

7. if (request DU.Satisfy_Policy(request DU attributes)) then

8. if (request. DU.trust>= trust_thresh)) then

9. request. DU.Receive PartiallyEncryptedDataOPES()
10. request DU.Decrypt_PartiallyEncryptedDataOPES(request. DU.secondSecretK

ey):

11. addToLog file(request):

12. if (Detection_SecretKeyLeakage()==true) then
13. DecreaseTrust(request DU);

14. end if

15. else

16. Revoke(DU):

17. end if

18. else

19. Request_ignore(request);

20. DecreaseTrust(request.DU);

21. end if

22.  else

23. Request_ignore(request);

24, endif

25. end while
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