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Abstract
Purpose – The purpose of this study is to empirically evaluate the potential of the blockchain technology in
tourism. The blockchain technology (BCT) holds potential to contribute significantly to tourism policy and
practice. Academic interest in the BCT is rapidly growing with studies looking at the opportunities and
challenges of its application. The shortcoming of research on the BCT in tourism has however been in its
conceptual nature. The lack of empirical investigations hinders an understanding of how the BCT can be
more broadly adopted in tourism, especially from the viewpoint of minimizing its risks.
Design/methodology/approach – The initial screening of the opportunities, challenges and risks is
undertaken via a systematic literature review. The Delphi study is subsequently applied to empirically
confirm what opportunities, challenges and risks can be attributed to the BCT use in tourism. Twelve
industry and academic experts have contributed to the Delphi study.
Findings – The risks identified have been categorized as societal, technical, financial and legal. Propositions
have beenmade on how these risks can, at least partially, be overcome.
Originality/value – To the best of the authors’ knowledge, it is the first known attempt to study the BCT
from the perspective of academic and industry experts. This research is also one of the first to evaluate the
risks of the BCT use in tourism. Most risks are identified as not critical and can be addressed as the BCT
develops.

Keywords Blockchain technology, Distributed ledger, Cryptocurrencies, Delphi,
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技术评估在旅游业中应用区块链技术的机遇、挑战和风险：德尔菲研究方法

摘要

摘要 – 研究目的 – 区块链技术（BCT）具有为旅游政策和实践做出重大贡献的潜力。随着研究着眼
于其应用的机遇和挑战,对 BCT的学术兴趣正在迅速增长。然而,旅游业中 BCT研究的不足之处在于
其概念性。缺乏实证研究阻碍了对如何在旅游业中更广泛地采用 BCT 的理解, 特别是从最小化其风
险的角度来看。这项研究代表了第一次从学术和行业专家的角度实证评估 BCT 在旅游业中的潜力的
已知尝试。

研究设计/方法/途径 – 机会、挑战和风险的初步筛选是通过系统的文献回顾进行的。德尔菲研究法
随后被应用于实证确认哪些机会、挑战和风险可归因于 BCT 在旅游业中的使用。 12 位行业和学术
专家是德尔菲研究法的主要贡献人员。
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研究发现 – 已识别的风险分为社会、技术、财务和法律。研究就如何至少部分地克服这些风险提出
了建议。

研究原创性 – 从学术和行业专家的角度研究BCT是已知的第一次尝试。该研究也是最早评估 BCT
在旅游中使用风险的研究之一。大多数风险被确定为不重要的,可以随着 BCT的发展而得到解决。

关键词 区块链技术、分布式账本、加密货币、德尔菲调查法、基于区块链的旅游

文章类型 研究型论文

1. Introduction
The blockchain technology (BCT) originated in 2008 with the paper “Bitcoin: A Peer-to-Peer
Electronic Cash System” published by Satoshi Nakamoto (a name for an individual or a
group). The paper introduced electronic cash transfers performed without third-party
control, such as a bank or a banking society (Crosby et al., 2016; Nofer et al., 2017).
Subsequently, an open-source application was designed for electronic cash transfers and
this application was named the bitcoin. Any user of the bitcoin could join the BCT network
(Crosby et al., 2016).

According to Crosby et al. (2016), “A blockchain is essentially a distributed database of
records, or public ledger of all transactions or digital events that have been executed and
shared among participating parties”. This implies absence of centralized control by trusted
third parties which are replaced in the BCT with a consensus reached between all
participants.

The BCT has gone through three stages in its development: Blockchain 1.0 represents the
cryptocurrency application of the BCT (Swan, 2015). Blockchain 2.0 enables the use of smart
contracts and extends the scope of the BCT use towards various economic activities, such as
health, science and art (Bashir, 2017; Swan, 2015). Blockchain 3.0 advocates the BCT use
beyond cash transactions, especially for non-financial purposes (Bashir, 2017). This partially
explains why Blockchain 3.0 holds the largest potential for use in tourism and hospitality
management (Bashir, 2017; Önder and Gunter, 2020).

The BCT in tourism can be harnessed for designing customer rating and review systems,
increasing trust, using alternative payment methods and removing intermediaries (Önder
and Treiblmaier, 2018). The BCT can transform tourism by removing fake reviews and
increasing transparency, eliminating the middlemen, adding more security to transactions,
improving the relationship between hosts and guests and assisting in supply chain
management (Filimonau and Naumova, 2019). Payment via cryptocurrencies can facilitate
currency exchange at a better rate and solve problems related to the dependency on the
locals (Kwok and Koh, 2019; Polasik et al., 2015; Tkatchuk, 2018; Williams, 2017).

There are known cryptocurrencies including Bitcoin, Ethereum, Ripple, Litecoin and
Binance (Mnif et al., 2020). Payments via cryptocurrencies by removing intermediaries make
hospitality and tourism transactions (such as travel bookings) cheaper and more secure.
This is particularly important when payment is made to the organizations located in the
overseas as direct payments can eliminate transaction charges. Organizations which offer
and accept payments in cryptocurrency are located all over the world (Alternative Airlines,
2020; Barkel et al., 2021).

The cryptocurrency market has been affected positively by COVID-19 (Mnif et al., 2020),
and people’s interest on cryptocurrency has increased (Ryan, 2022). From the perspective of
tourism and hospitality operators, smart contracts and distributed ledgers can decrease
costs and increase business profitability (Turkay et al., 2019). Recently, the use of the BCT
has been extended to medical tourism (Balasubramanian et al., 2022; Tyan et al., 2021; Shen
and Bai, 2020).
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The “diffusion of innovation” theory can explain the BCT use in tourism (Diffusion of
Innovation Theory, 1996; Rodger et al., 1996; Rogers, 2003). According to this theory, the
innovation will spread in a social system of the population over time. All people will not
adopt a technology at the same time; some will adopt it earlier than others. Rogers
highlights five categories of adopters, i.e. innovators (people who like innovation and
usually accept its risks and tend to be the first trying innovations), early adopters (opinion
leaders who lead on innovation adoption), early majority (people who need to understand
how innovation works before adopting it), late majority (people who are sceptical towards
innovation, and adopt it after it has been tried by the majority) and laggards (people who are
very conservative towards innovation). Currently, it is argued, the BCT may have been
adopted in tourism by innovators and possibly early adopters.

Although studies have discussed the prospects of the BCT application in tourism (Kwok
and Koh, 2019; Ozdemir et al., 2019; Pilkington et al., 2017), research lacks an element of
empirical investigation as most studies are either conceptual or represented by opinion
pieces. Past research has tended to focus on the opportunities of the BCT use in tourism but
ignored prospective risks of the BCT application. Maguire et al. (2018) argue that:

[. . .] as a new technology, blockchain brings with it specific risks not relevant to other IT systems.
Not factoring blockchain-specific risks into the technology assessment can easily leave companies
open to security breaches.

This statement suggests that research should strive to evaluate risks of the BCT use and
highlight these risks to potential users. This is because a better understanding of risks can
prompt the design of countermeasures that can aid in reducing the negative effect of risk
occurrence. For example, Bitcoin is sensitive to (deliberate or accidental) actions of
celebrities. For example, a story reported in mass media can be mentioned whereby Elon
Musk ruined the value of the Bitcoin by a single tweet in which he claimed, jokingly, that he
fell in love with this cryptocurrency (Browne, 2021). Research should be underpinned by
empirical investigation as conceptual works, despite their undeniable value, can be
categorized as subjective.

This study adds to the literature on the BCT use in tourism with an empirical
investigation of its opportunities, challenges and risks. To this end, the study adopts a
method of expert opinion, i.e. a Delphi technique, to answer the following research question:
What are the potential opportunities, challenges and risks of using the BCT in tourism and
what risks can be classed as most critical?Application of the Delphi method offers the benefit
of balanced expert judgment about an under-studied subject and provides scope for
examining conceptual matters empirically. The findings of this study can encourage the use
of the BCT in the tourism industry and increase the chance of BCT acceptance by users.
There are user acceptance theories in the information system domain that endeavour to
model user technology acceptance in this regard (Taherdoost, 2018). This current study
opens doors to such theories for their application in the domain of tourism and the BCT
usage. The next section sets the background to this study.

2. Literature review
The field of research on the BCT application in tourism has grown recently, but the number
of studies remains small. To evaluate the progress made in academic research on the BCT
use in tourism, a systematic literature review was conducted. The literature was searched
via the Scopus database. Scopus was used because it is the largest citation database
covering more than 21,500 peer-reviewed journals (Kolle et al., 2018). The following
keywords were used in the search:
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(TITLE-ABS-KEY(Tourism) AND TITLE-ABS-KEY(“blockchain”)) OR (TITLE-ABS-
KEY(travel) AND TITLE-ABS-KEY(“blockchain”)) OR (TITLE-ABS-KEY(Hospitality)
AND TITLE-ABS-KEY(“blockchain”)) OR (TITLE-ABS-KEY(Leisure) AND TITLE-ABS-
KEY(“blockchain”))

The search was undertaken in January 2020. There was no limitation on the publication
date and type, and the searched keywords provided 151 results. Two researchers analysed
the results by reviewing the title and abstract of each paper, with 34 papers selected for
further analysis. The studies were selected on the following grounds:

� the main theme is tourism/hospitality and the BCT;
� published in peer-reviewed journals or proceedings; and
� written in English.

The studies were carefully evaluated, and Appendix 1 presents the evaluation results.
Most studies are represented by conceptual papers aiming to explain what the BCT is

about and elaborate on the value the BCT can add to tourism and hospitality management
and practice. Some studies promote technical solutions that could be harnessed for the BCT
use in the tourism sector (Arif et al., 2020; Jia-lan et al., 2019). The review of available
research shows that the body of knowledge on the BCT application in tourism is yet in early
stages of development. According to the “diffusion of innovation” theory (Rogers, 2003),
limited scholarly interest implies that speed at which the BCT ideas spread through global
academic and professional tourism communities remains slow. This is concerning as the
diffusion of any technology is driven by so-called early adopters represented by a small
group of open-minded, often adventurous, innovators (Strebinger and Treiblmaier, 2022).
For example, as Stankov and Filimonau (2019) argue, tourism and hospitality businesses
that first uptake novel technologies can set the trends for the rest of the industry to follow.
However, one of the key reasons why tourism and hospitality businesses are reluctant to
adopt new technologies early is their lack of understanding of various enablers and
inhibitors of innovations (Sharma et al., 2021). This highlights the need for more scholarly
investigations of the BCT focusing on the opportunities, challenges and risks of this
technology’s adoption in tourism.

Some studies have been concerned with the challenges of the BCT use in tourism.
Drawing on the literature review, Kwok and Koh pinpointed such challenges as (insufficient)
readiness of customers and the market. This was linked to the level of tourist knowledge
whereby technology-savvy tourists and industry professionals were considered more
suitable for the BCT adoption, but they formed only a small fraction of the population, not
all tourists (2019). The literature highlighted that political issues could influence the use of
cryptocurrencies (Kwok and Koh, 2019). There were also concerns about tax regulation,
volatility of cryptocurrency value and availability of a wide range of cryptocurrencies and
adoption of them (Kwok and Koh, 2019). There were security and privacy concerns for the
BCT use. Energy consumption is another issue (Kwok and Koh, 2019). Filimonau and
Naumova (2019) discussed such issues of the BCT use as limited consumer and business
awareness of the BCT and the lack of trust in its potential but also restricted technological
uptake, high costs, immature regulation and problems related to the speed of transactions.
More recent studies have supported the previous discussion with further secondary
evidence (Cheriyan and Tamilarasi, 2021; Önder and Gunter, 2020; Tyan et al., 2020).

The BCT challenges highlighted in the literature can risk the adoption of the BCT by the
tourism industry. This emphasizes the need to better understand what risks are attributed
to the BCT use in tourism, how these risks can be evaluated and what measures can be put
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in place to reduce their occurrence. Research on this topic is however limited. A notable
exception is represented by the study by Nam et al. (2019) which focused on possible risks of
the BCT use in tourism. They numerated such BCT risks as (in)security, (in)efficiency, cost,
energy consumption, (un)scalability, lack of knowledge and understanding, existence of
inaccurate information, survival between dominant and new coins, and increasing number
of BCT intermediaries (Nam et al., 2019). While this study should be considered pioneering
in this regard, it is based on a literature review and the risks identified in the literature have
not been validated empirically. The same shortcoming applies to the study by Turkay et al.
(2019) who discussed such risks as security and privacy issues, the lack of widespread
validation, regulation problems and possible prohibition of digital currencies.

To summarize, potential risks of the BCT use in tourism are empirically under-studied.
Evidence from the domains outside tourism suggests that the BCT can pose significant risks
to the industries, thus calling for a better understanding of these risks and countermeasures
to reduce their occurrence (Lu et al., 2019; Swan, 2015). Some studies have outlined potential
risks of the BCT use without considering the tourism sector. Lu et al. (2019), by drawing on
available studies (Cao, 2017; Lindman et al., 2017; Surujnath, 2017; Walch, 2015), have
enumerated three types of the BCT risks in the oil and gas industry, including operational
risks (emerged due to technical and social problems), cyber risks (emerged due to security
flaws and design problems) and legal risks (illegal actions) (Lu et al., 2019). Yeoh Peter (2017)
has highlighted the regulatory issues and the related risk of the BCT use, for example. All
these risks can occur in the tourism sector; for example, low speed of transaction can delay
hotel and tour reservations. In other words, some risks can be common between the different
BCT application domains, such as security, as these arise due to the disruptive nature of the
BCT (Zamani et al., 2020).

Importantly, the literature (Appendix 1) does not accurately distinguish between the
risks and challenges of the BCT use in tourism. According to the ISO/Guide 73:2009 (ISO/
Guide 73:2009, 2009), a risk is defined as the “effect of uncertainty on objectives”. Based on
this definition, “objectives can have different aspects (such as financial, health and safety,
and environmental) and can apply at different levels (such as strategic, organization-wide,
project, product and process)”. “Risk is often characterized by reference to potential events
and consequences, or a combination of these”, “Risk is often expressed in terms of a
combination of the consequences of an event (including changes in circumstances) and the
associated likelihood of occurrence” and “Uncertainty is the state, even partial, of deficiency
of information related to, understanding or knowledge of, an event, its consequence, or
likelihood” (ISO/Guide 73:2009, 2022). In contrast, according to the Collins dictionary
(Collins dictionary, 2022), “A challenge is something new and difficult which requires great
effort and determination”. Based on the Cambridge dictionary’s definition (Cambridge
dictionary, 2022), a challenge is “(the situation of being faced with) something that needs
great mental or physical effort in order to be done successfully and therefore tests a person’s
ability”.

In this current study, a BCT risk is considered as a potential undesirable and negative
effect of the BCT use in tourism. The BCT risk may be a result of the BCT challenges or may
co-exist with them. For example, security and privacy flaws will lead to a risk of violation of
privacy and security rights in tourism if the BCTwere to be adopted within.

Based on the literature review, five categories of risk can be attributed to the BCT use in
tourism. These include social, technical, security related, legal and economic risks. However,
due to the disruptive nature of the BCT, there may be some further risks not previously
highlighted in the literature. These risks were conceptualized based on their similarity and
differences to understand how these risks can be fitted in the above-mentioned categories.
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This current study aims to evaluate the already established risks, but also to identify any
new, previously unidentified, risks of the BCT use than can occur in the tourism sector.
Figure 1 shows the conceptual framework of the current study derived from the literature to
inform collection of primary data. It is important to note that the literature does not
explicitly differentiate between “avoidable” and “non-avoidable” risks.

In summary, as potential risks of the BCT can negatively impact the development of the
tourism sector, it is vital to understand these risks. No research has been undertaken in the
field of tourism to evaluate potential risks of the BCT use within the sector. Academic
studies published on the topic of the BCT in tourism are either conceptual or reflect
(subjective) authors’ opinions. Although some studies have attempted to conceptualize risks
of the BCT use in tourism, the concepts proposed have never been empirically tested. This
current study will partially fill this important knowledge gap. It will empirically test the
opportunities, challenges and risks of the BCT adoption in tourism by seeking expert
opinion on their significance. This will be achieved through the application of the method of
expert opinion. The study’s methodology is explained next.

3. Methodology
Qualitative research aids in understanding human opinions, experiences, attitudes,
behaviour and interactions (Pathak et al., 2013). Originally from the field of psychology, to
date qualitative research has benefitted various study domains (Pathak et al., 2013),
including tourism. Qualitative research does not aim to provide numerical results, but
focuses on identifying, explaining and interpreting people’s opinions (Hammarberg et al.,
2016). Qualitative research is best suited for projects that deal with the topics not sufficiently
studied to date, such as the BCT risks in tourism.

Figure 1.
A conceptual map of
risks, challenges and
opportunities of the
BCT adoption in
tourism

JHTT



A Delphi technique is a method of qualitative research which builds a data set underpinned
by a consensus between experts (Schlecht et al., 2021). It makes use of the iterative approach
whereby a few rounds of data collection are undertaken with the material collected in each
round being systematically analysed and re-applied in subsequent rounds to refine the
findings (Helmer, 1983; Lee and King, 2008). The answers collected in the first round,
besides the related comments, represent a source for the second round of analysis. Each
expert can revise their answer by considering newly collected data. A number of rounds can
be held to achieve data saturation (Williamson, 2002). The Delphi method has been
previously used in tourism research (Asmelash and Kumar, 2019; Konu, 2015). This study
deals with an uncertain payment tool/technology and the systems surrounding it; therefore,
the Delphi method is deemed suitable for the current study. The seminal study (Asmelash
and Kumar, 2019) has been conducted by the Delphi approach which considered progress of
tourism sustainability. Participants were invited to investigate the list of indicators. That
study found the tourism industry will not be sustainable without evaluation of its progress.
Another seminal study (Konu, 2015) used the Delphi method to investigate developing
nature-based tourism products. There are more tourism and hospitality studies based on the
Delphi approach (Kim et al., 2021; Thal et al., 2021; Chim-Miki and Batista-Canino, 2018)
which showcases the validity of this research tool in new, under-examined research
contexts.

An interview schedule was developed based on the literature review and in consultations
with academic experts in the design of Delphi studies. The schedule revolved around three
major topics, including BCT opportunities, challenges and risks (Appendix 2). The schedule
was pretested with three tourism academics and one BCT expert.

A Delphi study starts with a selection of a panel of experts, then the first round of data
collection is conducted (Williamson, 2002). Study informants were identified by applying a
three-stage approach. In the first stage, a Scopus search was undertaken to identify
academics who published on the topic of the BCT in general, but also in the tourism context.
In the second stage, a search of websites or weblogs (both academic and industrial ones) that
discussed the BCT and its risks was undertaken. The authors of the related posts in such
blogs were identified as potential study informants. In the third stage, a snowball method
was applied which involved requesting identified informants to introduce the research team
to other, prospective experts.

The search identified 81 potential participants. All were invited to the study and a total of
12 experts agreed to participate. The saturation point was considered to understand if this
number of experts was sufficient (Marshall, 1996). Saturation was deemed to occur once no
new information was found emerging from interviews by applying iterative analysis as
suggested by Hennink et al. (2017). Twelve experts were deemed sufficient for a Delphi
study (Hsu and Sandford, 2012; Shelton et al., 2018) Appendix 3 shows experts information.

Data were collected through multi-round, semi-structured interviews. Interviews were
conducted between June and November 2020. Skype was used for interviewing by
considering the related guidelines (Krouwel et al., 2019). Interviews lasted between 30 and
60min.

Thematic analysis was applied to the data collected using the Charmaz coding process
and the guidelines by Linneberg and Korsgaard (Charmaz, 2014; Skjott Linneberg Mai and
Korsgaard Steffen, 2019). In the first stage, each transcript was read, and the related codes
were assigned to word(s)/sentence(s). In the second stage, each created code was reviewed
for validity (axial coding). Finally, the codes were grouped under various themes
by considering similarities and differences between the emerged word(s)/sentence(s)
(Appendix 4). To simplify coding, the MAXQDA tool was used (https://www.maxqda.com).
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Aligned with Liamputtong (2009), to ensure trustworthiness of findings, data were coded by
two researchers independently. The findings of interviews were presented to study
informants for approval/confirmation. It total, three rounds of iteration were held until all
study informants agreed on the results.

4. Findings and discussion
Figure 2 summarizes the research findings. Four major categories have emerged for
opportunities, challenges and risks of the BCT use in tourism. These are categorized as
technical that relate to the technological side of the system (yellow), societal that are
attributed to the interaction of people with the system (pink), legal and governance that are
related to the legal (green) and financial (blue) sides of the system.

4.1 Blockchain technology opportunities
The BCT can decrease the cost of overall financial transactions even though these may be
disproportionally distributed across the system. This is because the BCT-based networks
usually request lower transaction fees than banks for end users. An expert stated that:

For the end user, the cost will probably be lower, and it depends on how (s)he accesses the system,
but [in some development cases] for the person who runs the system, the cost will probably
increase. (A-5)

In the BCT-based solution, a middlemen will be removed, and the system will be
decentralized; “Normally, the system design should be decentralized so that the company is
not an intermediary and connects the customer directly to the provider” (A-6). The BCT
provides a unique currency to be used all over the world.

Figure 2.
Results of qualitative
data analysis
(supports infinite
zoom)
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This finding is aligned with Önder and Treiblmaier (2018) who discussed the use of
cryptocurrencies as an alternative means of payment and a method of removing the
middlemen. There are other studies that support this finding and discuss the opportunities
of the BCT in decreasing costs (Kwok and Koh, 2019; Melki�c and �Cavlek, 2020; Polasik et al.,
2015; Tkatchuk, 2018; Williams, 2017).

The BCT will increase trust; in the current system, people must trust third parties
such as banks, hotels and service providers. In a BCT-based network, a decentralized
network will be created which represents a transformed concept of trust by
decentralizing information. In a BCT-based system, smart contracts and available
information within the network, plus collective voting systems, can ensure trust equally
well or even better than a third party. Transactions are available and trackable in the
BCT. This increases transparency and helps to protect tourist rights. Governments
cannot have direct control over the tourism sector, so the industry can grow more
seamlessly. An expert stated that “I think the purpose of using it [public and
permissionless blockchain] was to have a decentralized network instead of a centralized
network, and that governments couldn’t have control” (A-1). Önder and Treiblmaier
(2018) and Filimonau and Naumova (2019) discussed enhanced transparency and trust in
the BCT-based tourism systems. In the SWOT analysis by Melki�c and �Cavlek (2020),
legal opportunities have also been covered.

The BCT can improve host and guest experience and relationships. In some (usually
remote) destinations, local tour operators may not have a bank account (unbanked people).
In such cases, the BCT can help transfer money. Melki�c and �Cavlek (2020) spoke about the
ease of effecting payment in different business models via cryptocurrencies.

The BCT will have better security compared to traditional systems. For the Bitcoin to be
compromised, for example, attackers need to manipulate at least 51% of its nodes which is
difficult. An expert stated:

In order to prevent such a problem, the developers make backups for servers, but if someone
disables the backup and the attacker removes all data, then the system will fail. But if you have a
distributed system, for example, it is a system that is between 10 people instead of one person.
When someone wants to attack the server, they’ll have to attack most people on the network,
which is difficult. (A-2)

The BCT will identify fake reviews. Smart contracts can validate reviews that belong to
specific individuals. In addition, it is possible to develop permissioned or private
blockchains, so all users will be authorized in the network, thus preventing fake reviews. A
BCT-based tourism system will always provide accessible system without interruption.
Traditional systems rely on a unique server or a limited number of servers. But, in a BCT-
based tourism system, there are numerous nodes and miners that can be active when other
nodes or miners are inactive. The network is difficult to shut down, as its control is not
centralized. In the SWOT analysis by Melki�c and �Cavlek (2020), these opportunities have
been discussed. However, there is no evidence pointing at accessibility of the BCT
application at all times in their study.

In summary, as shown in Figure 1, the literature covers most of the opportunities
highlighted by the experts interviewed in this current study. However, this current
research finds a new opportunity (accessibility of the BCT application at all times,
usage for unbanked people and unique currency) which is not mentioned in the
literature.
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4.2 Blockchain technology challenges
The challenges are represented by industry and public unawareness of the BCT and its
potential. Melki�c and �Cavlek (2020) have discussed this issue as “Nobody has good
knowledge of the technology”. The BCT use requires education and training; however, most
experts did not think it was critical. Kwok and Koh (2019) and Filimonau and Naumova
(2019) spoke of this challenge by reviewing the related literature. However, they did not
discuss the level of importance of these challenges. Melki�c and �Cavlek (2020) established the
negative effect of the lack of knowledge and skills. Tyan et al. (2020) stated the lack of
expertise and knowledge by tourism organizations and tourists as a challenge for the BCT
adoption.

The BCT may increase or decrease operational costs, but these cannot be discussed
without considering specific cases. However, what is clear is that educators, developers,
BCT transactions and smart contracts all pose costs for BCT users. The cost-benefit
analysis is required to better understand the exact cost effectiveness of specific BCT
projects. Filimonau and Naumova (2019) mentioned the challenge of BCT costs without
considering the role of a cost-benefit analysis. Melki�c and �Cavlek (2020) mentioned variable
transaction fees for tourists as a potential weakness of the BCT, but they did not go into
detail of how this fee could be calculated.

The BCT use requires permanent internet connection while the internet may not be
available in remote destinations. Acceptable internet speed is required to download data
from a blockchain network. An expert stated:

[. . .] blockchain, where information is transferred over the Internet, and therefore, suppose, I have
a blockchain account connected to my mobile phone, must always be updated with blockchain,
must always be connected to the Internet, and last Method information. Now, if I went to a hut in
the forest, that hut and my mobile phone should have a full antenna and the information should
be updated. That hut should be a computer that is connected to the blockchain system and has
been updated. (A-3)

The literature does not discuss internet bandwidth as a challenge of the BCT use. Melki�c
and �Cavlek (2020) only mentioned the internet as a possible source of technical failures as an
umbrella issue for all technical matters. Connection between different blockchains may pose
a scalability issue exacerbated by the limited speed of transactions. Filimonau and
Naumova (2019) discussed the problem of low transactions without considering available
solutions. Melki�c and �Cavlek (2020) spoke of the lack of system scalability. This current
study suggests that the issue can be critical, but it can be resolved with technological
enhancements. For example, different blockchains can be used via multi-chains. In addition,
the offchain can be used to only store most important data in the blockchain network.

Energy consumption poses another challenge. Energy is required to mine and validate
blocks. This energy consumption will be high once the BCT solutions can become truly
global. In the literature, Kwok and Koh (2019) and Tyan et al. (2020) discussed this
challenge. However, this current study adds evidence as to the issue of excessive energy use
being overrated. The issue relates to the use of the traditional BCT which requires a proof of
work as a consensus mechanism. Newer versions of the BCT make use of other consensus
mechanisms, such as a proof of stake, and, therefore, do not require much energy. As one
expert claimed “energy consumption depends on what type of blockchain we use. Now,
there are lighter blockchains, with lower energy needs” (A-5).

The experts stated that the BCT may lead to privacy violation if privacy policies were
not sufficiently encapsulated at the point of development. However, the BCT itself will not
violate privacy. Different types of the BCT, such as public or private, can be permissioned or
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permission less (Bashir, 2017). This can protect user privacy and specify the desired privacy
levels. In addition, hash algorithms can convert data to make it unreadable by others.

The BCT may suffer from security vulnerability. However, as it is a decentralized
network, attackers will have to target many nodes instead of a unique server. Security of the
BCT relies on this unique feature of its development. However, it must be acknowledged
that a BCT with small nodes and miners can be easier to attack compared to a large-scale
public BCT with many nodes. Reaching 100% security is impossible. The BCT users can
compromise security too; however, this issue persists across all technological chains,
including traditional systems. Kwok and Koh (2019) numerated security, privacy and
energy consumption for the BCT use as potential challenges, but, as this current study
shows, these challenges are solvable. Tyan et al. (2020) discussed such challenges as hacks,
identity theft, loss of private keys, misplacement of tokens and safeguarding the privacy of
personal records. Most cryptocurrencies are not mature yet and suffer from such limitation
as transaction speed. Melki�c and �Cavlek (2020) discussed it as the “The complexity of
technology, but also its incompleteness and sophistication”.

The BCT overheads in early versions of the BCT development, such as the Bitcoin, can
lead to financial challenges. The limited number of experts and BCT developers can
potentially suggest that these important actors can request high salaries for system
development. As knowledge grows, this challenge can however be offset by new
generations of experts and developers. This will bring the costs down.

Governmental opposition towards the BCT use represents another challenge. As the
government does not have control over the BCT and cannot monitor it, it may reject BCT
applications in the tourism sector. This may encourage terrorism; “People who are wanted
by police such as terrorists can get a hotel without being identified and having banking
transaction [in the public permissioned less BCT]” (A-1). Kwok and Koh (2019) spoke of the
BCT prohibition by governments; however, they focused on tax regulation, volatility of the
cryptocurrency value and availability of a wider range of cryptocurrencies and the adoption
of these. However, these challenges are not critical as smart contracts can implement
taxation regulation and cryptocurrencies can be converted to each other by developing
systems.

There are also regulatory challenges. Information is difficult to erase in the BCT and can
only be written in. However, the General Data Protection Regulation (GDPR) does not allow
for such treatment of information. In legal claims, it is still unusual to cite the BCT data and
the related transactions. Melki�c and �Cavlek (2020) discussed the GDPR in the context of the
BCT challenges. The BCT implementation requires a desired level of readiness to match the
requirements and expectations of the tourism sector.

In summary, this current study identified two new challenges of the BCT use in tourism,
namely, the limited number of experts and national security concerns. It also provided an
understanding of that most of previously established challenges could not be as critical as
previously thought given the on-going BCT development. Each expert may work only with
a specific type of the BCT and consider specific challenges or risks that may not be available
in other versions of the BCT. The challenges (and risks) can therefore be classed as
“avoidable” and “non-avoidable” in line with the potential for their resolution with the help
of other, newer BCT systems.

4.3 Blockchain technology risks
The risks of the BCT use in tourism are determined by both the disruptive nature of the BCT
and its related challenges. From the legal viewpoint, the BCT systems can be prohibited by
governments. Furthermore, governments may want to control the BCT network in fear that
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it will endanger national security. Some legal issues cannot be solved automatically in the
BCT network but will require human interference. An expert stated: “Wherever human
knowledge and interpretation is needed to resolve disputes, blockchain and smart contract
cannot be implemented and must be referred to a third party” (A-3). Turkay et al. (2019)
discussed the regulatory challenges of the BCT but did not mention the risks of national
security. This risk is avoidable by designing permissioned BCT systems.

If a BCT system is poorly designed, then it may face the scalability risk. As the BCT
enables users to only write information in while its deletion is hard or impossible, the BCT
can contribute to the dissemination of false information. In the literature, Nam et al. (2019)
coined this as the danger of inaccurate information provision. However, the experts argued
this would not be overly problematic:

You assume that you are doing something wrong in a blockchain, and you actually add a
correction to previous information in blockchain, so you can come and correct it and practically
correct the previous writings. (A-3)

This risk is, thus, avoidable.
As other technological systems, the BCTmay suffer from security vulnerability, and this

was discussed by Nam et al. (2019) and Turkay et al. (2019). However, based on the expert
opinions, the risk of the BCT insecurity is lower than in traditional, centralized systems.
This risk is, therefore, also avoidable.

It was probed to establish whether the increasing number of BCT intermediaries could
pose a risk, but the experts rejected this risk. The literature (Nam et al., 2019) which
highlights the scope for potential occurrence of this risk focused on early versions of the
BCT.

Acceptance of the BCT run tourism system and the difficulties in its use may present
risks, but these risks can be solved by designing user-friendly interfaces. Such risks are also
prevalent in many centralized applications, so they are not exclusively limited to the BCT
systems (Nam et al., 2019). This suggests that traditional technological solutions can be
applied to minimize occurrence of this risk in the BCT-run tourism systems.

The cost of the BCT poses a risk but it can be managed by system developers. The
system can be designed such that the costs of BCT use are equally split and, therefore,
minimal, for both end users and system operators. Survival between the dominant and new
coins can pose a risk, such as other currencies, but this risk can be solved by designing BCT
as multi-chains that accept different currencies. Nam et al. (2019) highlighted the factor of
increased cost as a possible risk for the BCT use but did not present possible solutions.

4.4 Summary
Figure 2 summarizes the findings of the Delphi study. It outlines the opportunities,
challenges and risks of the BCT use in tourism as highlighted by the industry and academic
experts. It categorizes the opportunities, challenges and risks as societal, technical, financial
and legal in line with the main areas of occurrence that they are related to. Figure 2 further
divides challenges and risks of the BCT use in tourism. Figure 2 suggests that most
challenges and risks can be resolved subject to willingness of policymakers and industry
professionals, thus posing no critical issue towards broader BCT adoption in the tourism
sector. This can facilitate BCT acceptance by users via using the results of the current study
to develop more reliable BCT-based tourism solutions by addressing the challenges and
risks. Compared to past research, the current study established the importance of
addressing a new risk attributed to national security concerns. The study shed further light
on previously identified risks but provided a deeper understanding of why they may occur
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and, most importantly, how they can be minimized. The study, thus, contributed to theory
and practice of the BCT application in tourism.

5. Conclusion
Although past research has highlighted the opportunities and challenges of the BCT use in
the tourism sector, it has largely lacked an empirical element. Past research has also
neglected the importance of evaluating the BCT risks in tourism and failed to separate risks
from challenges. Despite the alleged similarity, risks and challenges represent two different
study topics calling for their better investigation. This current study contributed to
knowledge with an exploratory evaluation of the potential of the BCT use in the tourism
sector undertaken from the viewpoint of BCT industry professionals and academic experts.
The study not only identified the BCT risks, categorized and evaluated these risks from the
perspective of their criticality, but also provided an insight into how the occurrence of these
risks could be minimized.

5.1 Theoretical implications
The extent to which users accept specific technologies can be explained by theory of
diffusion of innovation. This current study extends the application of this theory towards
the domain of the BCT use in tourism and highlights how this theory can aid in
understanding the scope for the adoption of the BCT by tourism industry professionals.
Theory of diffusion of innovation suggests that business professionals who are prepared to
take risks can either greatly succeed or significantly fail in the competitive marketplace.
This current study showcases that, in the case of the BCT in tourism, the challenges and
risks of this technology adoption are not critical and can be addressed via dedicated
managerial measures. This suggests that BCT should be more actively considered for
adoption by tourism industry professionals to gain market advantages. Waiting for too long
in fear of risks may result in a situation whereby the small number of early adopters of the
BCT in tourism will become the market disruptors, leaving the rest of tourism enterprises
behind. Policymaking interventions are necessary to broaden the adoption of the BCT in
tourism by building industry confidence in the use of this innovation, as discussed earlier in
the text. Not only will such interventions increase the number of early adopters of the BCT
in tourism, but these interventions can also outline the pathway for the early majority of the
industry to engage in the BCT use. Thus, this current study showcases how theory of
diffusion of innovation can inform practical measures required to engage the larger number
of tourism industry professionals in the BCT.

5.2 Practical implications
The findings of the current study can be used in the design of policies encouraging the BCT
use in tourism. The study proved empirically that the challenges and risks of applying the
BCT in tourism exist, but these are not critical and can be overcome subject to the political
will. To solve the challenges and risks of applying the BCT in tourism, appropriate budgets
should be allocated by policymakers and this current study highlights the areas in which the
budget allocation can be prioritized. Policymakers can also invest in national research and
development in line with the priority areas to be addressed within the scope of the BCT
challenges and risks in tourism. The findings of the current study can also be used by
industry professionals. The uptake of the BCT in tourism is still low; one of the reasons for
this low uptake may be in the industry’s reluctance to invest in the BCT in fear, or poor
knowledge, of the related challenges and risks. This current study provides the reassurance
that these challenges and risks can be meaningfully overcome and outlines some potential
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solutions for this to happen. Ultimately, the findings of the current study can encourage
tourism industry professionals to invest in the BCT by raising their awareness of the related
challenges and risks alongside prospective solutions.

5.3 Limitations
As with many studies, this one had limitations. The key one was attributed to sample
size. Finding BCT practitioners working in tourism proved difficult. These challenges
in recruitment affected the number of experts who partook in the Delphi study.
Having more willing experts on board, representing a broader variety of BCT markets
and tourism sub-sectors, could have provided further interesting insights and more
detailed results. Another limitation is attributed to the use of the Delphi method
which implied certain subjectivity of the findings. Although every effort was made to
encourage the experts to express their honest opinion on the subject matter in focus,
there was no full guarantee that these efforts succeeded. In Section 2, the relevant
publications have been found by searching relevant keywords in citation data bases.
It means that literature review is dependent on the searched keywords. The literature
review was limited to January 2020 given the Delphi study design dictated
finalization of the literature review when interviewing of experts began. The studies
conducted on the use of the BCT in tourism after January 2020 may have provided
another interesting insight into the topic in focus.

5.4 Future research
There are open questions for future research. Firstly, future empirical studies should be
based on quantitative research methods. Secondly, they should seek opinions not only of
BCT industry professionals and BCT academics, but also other stakeholders concerned,
such as policymakers and end users. Thirdly, a case study approach is warranted if a
successful project of the BCT use in tourism can be identified. Fourthly, there is a need for
future research on the cost-benefit analysis of the BCT given the financial factor was
consistently mentioned as one of the challenges and risks of the BCT use in tourism. Given
the diversity of the tourism industry in terms of its geographic penetration and levels of
public understanding of the BCT, future research should aim at conducting similar studies
in specific tourism markets and industry sub-sectors. For example, a dedicated line of
research can target the sub-sector of hospitality, seeking expert opinions on the challenges
and risks of the BCT use by small- to medium-sized hospitality businesses. This research
line would be particularly beneficial given that hospitality managers are often conservative
which can hamper their willingness to use the BCT. Likewise, studies are necessitated to
look at the prospects of the BCT use in mature tourism destinations, such as the USA and
Europe, but also in the emerging markets, such as those in Asia. This is to account for
potential variations in the socio-economic factors, such as education levels, but also cultural
differences in perceptions of the BCT among tourism industry professionals. As this study
did not aim to understand what tourism organizations would be more likely to adopt the
BCT and why, future research should seek opinions of industry professionals on this
important question. Such research would be particularly beneficial for small- to medium-
sized tourism enterprises which are known to be conservative while constituting the bulk of
the market. The determinants of their early adoption of the BCT need to be established and
policies need to be designed to trigger these determinants.
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Appendix 2

Question Rationale Source (if applies) Section

Based on your expert
knowledge, what benefits
exist for the blockchain
technology use in tourism

To establish the
opportunities provided
by the blockchain
technology in tourism

The BCT benefits

PROBE removing fake
reviews, increasing
transparency, removing
middleman, security,
improving the relationship
between hosts and guests,
and effects on supply chain

To gather experts’
opinions about
mentioning the BCT
benefits in tourism
literature

Blockchain technology (BCT)
has potential to transform
tourism and hospitality
industry by removing fake
reviews and increasing
transparency in the digital
communication channels of
marketing, revolving sharing
economy by removing
middleman, providing more
security in the transactions,
improving the relationship
between hosts and guests,
assisting supply chain
management in the
hospitality industry, etc.
(Filimonau and Naumova,
2019)

The BCT benefits

PROBE tourists experience,
Payment, operational costs

To gather experts’
opinions about
mentioned the BCT
benefits in tourism
literature

The BCT can improve
tourists experience through
analysing their previous
transactions and
recommending desired
services. Payment via
cryptocurrencies will be
hassle-free by facilitating
currency exchanges. BCT will
solve problem related to
dependency to local banks
and provides better and
robust compliance
monitoring. It also will
decrease operational costs
(Kwok and Koh, 2019; Polasik
et al., 2015; Tkatchuk, 2018;
Williams, 2017).
Cryptocurrencies make
possible purchase with same
currency in the different
countries, and due to their
features lead to evolution of
tourism industry. Smart
contracts and distributed
ledgers will decrease costs

The BCT benefits

(continued )
Table A2.
Interview schedule
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Question Rationale Source (if applies) Section

and increase profitability
(Turkay et al., 2019)

Based on your expert
knowledge, what challenges
exist for the blockchain
technology use in tourism

To establish the
challenges provided
by the blockchain
technology in tourism

The BCT
challenges

PROBE desired level of
readiness, market maturity
for adoption, tourist
knowledge, political issues
(control of governments, tax
regulation), wide range
adoption, security, privacy,
energy consumption, lack of
awareness, trust to its
potential, limited
technological uptake, costs,
regulation, and problem
related to speed of
transactions,

To gather experts’
opinions about
mentioned BCT
challenges in tourism
literature

Some potential challenges for
usage of BCT in tourism;
customers and tourist should
have desired level of
readiness and market should
be mature for adoption of
BCT. This affected tourist
knowledge, and usually
technology-savvy tourist will
use technology. They only
form parts of population not
all tourists. The political
issues may influence usage of
cryptocurrencies as these
currencies are not under
control of governments.
There are also concerns about
tax regulation, volatility of
cryptocurrency value and
availability of wide range of
cryptocurrencies and
adoption of them. There are
also security and privacy
concerns for usage of BCT.
The energy consumption is
another issue which requests
usage of renewable energy
(Kwok and Koh, 2019).
Filimonau and Naumova
discussed main issues of
using BCT in hospitality
management such as lack of
awareness and trust to its
potential, limited
technological uptake, costs,
regulation and problem
related to speed of
transactions. They also
discussed possible solutions
(Filimonau and Naumova,
2019)

The BCT
challenges

Based on your expert
knowledge, what Risks will
be existing after adoption of
blockchain technology in
tourism sector

To understand the
potential risks
provided by the
blockchain technology
in tourism

The BCT risks

(continued ) Table A2.
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Question Rationale Source (if applies) Section

PROBE security, efficiently,
cost of BCT, energy
consumption, scalability
issue, lack of knowledge and
understanding, existence of
inaccurate information,
survive between dominant
and new coins, increasing
number of BCT
intermediaries, lack of
widespread validation and
information, regulation
problems, possible
prohibition of digital
currencies

To gather experts’
opinions about
mentioned BCT risks
in tourism literature

They numerate blockchain
risks including security,
efficiently, cost of BCT,
energy consumption,
scalability issue, lack of
knowledge and
understanding, existence of
inaccurate information,
survive between dominant
and new coins, increasing
number of BCT
intermediaries, etc. (Nam
et al., 2019).
Turkay et al. (2019) discussed
negative impact of BCT and
new technologies on the
tourism sector including
security and privacy issues,
lack of widespread validation
and information, regulation
problems and possible
prohibition of digital
currencies

The BCT risks

Table A2.
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Table A4.
Categories and
related code

No. Category Factor
No.r of experts who
stated this factor

1. The BCT opportunities Fake review detection 4
Trust 4
Security 4
Cost reduction 3
Protecting the rights of individuals 3
Removing middleman 2
Transparency 2
Lack of government control 2
Accessibility 2
Improving host–guest relationship 2
Unique currency 1
Usage for unbanked people 1

2. The BCT challenges Cost 6
Scalability issue 6
Education and training 5
Security 5
Privacy 5
Regulatory issues 4
Energy consumption 2
Internet access 2
Blockchain overhead 2
Limited number of experts 2
Requires desired level of readiness 1
Immature cryptocurrencies 1
Government opposition 1
National security 1
Lack of awareness 1

3. The BCT risks Costs 4
Legal risk 4
Energy consumption 3
Government opposition 2
National security 2
False information dissemination 2
Security 2
Increasing of the BCT intermediaries 1
Survive between dominant and new coins 2
Scalability issue 1
Lack of knowledge 1
Acceptance of system 1
Difficulty in usage of the BCT 1
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