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A B S T R A C T

The Internet of Things (IoT) facilitates mutual interaction by establishing a connection between humans and 
objects. The adoption of IoT is rapidly expanding across various aspects of human life. Industrial IoT (IIoT) is the 
intersection point between IoT and industry, serving as a key driver of the Fourth Industrial Revolution, also 
referred to as Industry 4.0 (I4.0). Low-Power and Lossy Networks (LLNs), which contain many resource- 
constrained nodes, as the basic block in IoT and IIoT, are an essential part of this revolution. Given the 
resource constraint of LLNs and the mission, safety, and business criticality of IIoT, enhancing Quality of Service 
(QoS) has become a significant challenge. Addressing this challenge requires the optimal utilization of resources 
and fully coordinated decision-making across different layer protocols, which can be achieved through cross- 
layer design. Routing Protocol for Low-Power and Lossy Networks (RPL) and Time Slotted Channel Hopping 
(TSCH) are two widely used standard protocols in the IIoT protocol stack. In this paper, we investigate the 
fundamental factors affecting QoS within the RPL and TSCH and propose an RPL-TSCH Cross-Layer (RTCL) 
design for LLNs in IIoT, motivated by equations derived from queuing theory. The equations and simulation 
results reveal that the inconsistency between the arrival rate and service rate of the node’s queue leads to 
increasing queue overflow and delay and decreasing reliability and throughput. The proposed RTCL design, 
structured as a six-step solution that integrates RPL and TSCH information, enhances QoS by employing two 
primary strategies: controlling the arrival rate and increasing the service rate of the nodes’ queues. Evaluation results 
from various simulation scenarios demonstrate that RTCL improves QoS parameters while also enhancing load 
balancing and network stability.

1. Introduction

The Internet of Things (IoT) is a network consisting of many sensors, 
devices, and agents, collectively called "things," and accessible through 
the internet. The primary goal of IoT is to gather and share environ
mental information via the things around us. By facilitating a things- 
oriented approach to understanding and fulfilling our needs, IoT en
ables communication between us and the things to realize the slogan, "a 
better world for human beings." [1]. Being things-oriented means 
establishing a connection between things and the internet through 
protocols independently and without human intervention [2]. The 
development of the IoT has significantly advanced in the domains of 
buildings, business, health, and industry, leading to the creation of 
various applications such as smart homes, smart cities, smart health, and 
smart factories in recent years [3]. IoT can be divided into three main 
categories: Consumer IoT, Commercial IoT, and Industrial IoT (IIoT). 
Consumer IoT encompasses applications intended for general users in 

home environments, such as connected home appliances, smartphones, 
watches, and entertainment systems. Commercial IoT applications 
extend beyond home environments, including smart health systems, 
commercial office buildings, hotels, stores, etc. IIoT focuses on effi
ciently managing devices and industrial assessments through 
cost-effective solutions [4]. The goal of IIoT is to enhance industrial 
operations through the interconnection of devices at all times and lo
cations within the manufacturing process, thereby improving efficiency, 
productivity, and reliability. IIoT differs from IoT in several aspects, 
including the types of devices, the development environment, Quality of 
Service (QoS) requirements, and the network scale [3]. IIoT often has a 
more extensive network size than IoT and requires stricter QoS due to 
mission, safety, and business criticality environment [5–7].

Low-power and Lossy Networks (LLNs) are a specific type of Low- 
power Wireless Personal Area Network (LoWPAN) consisting of sen
sors, agents, and routers that operate under energy, memory, processing, 
and communication constraints. LLNs, as a fundamental block of IoT and 
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IIoT, facilitate the collection of environmental data and device infor
mation through multi-hop communication over wireless links. For 
further processing, the collected data are sent to servers, control centers, 
or the cloud through an LLN Border Router (LBR), which is the root of 
LLN and does not have the limitations of nodes [8]. LLNs play a vital role 
in IIoT automation applications, which are categorized into process 
control and discrete manufacturing. Process control applications are 
used in fluid products, including those produced in refineries and 
petrochemical plants, such as greases, oil, gas, and other similar sub
stances. In contrast, discrete manufacturing applications are typically 
employed in factories that produce individual goods such as televisions, 
screws, and tires. The primary objective of both IIoT application types is 
to collect the factory environment data that was either previously 
collected manually or not collected at all [9].

With the expanded use of LLNs, an adaptive layer for enabling IPv6 
packet transmission over IEEE 802.15.4 was required to integrate LLNs 
into IP networks. Consequently, in 2004, the Internet Engineering Task 
Force (IETF) established a working group named IPv6 over Low-power 
Wireless Personal Area Networks (6LoWPAN) to address this chal
lenge. The efforts of this group led to the creation of a 6LoWPAN 
adaptation layer between the network and data link layers in the IP 
stack. In 2008, the IETF formed a new working group, Routing over Low- 
power and Lossy Networks (RoLL), to develop appropriate routing so
lutions for LLNs. This group began researching existing routing pro
tocols to meet LLN requirements. Additionally, RoLL published four 
Request For Comments (RFCs) to clarify the LLN requirements in various 
environments: industrial, urban, home, and building. The results of 
RoLL’s research indicated that existing routing protocols were unsuit
able for LLN requirements. Consequently, RoLL introduced the Routing 
Protocol for Low-power and Lossy Networks (RPL) as the standard 
routing protocol for LLNs in 2012 [10].

The Medium Access Control (MAC) layer controls communication 
scheduling between nodes. Using the IEEE 802.15.4 Carrier Sense 
Multiple Access with Collision Avoidance (CSMA/CA) as a standard 
MAC protocol cannot fulfill the strict requirements of IIoT. As discussed 
in [11], Time Division Multiple Access (TDMA) protocols can more 
efficiently address the sensitivity of industrial applications to reliability, 
delay, and predictability. Strict QoS parameters and the interfering in
dustrial environment prompted the IEEE to release the Time Slotted 
Channel Hopping (TSCH) MAC protocol [12]. The IPv6 over the TSCH 
mode of IEEE 802.15.4e (6TiSCH) working group, under the supervision 
of IETF, standardized TSCH in IEEE 802.15.4e [8].

The MAC and network layers are two principal layers in the IIoT 
protocol stack that significantly affect QoS parameters in LLNs [13]. 
However, choosing protocols for these layers is not the sole influencing 
factor; their interaction also plays a critical role [14]. Although layer 
separation schemes provide modularity, they can lead to isolated 
decision-making between layers due to factors such as information 
separation. For example, creating routes using the RPL protocol without 
considering MAC layer scheduling can degrade QoS parameters. 
Addressing these issues has been the primary motivation for a shift from 
traditional separate-layer designs to cross-layer approaches. Cross-layer 
designs improve network performance by enabling decision-making 
based on shared information and multi-layer collaboration [11,15–17].

This paper proposes a cross-layer design of the RPL and TSCH pro
tocols to enhance QoS parameters in LLNs for IIoT applications. In the 
proposed RPL-TSCH Cross-Layer (RTCL) design, we utilize consolidated 
information from both RPL and TSCH to make informed decisions in 
managing these protocols. In summary, the main contributions of this 
paper are as follows: 

1. Investigating the relationship between the components of the RPL 
and TSCH protocols, focusing on their mutual interactions and 
effects.

2. Identifying the fundamental factors affecting QoS parameters and 
analyzing these factors using simulation and queuing theory-based 
equations.

3. Developing a cross-layer design for RPL and TSCH to manage 
fundamental factors and improve QoS parameters.

4. Performance evaluation of RTCL versus the separation-layer and 
cross-layer methods, using various evaluation criteria and scenarios 
through simulation.

The rest of this paper is organized as follows: Sections 2 and 3 review 
background and related works, respectively. Section 4 presents the 
motivation behind the proposed method. Section 5 describes the node 
model in an RPL-TSCH network, along with its corresponding queue 
equations, and details the proposed RTCL design. Section 6 presents the 
simulations conducted to evaluate the performance of RTCL design and 
discusses the results. Finally, Section 7 concludes the paper and outlines 
future work.

2. Background

2.1. RPL

RPL is a tree-based routing protocol that organizes the network into 
one or more Destination-Oriented Directed Acyclic Graphs (DODAGs). It 
supports three traffic models: Point-to-Point (P2P), Point-to-Multipoint 
(P2MP), and Multipoint-to-Point (MP2P) [18]. The LBR, which serves 
as the DODAG’s destination, initiates DODAG creation and gathers data. 
RPL organizes DODAGs by assigning node ranks using an Objective 
Function (OF). OF zero (OF0) and Minimum Rank with Hysteresis OF 
(MRHOF) are two standard OFs supplied by RPL. OF0 calculates a 
node’s rank based on hop count to create the shortest path between 
nodes and the LBR, while MRHOF uses the Expected Transmission Count 
(ETX) metric, which prioritizes link quality. ETX for a link represents the 
number of expected transmissions needed to deliver a packet and its 
acknowledgment successfully. Nodes link as parent and child based on 
rank, with each child maintaining a Candidate Parent List (CPL). How
ever, each child selects one parent from the CPL as its preferred parent 
for time synchronization and data forwarding [19–21]. The left part of 
Fig. 1 shows an LLN organized according to RPL rules. RPL introduces 
four ICMPv6 control messages to create and manage changes within the 
DODAG. These messages include: (1) DODAG Information Object (DIO), 
which is initially broadcast by the LBR and periodically repeated by all 
joined nodes using a trickle timer, used to create and maintain the 
DODAG, CPL, and carry information such as rank and objective function; 
(2) Destination Advertisement Object (DAO), which establishes P2P and 
P2MP communication patterns; (3) Destination Advertisement Object 
Acknowledgement (DAOACK), which is unicast by the DAO recipient to 
the sender; and (4) DODAG Information Solicitation (DIS), which is 
broadcast by a node to solicit DAO packets from its neighbors [8].

2.2. TSCH

TSCH is a TDMA-based MAC protocol that improves energy effi
ciency, reliability, and delay predictability while also using channel 
hopping to mitigate multi-path fading effects [8]. As shown on the right 
side of Fig. 1, which indicates a sample slotframe corresponding to the 
routing scheme proposed by RPL on the left side, TSCH has two essential 
components: the queue and the slotframe. The TSCH queue is a limited 
space for storing received packets before forwarding. TSCH divides time 
into slotframes, which repeat periodically. The slotframe can be repre
sented as a two-dimensional scheduling matrix. Rows of the slotframe 
represent channel offsets, and columns represent time offsets. Each 
slotframe cell indicates a state for the MAC layer: send, receive, or idle. 
Slotframe contains a fixed number of timeslots, known as the SlotFrame 
Length (SFL). Timeslot length is typically between 10 and 15 ms, suffi
cient to transmit a packet and receive the corresponding 
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acknowledgment [22]. In each timeslot, nodes can send packets simul
taneously but on different channels using the channel hopping mecha
nism. The Absolute Slot Number (ASN) acts as the global clock in a TSCH 
network, incrementing by one at the end of each timeslot. The coordi
nator node (usually the LBR node) initializes the network by setting the 
ASN to zero. ASN synchronization is critical, as nodes calculate the 
current timeslot and channel based on the ASN. The coordinator and the 
joined nodes broadcast Enhanced Beacon (EB) messages periodically, for 
ASN synchronization and new nodes joining the network. The current 
timeslot and channel are calculated using Eqs. (1) and 2 [22]. 

current time slot = ASN % SFL (1) 

Current channel = CHL[ ( ASN+ChannelOffset ) % |CHL|] (2) 

In Eq. (1), the current timeslot is between 0 and SFL. Eq. (2) identifies 
the current channel as a physical channel using the Channel Hopping 
List (CHL). Due to the channel hopping mechanism in TSCH, channel 
offsets do not directly correspond to the IEEE 802.15.4 physical chan
nels. The CHL lists the IEEE 802.15.4 physical channels to translate the 
channel offset to the physical channel.

3. Related work

The advantage of cross-layer over separation-layer approaches lies in 
their simultaneous use of information from multiple layers during 
decision-making. This section reviews the existing cross-layer ap
proaches proposed on RPL and TSCH and analyzes the shared infor
mation used in these systems. To this end, in Table 1, we investigate the 
TSCH parameters, including queue length, link quality, slotframe state 
(i.e., scheduling between nodes), and queue state (i.e., queue packet 
arrangement), as well as RPL parameters, including node rank, DODAG 

structure (i.e., parent-child relationship), and EXT, that each related 
work utilizes in their proposed system designs. Table 1 presents the 
differences between RTCL and other reviewed cross-layer approaches on 
the RPL and TSCH protocols.

The study by Estepa et al. [23], showed that transmission power 
directly influences the neighbor set detection and RPL parent selection 
processes, thereby indirectly affecting preferred parent selection, espe
cially when link-quality parameters like ETX are used to determine the 
OF. They have suggested a scheme to create a dependency between the 
preferred parent selection of RPL and transmit power adjustment. In the 
proposed cross-layer on RPL and IEEE 802.15.4, nodes select the 
preferred parent by identifying neighbors and collecting statistical data 
on each transmit power level.

In the radio duty cycling mechanism of the MAC layer, strobe packets 
synchronize the sender and receiver before data transmission. Safaei 
et al. [24] introduced the Strobe Per Packet Ratio (SPR) measure in a 
cross-layer scheme called ELITE, which combines RPL and MAC layer. 
ELITE reduces energy consumption by using the RPL objective function 
based on SPR. Each node calculates a different SPR for each neighbor 
according to the wake-up time and channel check interval. Then, RPL 
uses this information and routes on neighbors with the lowest SPR to 
minimize the number of strobe packets needed to transmit.

In [25], the authors examined the performance of 6TiSCH networks 
under heavy traffic and identified issues related to RPL’s bandwidth 
allocation. They proposed a cross-layer, traffic-aware solution for RPL 
and TSCH in IIoT environments called Traffic Aware RPL (TA RPL) to 
address load balancing. In this approach, RPL determines node band
width based on TSCH slotframe scheduling. The TA RPL objective 
function calculates node ranks based on bandwidth, hop count, and ETX 
parameters. By considering the bandwidth requirements of each traffic 
flow, TA RPL establishes routes with sufficient bandwidth.

Fig. 1. RPL DODAG and TSCH queue and slotframe.

Table 1 
Summary and comparison of related works.

Reference TSCH RPL

Queue length Link quality Slotframe state Queue state Node rank DODAG structure ETX

[23] ​ ✔ ​ ​ ​ ✔ ​
[24] ​ ✔ ​ ​ ​ ✔ ​
[25] ​ ​ ✔ ​ ✔ ​ ✔
[28] ​ ​ ✔ ​ ✔ ✔ ​
[32] ​ ​ ✔ ​ ​ ✔ ​
[35] ✔ ​ ​ ​ ✔ ​ ✔
[37] ✔ ​ ​ ​ ​ ✔ ​
[38] ✔ ​ ✔ ​ ​ ✔ ✔
[39] ✔ ​ ​ ​ ​ ✔ ​
[40] ​ ✔ ​ ​ ✔ ✔ ✔
[41] ✔ ​ ✔ ​ ✔ ✔ ​
RTCL ✔✔ ✔✔ ✔✔ ✔✔ ✔✔ ✔✔ ✔✔
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Vera-Pérez et al. [26] presented an analytical model to study the 
interactions between RPL and TSCH protocols and analyze their mutual 
effects. This model examines network behavior during deployment, 
initializes scheduling, and establishes RPL connections. The validation 
was through simulations using the Cooja simulator [27] and real-world 
testbeds. The results suggest that RPL and TSCH should collaborate to 
determine optimal network configurations, enhancing network lifetime 
and reducing energy consumption across various operational stages, 
from deployment to maintenance.

Dilution-based Convergecast Scheduling (DCS) [28], designed based 
on scheduling presented in [29,30] and dilution procedure [31], pro
vides a convergecast and distributed scheduling algorithm for TSCH 
with infrastructure provided by RPL. The network is divided into grid 
boxes through a dilution process. In boxes, nodes exchange messages, 
form local trees, and select a leader. DCS obtains a convergecast tree of 
the entire network by calculating the rank of the leader nodes and 
connecting them by RPL. The links between the leader and the box 
members are called internal links, while the links between leaders of 
different boxes are termed external links. The leader in each box is 
responsible for scheduling the internal links, whereas the external links 
are scheduled based on the box number.

In [32], Jenschke et al. improved energy consumption in the Com
mon Ancestor (CA) method [33] to create multipaths on RPL and pro
posed a new approach called On-Demand Selection (ODeSe). In ODeSe, 
packets are routed to the LBR through multiple paths to enhance reli
ability. Additionally, a two-hop control approach is employed to miti
gate flooding in CA, wherein each node designates a preferred parent 
and an alternative parent for itself and the next node. The functions of 
Packet Automatic Repeat reQuest, Replication and Elimination, and 
Overhearing (PAREO) [34] are utilized to determine the preferred and 
alternative parents. PAREO functions leverage the information of the 
TSCH protocol for these calculations.

Congestion control under dynamic traffic loads in RPL is addressed in 
[35] through parent selection based on minimal congestion. The Queue 
Occupancy Factor (QOF) is a metric that evaluates the congestion level 
of each parent by measuring the number of packets in the TSCH queue. 
The Parent Score (PS) represents the desirability of each parent for being 
selected as the next hop and is determined based on ETX, rank, and QOF 
parameters. Each node selects a parent based on the PS to ensure packets 
forward through less congested paths.

Orchestra [36], a well-known scheduling algorithm for TSCH, does 
not support burst traffic. Diana Deac et al. [37] proposed a traffic-aware 
approach to enhance the Orchestra’s performance to address this limi
tation. In the proposed method, which focuses on the resources required 
by the root’s child nodes, TSCH queue length was the traffic load mea
sure. Each child node determines the size of its subtree using DAO 
messages. When the number of packets in the TSCH queue exceeds a 
predefined threshold, the child node requests additional resources from 
the root.

The hysteresis-free on-the-fly (HF-OTF) [38] is a scheduling function 
designed to manage TSCH resources under dynamic traffic loads by 
addressing network traffic variations through over-provisioning. At the 
end of each time interval, the total queue occupancy, average cell uti
lization, and the number of child nodes are determined. If the slot uti
lization is below a fixed threshold of 70 %, it is considered 
under-utilized. The difference between the current and required band
width determines the number of time slots to be added or removed. The 
required bandwidth is estimated based on the average number of 
packets received from the upper layer in each slotframe and the ETX 
between the child node and its parent.

The paper [39] addresses unforeseen traffic in an RPL and 
TSCH-based network. In the proposed method, the node cell require
ment is disseminated throughout the network using the RPL control 
message option embedded in DIO and DAO messages. Each node ex
tracts information from DIO messages, which travel from the LBR to
wards leaf nodes, to learn about the upstream nodes’ requirements, and 

from DAO messages, which travel from leaf nodes to the LBR, to un
derstand the downstream nodes’ requirements. The required number of 
cells for each node is determined based on the length of its TSCH queue.

The reliable and delay-efficient multi-path RPL (RDMP-RPL) [40] is 
an RPL-based routing algorithm in which the preferred parent is selected 
based on mobility, hop count to the root, and ETX parameters. If a child 
node cannot meet the required reliability through its preferred parent, it 
adopts a multi-parent strategy. Each child node selects k parents based 
on reliability and end-to-end delay parameters and enhances reliability 
by duplicating data packets for these k parents. The end-to-end delay is 
divided by the hop count to the sink to support delay constraints, 
providing a permissible link delay metric. Consequently, only parents 
with links ensuring an acceptable delay are selected.

Wijayasekara et al. [41] propose a centralized approach leveraging 
parameters such as the network topology formed by RPL and the queue 
lengths to develop a scheduling algorithm based on Integer Linear 
Programming (ILP). The proposed approach, inspired by the 
Traffic-Aware Scheduling Algorithm (TASA), employs three ILP tech
niques: ILP1, which uses a preselected parent; ILP2, which applies joint 
optimization for parent selection; and ILP3, which focuses on fast parent 
selection for parent assignment, packet scheduling, and frequency se
lection. By emphasizing the queue lengths of the root’s child nodes, the 
authors aim to distribute the load among them effectively, ultimately 
achieving their primary objective of minimizing the average delay.

4. Motivation

The RPL protocol, as a standard protocol, is compatible with various 
MAC and PHY protocols. Among these, TSCH is considered a suitable 
option for cooperation with RPL in critical environments, including IIoT. 
TSCH provides substantial information on neighboring nodes, sched
uling, and queue status, all of which can significantly impact the per
formance of RPL routing [42–44]. Creating a routing topology with RPL 
without considering the topology established by TSCH can negatively 
affect network QoS parameters.

QoS parameters in an LLN are interdependent, meaning that changes 
in one parameter can directly influence others due to common under
lying factors impacting multiple QoS metrics simultaneously. One of the 
primary factors is packet loss. When packet loss occurs, it reduces 
network reliability. To address this challenge, lost packets need to be 
retransmitted, either end-to-end or hop-by-hop, which increases latency, 
consumes additional energy, and uses up network bandwidth. Conse
quently, this reduces the network’s lifetime and throughput. Therefore, 
reducing reliability in an LLN is like toppling the first domino, nega
tively affecting other QoS parameters such as latency, throughput, and 
network lifetime. In critical IIoT environments, where applications are 
typically loss-sensitive, such losses can have catastrophic consequences 
for industrial operations [45].

To address this issue, increasing reliability, throughput, and network 
lifetime while reducing latency requires careful attention to packet loss. 
We conducted experiments using the 6TiSCH simulator [46] to measure 
packet loss in a standard RPL-TSCH network and layer separation 
design. In these simulations, nodes with a TSCH buffer size of 10 packets 
transmitted collected data to the LBR at a rate of one packet per slot
frame. The traffic pattern used was MP2P, typical for data collection in 
IIoT networks. Packet loss can be categorized into two main types: queue 
overflow and maximum retry. Queue overflow occurs when the TSCH 
protocol at the receiving node lacks sufficient buffer space, leading to 
packet drops. Maximum retries occur when the MAC layer exhausts its 
attempts to transmit a packet without success, often due to a lack of a 
scheduled cell or link failure caused by interference or bit errors.

For results confidence, we simulated the network for 30 runs, with 
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each simulation running for 90 min. Fig. 2 plots the average number of 
lost packets (on a log scale) against the network size and demonstrates 
how packet loss rates escalate drastically in an RPL-TSCH network as the 
network size increases.1 For instance, with 50 nodes, the network loses 
approximately 1081 packets; with 100 nodes, this number increases to 
around 96,313 packets. This indicates that a 2-fold increase of nodes 
results in an 88-fold increase in lost packets, highlighting the expo
nential growth of packet loss with network size. This point is highlighted 
when we realize that IIoT networks are often large sizes [5–7,47]. The 
figure also shows that most lost packets (between 71 % and 99 %) are 
due to queue overflow. As network size increases, so does the likelihood 
of packet loss caused by queue overflow. For networks with fewer than 50 
nodes, approximately 73 % of packet loss is due to queue overflow, 
whereas for networks with over 80 nodes, this figure rises to >98 %. This 
behavior can be attributed to the significant increase in the number of 
transmitted packets as the network grows while buffer sizes remain 
fixed, resulting in a higher probability of queue overflow. In the next 
section, we will explore the causes of queue overflow through equations 
derived from queuing theory, and based on these equations, we will 
present our proposed solution.

5. Proposed method

5.1. Node model

In the RPL-TSCH network, RPL organizes nodes into a DODAG 
structure, and the nodes send packets through a schedule created by 
TSCH in an interference-free manner. These packets include data 
generated by the nodes, forwarded data from child nodes, and control 
packets from different layers. Fig. 3 illustrates the node model in an RPL- 
TSCH network with 13 nodes and an LBR. On the right side of Fig. 3, the 
internal mechanism of a node is depicted. Upon receiving a packet, RPL 
determines the next node based on the DODAG structure and the 
transmission type (unicast or broadcast) before forwarding it to TSCH. 
TSCH stores all packets in its buffer, a queue of limited size, before 
sending them. When a timeslot is scheduled for a neighbor, TSCH 
searches the queue for the first packet destined for that neighbor and 
sends a copy of the packet. As illustrated in Fig. 2, TSCH queue overflow 
emerges as a critical factor contributing to packet loss. In the following 
section, we will examine the performance of the TSCH queue using 
queuing theory equations.

5.2. TSCH queue model

The queuing model is specified using arrival rate, service rate, 
number of servers, and system capacity. In the RPL-TSCH network, the 
arrival rate of the node’s TSCH queue is influenced by several factors, 
including the number of packets generated by the node, the number of 
child nodes, the transmission rate of these child nodes, and the quality of 
the link between the parent and child nodes. Therefore, we consider the 
arrival rate a random variable with a Poisson distribution, denoted by 
parameter λ. The service rate is equivalent to the number of packets 
successfully sent to the parent node and received acknowledgment or 
removed from the queue due to multiple unsuccessful transmission at
tempts by TSCH, which reach the MAC layer’s maximum retries limit. 
Due to factors such as the lossy nature of wireless links in LLNs, the 
dynamic allocation of timeslots in TSCH, and frequent changes in 
network topology by RPL, the service rate cannot be considered con
stant. Hence, we consider the service rate a random variable with a 
Poisson distribution, denoted by parameter μ. The system capacity 
represents the maximum number of packets that can be held simulta
neously. In a system with a limited queue size, the system capacity 
equals the sum of the queue size and the number of servers. In short, the 
TSCH queue model can be described as an M/M/c/K system, where M, c, 
and K represent the Poisson distribution, the number of servers, and the 
system capacity, respectively. Let N(t) denote the number of packets in 
the system at time t, and πn represent the probability of having n packets 
in the system, then [48]: 

πn = lim
t→∞

p{ N(t)= n} (3) 

In an M/M/c/K queue model with arrival rate λ and service rate μ, 
the birth-death process is represented using a continuous-time Markov 
chain, where each state represents the number of packets in the system. 
Fig. 4 illustrates the birth-death process for the queue model. The no
tations used are summarized in Table 2.

As depicted in Fig. 4, the arrival and service rates are not fixed in this 
model and are defined based on system capacity and the number of 
servers. The arrival rate remains λ as long as the system has available 
capacity (i.e., n < K). However, when the system is full (i.e., n ≥ K), the 
arrival rate becomes 0. Similarly, the service rate is affected by the 
number of servers. Suppose the number of packets in the system is less 
than that of servers (i.e., n < c); the service rate equals nμ. If the number 
of packets in the system exceeds the number of servers (i.e., n ≥ c), the 
service rate equals cμ. Eqs. (4) and 5 express the arrival and service rates 
based on the number of packets in the system [49]. 

λn =

{
λ 0 ≤ n < K

0 K ≤ n (4) 

Fig. 2. Number of lost packets due to queue overflow and max retries for different RPL-TSCH network sizes.

1 In this chart, all packets, including data packets, RPL ICMP (DIO, DIS, DAO, 
DAOACK), TSCH (EB, Keep-Alive), and IP(6P), are considered.
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μn =

{
nμ 0 ≤ n < c
cμ c ≤ n ≤ K (5) 

The steady-state equations of an M/M/c/K queuing model led to a 
stochastic balance concept, indicating that the input rate of a state 
equals the output rate of that state [51]: 

λπ0 = μπ1 

(λ+ μ)π1 = 2μπ2 + λπ0 

(λ+2μ)π2 = 3μπ3 + λπ1 

… 

(λ+(c − 2)μ)πc− 2 = (c − 1)μπc− 1 + λπc− 3 

(λ+(c − 1)μ)πc− 1 = cμπc + λπc− 2 

(λ+ cμ)πc = cμπc+1 + λπc− 1 

(λ+ cμ)πc+1 = cμπc+2 + λπc 

… 

(λ+ cμ)πK− 2 = cμπk− 1 + λπk− 3 

(λ+ cμ)πK− 1 = cμπK + λπK− 2 

cμπK = λπK− 1 

π1 can be calculated based on π0 using the first equation of this set. By 
substituting π1 into the second equation, π2 can also be calculated based 
on π0: 

π1 =
λ
μπ0 

π2 =

(
λ
μ

)2(1
2

)

π0 

πn can be expressed in terms of π0 by continuing this process. Defining 
ρ=λ/μ [49]: 

πn =

⎧
⎪⎪⎨

⎪⎪⎩

ρn

n!
π0 0 ≤ n < c

ρn

c!cn− cπ0 c ≤ n ≤ K
(6) 

There is one server in the TSCH queue model, so the M/M/c/K model 
can be simplified to an M/M/1/K model by setting c = 1. Hence, for πn: 

πn = ρn π0 0 ≤ n ≤ K (7) 

Given that 
∑K

n=0 πn = 1 and replace πn from Eq. (7), for ∕=ρ1: 

∑K

n=0
πn = 1 ⇒ π0 +

∑K

n=1
ρn π0 = 1 ⇒ π0

[

1+
∑K

n=1
ρn

]

= 1 

⇒π0 =

[

1 +
∑K

n=1
ρn

]− 1

⇒ π0 =

[

1 +
ρ(1 − ρK)

1 − ρ

]− 1

⇒π0 =
1 − ρ

1 − ρK+1

(8) 

And for ρ=1: 

∑K

n=0
πn = 1 ⇒

∑K

n=0
ρn π0 = 1 ⇒ (K+1)π0 = 1 ⇒π0 =

1
K + 1

(9) 

Queue overflow occurs when the system’s capacity is full, meaning the 
system is in state K. The probability of queue overflow is equal to πK, 
which can be calculated using equations 7, 8, and 9: 

P(QueueOverflow ) = πK = ρK π0 =

⎧
⎪⎪⎨

⎪⎪⎩

ρK(1 − ρ)
1 − ρK+1 ρ ∕= 1

1
K + 1

ρ = 1
(10) 

In Eq. (10), the value of πK is influenced only by the parameters K and 
ρ. Therefore, in Fig. 5, we have plotted πK for different values of ρ and K. 

Fig. 3. Node model of an RPL-TSCH network.

Fig. 4. Birth-death process for M/M/c/k queue [50].

Table 2 
List of notations.

Notation Description Notation Description

λ Queue arrival rate μ Queue service rate
n Number of packets in 

the system
πn Probability of existing n 

packets in the system
c Number of servers K System capacity
QLi Queue length of node i QLT Queue length threshold
ETXi,j ETX of link between i 

and j
ETXT ETX threshold
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Fig. 5 demonstrates that to reduce the probability of queue overflow in 
TSCH, we should focus on ρ. As ρ decreases, the probability of queue 
overflow approaches zero. However, as ρ increases and approaches 1, the 
queue overflow probability rises rapidly. The probability of queue over
flow increases more rapidly for smaller than larger queue sizes. Never
theless, for ρ≥1, the queue overflow probability increases quickly across 
systems with different queue sizes. In such cases, increasing the queue 
size cannot compensate for the increase in ρ and prevent queue overflow, 
effectively neutralizing the effect of increasing K.

In summary, increasing the queue size can reduce the probability of 
queue overflow as long as ρ<1. However, if ρ≥1, even a TSCH with a 
larger queue size cannot prevent queue overflow. Therefore, the best 
approach to prevent queue overflow is to control ρ. To control ρ, ac
cording to the equation ρ=λ/μ, we must control the arrival rate while also 
increasing the service rate at the nodes. This issue is particularly critical 
for nodes where the Queue Length (QL) is growing. It should be noted 
that TSCH does not have any flow control mechanism [22]. Therefore, in 
the proposed method introduced in the next section, we implement two 
strategies to control ρ in the TSCH queue: controlling the arrival rate and 
increasing the service rate. The first strategy goal is to adjust the arrival 
rate to prevent queue overflow, while the second strategy aims to increase 
the service rate to reduce the TSCH queue length. In the following sec
tions, we describe the proposed method’s steps and each step’s perfor
mance in achieving these two goals and improving QoS parameters.

5.3. RPL-TSCH cross-layer design

The proposed cross-layer design aims to leverage RPL and TSCH 
information to improve QoS parameters for IIoT networks in a 

distributed manner. RPL provides information such as ETX, preferred 
parent, and CPL, while TSCH offers information such as link quality, 
queue status and transmission schedule. By combining this information 
in a cross-layer approach, the proposed design in a distributed manner 
seeks to improve reliability, throughput, and delay, which are among 
the most critical QoS parameters in the IIoT environment [3,5,6,52–54]. 
Fig. 6 presents a general overview of the proposed design, which in
cludes six steps.

As mentioned in Section 1, each non-root node in RPL has a CPL but 
typically uses only the preferred parent to forward packets. However, in 
the multi-parent approach, the proposed method suggests using a 
Refined Candidate Parent List (RCPL) instead of relying solely on a 
single parent. In the first step, RTCL receives the CPL from RPL and 
generates an initial RCPL. In the RCPL, the preferred and candidate 
parents are treated equally, with no distinction. The proposed multi- 
parent approach distributes the child node’s output traffic among 
RCPL by considering at least one timeslot per slotframe for each parent 
in the RCPL. Consequently, the number of packets transmitted per 
slotframe boosts, which increases the service rate, ensures load balancing 
and enhances overall network throughput. Additionally, the control of 
the arrival rate is achieved by distributing the arrival rate across multiple 
parents. This step also reduces the probability of queue overflow and 
queue waiting times by decreasing the average TSCH queue length, 
leading to increased reliability.

To better illustrate the steps of the RTCL design, we use the example 
shown in Fig. 7. This figure depicts a section of the DODAG network 
formed by RPL. Directional arrows indicate the links between child 
nodes and their CPL. Solid arrows represent the links between child 
nodes and their RCPL, while dashed arrows indicate links with candidate 

Fig. 5. πK versus different values of ρ and K.

Fig. 6. Steps of the proposed method.
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parents not selected as part of the RCPL. The right side of the figure 
displays the slotframe created by TSCH, highlighting the current time
slot. Additionally, as an example of a TSCH queue, a snapshot of the 
TSCH queue of node 4 is shown, where the next hop is inserted into each 
packet.

Let us follow the RTCL process for node 4, which has the largest CPL 
and whose TSCH queue status is also shown in Fig. 7. In the first step of 
Fig. 6, by receiving the CPL from RPL, the initial RCPL is formed, con
sisting of {6, 8, 9, 10, 11, 12}. The second step requires the TSCH QL of 
the candidate’s parents, which is unavailable by default in the RPL. 
However, the periodic DIO messages can piggyback QL, ensuring 
updated information is consistently available for child nodes. QL in
creases for parents who cannot maintain their service rate above the 
arrival rate. Therefore, in the second step, we apply a QL Threshold 
(QLT), filter out parents whose QL exceeds QLT, and remove them from 
the RCPL. Since queue overflow is the primary cause of packet loss, this 
step helps control the arrival rate and reduces queue overflow by avoiding 
sending packets to parents with high QL. In the example of Fig. 7, sup
pose QL8 ≥ QLT; consequently, the RCPL becomes {6, 9, 10, 11, 12}.

In the third step, the ETX of RPL is used with a filter to remove 
parents with ETX links below a specified threshold (ETXT) to increase the 
service rate. By sending packets to parents with higher link quality, the 
likelihood of packet loss due to link loss is reduced, thereby increasing the 
service rate and throughput. Assuming that in Fig. 7, ETX4,6 < ETXT, node 
6 is removed from the RCPL, resulting in {9, 10, 11, 12}.

In the fourth step, we use TSCH protocol information to limit the size 
of the RCPL. Our experiments showed that excessive growth of the RCPL 
leads to slotframe congestion, increasing the probability of collisions 
and packet loss, violating the objective of increasing the service rate. 
Therefore, the RTCL seeks a balance between RCPL size and collision 
probability in slotframe, limiting the RCPL size based on slotframe 
crowding. Additionally, using MAC performance metrics embedded in 
IEEE 802.15.4e [12], TSCH calculates link quality for each parent and 
removes those with the lowest link quality from the RCPL. Suppose the 
TSCH protocol of node 4 limits the RCPL size to three, and the link be
tween nodes 4 and 12 has the lowest quality; hence, the RCPL is reduced 
to {9, 10, 11}. At this point, TSCH updates the slotframe and allocates a 
cell in the slotframe for each parent in the RCPL.

In the second step of RTCL, we use the queue length of parent nodes, 
but in the fifth step, we use the TSCH queue status of the node itself. In 
the TSCH queue, packets await transmission to the parent nodes, 
forming sub-queues for each parent in the RCPL. If packet distribution 
among parents is unbalanced, the benefits of multi-parenting are lost, 
and most packets are sent to a single parent. Consequently, the number 
of packets sent per slotframe decreases, violating the goal of increasing 
the service rate. For example, in Fig. 7, ifa new packet is scheduled for 
parent 10, and there are already two packets queued for this parent, the 

packet must wait for 2 slotframes and 3 timeslots (2 slotframes for 
sending previous packets and 3 timeslots until the first available timeslot 
of parent 10). However, if the new packet is scheduled for parent 9, it 
will wait only for 1 slotframe and 4 timeslots. Therefore, in step 5, using 
the TSCH queue state of the node and a sorting operation, the RCPL is 
arranged in ascending order based on the number of packets in the 
queue, resulting in {9, 11, 10}. This step reduces packet delay by 
prioritizing parents with shorter sub-queues.

However, an additional sorting step is required if two or more par
ents have the same sub-queue length. In step 6, parents with identical 
sub-queue lengths are sorted based on the distance between the current 
timeslot and next timeslot of each parent. For example, in Fig. 7, the 
distance between the current timeslot and the next timeslot of parents 9 
and 11 is 4 and 1 timeslot, respectively. Therefore, parent 11 can 
transmit the new packet sooner. Finally, the RCPL becomes {11, 9, 10}, 
and parent 11 is the best choice to send the new packet in the current 
timeslot. Steps 5 and 6 aim to expedite packet transmission, reduce 
delay and queue length, and ultimately increase the service rate.

Steps 5 and 6 of the proposed method operate online in each time slot 
to sort the RCPL parents. However, Steps 1 to 4, responsible for con
structing the RCPL, employ a periodic and event-driven approach to 
adapt to the dynamic conditions of IIoT networks, such as topology 
changes, node failure, and varying traffic. Specifically, at the end of each 
slot frame, the RCPL is updated periodically based on the piggybacked 
information from DIO messages exchanged during the slot frame. 
Additionally, any event such as a rank change, LQ variation, ETX 
dropping below the ETXT threshold, or QL exceeding the QLT threshold 
for any RCPL parent triggers the re-execution of Steps 1 to 4 to update 
the RCPL. If no CPL members qualify for inclusion in the RCPL, the 
proposed system activates a fallback mechanism, initializing the RCPL 
with the preferred parent.

RTCL imposes minimal overhead on the system, as the RPL and TSCH 
protocols already provide all the necessary information for RTCL 
execution at each node, including CPL, ETX, LQ, SS, and QS. The only 
additional information needed is the parents’ QL, which piggybacks on 
DIO messages using the reserved 1-byte field specified in RFC 6550, 
avoiding any bandwidth and energy overhead on the network. 
Furthermore, from the computational perspective, if n=∣CPL∣, Steps 2 to 
4 of RTCL have a complexity of O(n), while Steps 5 and 6 have a 
complexity of O(nlogn). As a result, the overall computational overhead 
of RTCL is O(nlogn).

6. Evaluation

In this section, we evaluate the efficiency and effectiveness of the 
proposed method on QoS parameters through simulations using the 
6TiSCH simulator [46]. The 6TiSCH simulator is an open-source tool 

Fig. 7. A sample of the RPL-TSCH network with CPL, RCPL, slotframe, and queue.
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that implements a fully standard 6TiSCH protocol stack, enabling re
searchers and developers to evaluate their optimizations. The simulator, 
developed in Python, simulates the behavior of 6TiSCH network pro
tocols, including network formation, RPL routing, and TSCH scheduling. 
The rest of this section is structured as follows: We review the evaluation 
setup and criteria, followed by a presentation of the results.

6.1. Evaluation setup and criteria

Table 3 summarizes the RPL, TSCH, RTCL, and general settings used 
in the evaluations. Each simulation was run for 5400 timeslots, equiv
alent to 90 min, and repeated 30 times to increase the confidence level of 
the results. The packet sending rate was set to one packet per slotframe 
for each node. We evaluated two scenarios: the first focused on network 
size, with the number of nodes ranging from 50 to 100, and the second 
focused on TSCH queue size, varying between 5 and 20 packets. In the 
RPL protocol, the OF0 determined the DODAG structure and candidate 
parents and the trickle timer was set to 20 slotframes. The Minimum 
Scheduling Function (MSF) [55] is the standard scheduling function, 
and the MAC maximum retries equal to 5 used by TSCH. Each slotframe 
contains 100 timeslots with a length of 10 ms, and sixteen different 
channels are considered for the TSCH slotframe, resulting in a slotframe 
dimension of 16×100.

The optimal performance of RTCL depends on selecting appropriate 
values for the ETXT and QLT parameters. A low ETXT value increases the 
number of parents in the RCPL, enabling the benefits of multi-parenting. 
However, the link quality between children and RCPL parents is 
reduced, negatively affecting QoS. Conversely, a high ETXT value en
sures better link quality for RCPL parents but reduces their number, 
limiting the advantages of multi-parenting. A similar trade-off applies to 
QLT. A low QLT value results in fewer selected parents, leading to lower 
queue congestion and reduced packet drop probability. On the other 
hand, a high QLT value increases the number of RTCL parents, but these 
parents have longer queue lengths, raising the likelihood of packet 
drops. To analyze RTCL’s sensitivity to ETXT and QLT and determine 
their optimal values, we conducted experiments based on the network’s 
Packet Delivery Ratio (PDR) using the simulation settings in Table 3, a 
network of 100 nodes, a queue size of 10, and various ETXT and QLT 

values. The results in Table 4 indicate that RTCL achieves optimal per
formance with ETXT and QLT values of 0.8 and 70 %, respectively.

The evaluation criteria are as follows: 

1. PDR: The ratio between the number of packets generated by the 
nodes and the number of packets received by the LBR, reflecting the 
network’s reliability in packet delivery [56]. This metric is critical 
for IIoT applications due to their critical nature. As there is a direct 
relationship between PDR and throughput, we focus solely on PDR in 
our evaluations and pass-over throughput.

2. Network lifetime: Network lifetime is a fundamental criterion that 
impacts QoS parameters. Although there are many definitions of 
network lifetime [57], in line with the proposed method’s 
node-based design, we define it as the time until the energy of any 
node is depleted.

3. Average end-to-end delay: The end-to-end delay of a packet is the 
time between its sending by the source node and its reception by the 
LBR. Since IIoT applications often use control data and environ
mental information for decision-making and action, they are time- 
sensitive, and excessive delays can lead to safety issues or system 
failures [3].

4. Maximum end-to-end delay: While the average end-to-end delay 
provides a general overview of packet delay, it does not capture the 
range of delays, which is important for IIoT applications that require 
bounded delay [47]. Therefore, in addition to the average end-to-end 
delay, the maximum end-to-end delay is checked in the evaluations.

6.2. Results

This section presents the evaluation results for the two scenarios 
introduced in the previous section. In both scenarios, nodes send data 
packets to the LBR using an MP2P communication pattern. We 
compared the proposed RTCL design with two other methods: RPL-TSCH 
Standard (RTS) and ILP3+TASA [41]. RTS represents the standard 
implementation of RPL and TSCH based on the IETF 6TiSCH Protocol 
stack [58]. The goal of selecting RTS for comparison is to assess the 
performance of the proposed cross-layer approach against a standard 
separation-layer method, allowing for better identification and evalua
tion of the advantages of using a cross-layer approach. Additionally, 
compared with the cross-layer approach, ILP3+TASA, one of the most 
recent papers in this research field, evaluates RTCL’s performance 
against another cross-layer method.

6.2.1. First scenario: network size
Given that IIoT networks can vary in size, this scenario focuses on the 

impact of network size on the evaluated methods. We consider network 
sizes ranging from 50 to 100 nodes, with a fixed TSCH queue size of 10 
packets. Fig. 8 presents the results based on the evaluation criteria.

Fig. 8a shows the PDR results and indicates that PDR decreases as the 
network size increases in all three methods. However, the proposed 
method consistently outperforms the RTS and ILP3+TASA methods, and 
the advantage grows with increasing network size. This superiority can 
be explained by the multi-parent approach introduced in steps 1 to 4 of 
our method. The RTCL provides child nodes with multiple options for 
packet transmission, thereby improving queue utilization, increasing the 
service rate in child nodes, and controlling the arrival rate at parent 
nodes. As depicted in Fig. 5 and Eq. (10), increasing service rate and 
controlling node arrival rates reduce ρ and the queue overflow probability, 
enhancing PDR. Moreover, RTCL selects the RCPL using filtering and 
limiting operators based on QL and ETX to reduce queue overflow and 
link loss probabilities. In contrast, the RTS and ILP3+TASA methods, 
which employ a single-parent approach, cannot efficiently utilize the 
network’s queue capacity, leading to a significant PDR decline as 
network size increases. The RTCL design, however, mitigates this issue, 
resulting in a growing disparity in PDR between RTCL with the RTS and 
ILP3+TASA as network size increases.

Fig. 8b highlights the network lifetime across different network sizes. 
The first notable observation is the reduction in network lifetime with 
increasing network size. As the network size grows, the number of 
packets forwarded by intermediary nodes, particularly those near the 
LBR, increases significantly, leading to higher energy consumption and a 
reduced network lifetime. The second observation is the improvement in 
network lifetime achieved by the proposed method compared to the RTS 
and ILP3+TASA methods. This improvement is attributed to two pri
mary factors: first, the load balancing achieved by the multi-parent 
approach in RTCL, which distributes transition packets among several 

Table 3 
Simulation settings.

General Simulation time 5400 slotframes
Number of runs 30
Packet rate 1 data packet per slotframe
Number of scenarios 2
Network size 50–100 nodes

RPL Objective function OF0
Trickle time period 20 slotframes

TSCH Scheduling function MSF
MAC maximum retries 5 times
Timeslot duration 10 ms
Slotframe length 100 timeslots
Number of channels offset 16
Queue size 5–20 packets

RTCL QLT 70 % of queue size
ETXT 0.8
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parents, alleviating pressure on the preferred parents’ energy resources; 
second, the improved PDR (Fig. 8a), which reduces packet loss and 
retransmissions, leading to better energy conservation and extended 
network lifetime. Due to its centralized approach, the ILP3+TASA 
method requires data collection from across the network, which leads to 
increased energy consumption, particularly in large-scale networks. As a 
result, it exhibits the worst network lifetime performance among the 
methods compared.

Fig. 8c and d show the average and maximum end-to-end delays as 
network size changes. In these figures, as the network size increases, the 
average and maximum end-to-end delays grow. Given that queue 
waiting has the greatest impact on end-to-end delay, two primary factors 
drive the increase in these delays as the network expands: the growth in 
the number of route queues and the increase in queue lengths due to the 
higher packet count. Despite this, RTCL outperforms the RTS in all 
network sizes and the ILP3+TASA in networks with size >80 nodes. The 

filtering operator in step 3 eliminates parents with long queues, while 
RTCL distributes packets across RCPL parents. Additionally, steps 5 and 
6 of the proposed method ensure that newly received packets are 
scheduled with minimal queue waiting. Hence, RTCL reduces queue 
length and waiting time, lowering average and maximum end-to-end 
delays. ILP3+TASA aims to reduce the delay by scheduling all the 
packets in the queue of the root’s child nodes within a single slotframe. 
However, as the network size increases, the proportion of packets in the 
queues of the root’s child nodes decreases relative to the entire network, 
which reduces this method’s efficiency.

6.2.2. Second scenario: Queue size
This scenario aims to investigate the effects of varying queue sizes on 

QoS parameters and the effectiveness of the techniques employed by 
RTCL to enhance queue efficiency. The tests were conducted with a fixed 
network size of 100 nodes and queue sizes ranging from 5 to 20 packets. 

Table 4 
Sensitivity Analysis of RTCL to QLT and ETXT.

Fig. 8. Evaluation results in the first scenario.
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Fig. 9 presents the evaluation results for this scenario.
Fig. 9a shows that increasing queue size improves PDR. With a fixed 

sending rate and node count, increasing queue size reduces queue over
flow, thereby improving PDR. The multi-parent approach suggested in 
steps 1 to 4 of the RTCL design enables better queue utilization and a 
higher PDR than the RTS and ILP3+TASA. A noteworthy observation in 
Fig. 9a is the diminishing growth rate in PDR with increasing queue size. 
Specifically, the PDR values for RTCL are 80.5, 87.9, 90.6, and 91.4 
percent for queue sizes 5, 10, 15, and 20, respectively, showing 7.4, 2.7, 
and 0.8 percent increments. This trend is consistent with the graph in 
Fig. 5, confirming that increasing queue size can only partially mitigate 
packet loss and is not a definitive solution. The ILP3+TASA method does 
not consider link quality when selecting parents, which results in poor 
PDR performance. As a result, this method exhibits the lowest PDR 
among the compared methods.

Fig. 9b demonstrates that all three methods improve network life
time with increasing queue size. As shown in Fig. 9a, improving PDR by 
increasing queue size reduces packet retransmissions, thereby lowering 
node energy consumption. A secondary reason for this improvement is 
the RPL protocol, where reduced PDR often triggers preferred parent 
changes. With improved PDR, parent changes and the associated ICMP 
messaging decrease, allowing nodes to remain in sleep mode more 
frequently and conserve energy. This reasoning also applies to the RTCL 
design, as shown in [14], where using multiple parents instead of a 
single parent significantly reduces the frequency of parent changes. 
However, the centralized approach of ILP3+TASA has led to the highest 
energy consumption associated with this method.

While increasing queue size improves PDR and network lifetime, it 
also increases average and maximum end-to-end delays, as shown in 

Fig. 9. Queue waiting and packet retransmissions due to lost packets 
contribute to increased delays. However, the RTCL mitigates these issues 
by sending packets to parents with shorter queues (steps 2, 5, and 6 of 
the proposed method) and eliminating parents with poor link quality 
(steps 3 and 4), thereby reducing queue waiting and retransmissions, 
minimizing both average and maximum end-to-end delays compared to 
the RTS and ILP3+TASA methods.

7. Conclusion

This paper aims to improve QoS parameters in an IIoT network by 
proposing a cross-layer approach over RPL and TSCH protocols. Our 
analysis, aimed at identifying fundamental factors affecting QoS pa
rameters, revealed that packet loss can be the initial link in a chain of 
effects impacting QoS. Packet loss not only reduces reliability but also 
leads to increased delay, bandwidth, and energy wastage due to the need 
for retransmissions. Tracking the causes of packet loss directed us to two 
main factors: queue overflow and maximum retries, with queue overflow 
playing a significantly greater role in packet loss. Through an analysis 
based on queuing theory and simulation, we concluded that preventing 
queue overflow requires controlling the arrival rate and increasing the ser
vice rate of the node’s queue. Meeting these requirements necessitates 
the consideration of cross-layer information, such as candidate parent 
list, RPL DODAG structure, communication link quality, scheduled 
slotframe, and queues state; data is often scattered across different 
protocol layers.

Motivated by these insights, we proposed the RTCL design, a cross- 
layer solution for RPL and TSCH protocols. RTCL employs a multi- 
parent strategy, refining candidate parents based on queue length, 

Fig. 9. Evaluation results in the second scenario.
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ETX, and link quality, while prioritizing them based on scheduled slot
frame to control arrival rates and increase service rates. The key objectives 
of RTCL are as follows: 

• Reduce packet loss due to queue overflow and link issues, increasing 
reliability and throughput.

• Minimize the average queue length, reducing queue waiting times 
and packet delays.

• Distribute the load across multiple parents, balancing the network 
load more effectively.

• Improve energy consumption distribution among nodes, extending 
the network’s lifetime.

Simulation results under two scenarios, varying network size and 
queue size, demonstrated that RTCL outperforms the RTS and 
ILP3+TASA regarding PDR, average end-to-end delay, maximum end- 
to-end delay, and network lifetime. Additionally, the solution en
hances load balancing and network stability, contributing to better 
network scalability, flexibility, and energy efficiency. Another notable 
outcome from the simulations, previously predicted by queuing theory 
equations, is the low sensitivity of queue overflow to queue size. In future 
work, we aim to propose a dynamic queue size adjustment approach 
based on ρ, adapt RTCL to support various traffic patterns and evaluate 
the performance of the RTCL method through real-world implementa
tion and testing.
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