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Abstract

In recent years chaotic secure communication and chaos synchronization have received ever increasing attention. In this
paper a chaotic communication method using extended Kalman filter is presented. The chaotic synchronization is imple-
mented by EKF design in the presence of channel additive noise and processing noise. Encoding chaotic communication is
used to achieve a satisfactory, typical secure communication scheme. In the proposed system, a multi-shift cipher algo-
rithm is also used to enhance the security and the key cipher is chosen as one of the chaos states. The key estimate is
employed to recover the primary data. To illustrate the effectiveness of the proposed scheme, a numerical example based
on Chen dynamical system is presented and the results are compared to two other chaotic systems.
� 2006 Elsevier B.V. All rights reserved.
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1. Introduction

In the past 20 years, there has been a great deal of interest in the study of non-linear dynamical systems.
Deterministic dynamical systems are those whose states changes with time in a deterministic way. The intro-
duction of chaos into communication systems offers several opportunities for improvement. This is because of
random nature of chaotic systems. Since a chaotic dynamical system is a deterministic system, its random-like
behavior can be very helpful in disguising modulation as noise [1]. A small perturbation eventually causes a
large change in the state of the system. In the digital world nowadays, the security of digital signal becomes
1007-5704/$ - see front matter � 2006 Elsevier B.V. All rights reserved.
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very important since the proliferation of wireless products [2]. Compared to conventional communication
systems, there are several unique features of chaotic communication systems [3–5]. Potential benefits of chaotic
communications include efficient use of the bandwidth of a communication channel, utilization of the intrinsic
nonlinearities in communication devices, large-signal modulation for efficient use of carrier power, reduced
number of components in a system, and security of communication by chaotic encryption [6].

Chaotic dynamics with their noise-like broadband power spectra is a good candidate to fight narrow-band
effects such as frequency-selective fading or narrow-band disturbances in communication systems. Another
attractive feature of chaotic signal is their dependence on initial condition, which makes it difficult to guess
the structure of the generator and to predict the signal over longer time interval. This feature is of interesting
in cryptography, where highly complex and hard-to-predict signals are employed. Chaotic signals are deter-
ministic so there is no random component in differential equation, but trajectories are noise-like. Also they
are bounded and on successive generation of chaos, the states stay in a finite range. Moreover, they are ape-
riodic, same state never repeated twice. Chaotic output streams will be completely uncorrelated, and the auto-
correlation of a chaotic signal has a large peak at zero and decays rapidly. Thus a chaotic system shares many
properties of a stochastic process, which are basic requirements of the spread spectrum communications.

In a typical chaotic synchronization communication scheme the information to be transmitted is carried
from the transmitter to the receiver by a chaotic signal through an analog channel. It is possible to implement
a chaotic communication system either with chaos synchronization (coherent) or without chaos synchroniza-
tion (noncoherent) [7–23]. Most of the research activities in chaotic communication so far address systems
based on synchronization of chaos between a transmitter and a receiver linked by a transmission channel.
For such systems, chaos synchronization is mandatory, while the quality of communication, measured by
the bit-error rate (BER) of a decoded message at the receiver, depends crucially on the accuracy and robust-
ness of synchronization. Following these approaches, different methods have been developed in order to mask
the contents of a message using chaotic signals [12–29]. However, it has been shown that most of these meth-
ods are not secure or have a low level of security because one can extract the encoded message signal from the
transmitted chaotic signal by using different unmasking techniques [24–26]. So to overcome the problem of
unmasking the information message from the chaotic carrier, different approaches for designing cryptosystems
based on chaos have been recently introduced [22,23]. In these schemes both conventional cryptographic
method and synchronization of chaotic systems are combined so that the level of security of transmitted cha-
otic signal is enhanced. Typically these approaches are based on the synchronization properties of simple cha-
otic systems. So it is of considerable interest of achieving secure encoding of the digital information signal by
considering the fact of masking chaotic encoding signal is as important as masking the information signal. For
this purpose combining together the advantages of digital encryption techniques and chaos synchronization
methods, the level of security of the transmitted signal can be potentially enhanced.

Extended Kalman filter has been widely used in the state estimation of nonlinear dynamical systems and it
is also an important algorithm for the implementation of chaotic synchronization [23]. Many research works
demonstrate that EKF can synchronize different chaotic maps for the applications in secure communications.
In this work, the Chen dynamical system is used to modulate the sinusoid data via the masking modulation
and also for improving the security n-shift cipher algorithm is used for security improvement. The modulated
signal is transmitted through the additive white Gaussian noise (AWGN) channel. At the receiver, EKF is
employed to estimate states of the chaotic systems.

The proposed chaotic communication scheme is totally different from the traditional cryptosystem where
both the key and the encrypted signal should be transmitted to the decrypter. It should be pointed out that
in this approach, regarding the different employed chaotic states for the objectives of synchronization, mask-
ing modulation and multi-shift ciphering algorithm and meanwhile, noting the fact that all chaotic states of a
same chaos attractor are inherently absolutely different from each other, there is no requirement for purely
transmission of the chaotic key. This in turn, heightens the security level of the system.

In this paper the application of extended Kalman filter for state reconstruction of continuous-time nonlin-
ear systems in a chaotic communication scheme is presented. The proposed scheme uses a Chen dynamical
system, Lorenz, and Genesio-Tesi as chaos generators to encrypt data using masking modulation. n-Shift
cipher algorithm is also used to improve the security. The receiver consists of an extended Kalman filter
for state reconstruction, a chaos masking demodulator, and also n-shift cipher decryptor. In Section 2, chaotic
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masking and n-shift cipher algorithm are described. Section 3 shows extended Kalman filter and related equa-
tions. In Section 4, the proposed chaotic encryption scheme and numerical examples are presented. Section 5
describes simulation experiments for the proposed system.

2. Chaotic cryptosystems

The basic idea of these cryptosystems are based upon consists of using a chaotic non-linear oscillator as a
broadband pseudo random signal generator. This signal is combined with the message, to produce an unin-
telligible signal, transmitted through the insecure communication channel. At reception, the pseudo-random
signal is regenerated, so that by combining it with the received signal through the inverse operation, the
original message is recovered [29].

2.1. Chaotic masking

The chaotic signal is added to the information signal and at the receiver the masking is removed. In order
for this scheme to properly work, the receiver must synchronize robustly enough as to admit the small pertur-
bation in the driving signal due to the addition of the message. The power level of the information signal must
be much lower than that of the chaotic signal to effectively bury it [29].

2.2. n-Shift cipher encryption

A chaotic cryptosystem is shown in Fig. 1. In this figure, the encrypter consists of a chaotic system and an
encryption function e(Æ). The key signal k(t) is one of the state variables of a chaotic system. Another state
variable is the transmitted signal, which is transmitted through a public channel to the decrypter and used
to synchronize the decrypter. c(t) is the encrypted signal which is fed back into the chaotic system. The decryp-
ter consists of a chaotic system and a decryption function d(Æ). The decrypter can find the key signal when the
decrypter and the encrypter are synchronized. The encrypted signal is also recovered via synchronization.
Then, d(Æ) is used to decrypt the encrypted signal. It should be noted that both the key signal and the encrypted
signal c(t) are not transmitted to the decrypter. The signal sM(t) denotes the modulated information signal, k(t)
is the key signal, and c(t) is the ciphered transmitted signal. e(sM(t)) is the encrypted signal and sR(t) is the
recovered decrypted signal. We have d(e(sM(t)))! sM(t) when the synchronization is achieved.

We use an n-shift cipher to encrypt the plain signal.
The n-shift cipher is defined by
eðsMðtÞÞ ¼ f1ð. . . f1ðf1|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}
n

ðsMðtÞ; kðtÞÞ; kðtÞÞ; . . . ; kðtÞ|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
n

Þ ¼ cðtÞ ð1Þ
where the parameter h is chosen such that sM(t) and k(t) lie within (�h,h), and f1(x,k) is the following non-
linear function:
Fig. 1. Nonlinear function used in continuous shift cipher.
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f1ðx; kÞ ¼
ðxþ kÞ þ 2h; �2h 6 ðxþ kÞ 6 �h

ðxþ kÞ; ðxþ kÞ < h

ðxþ kÞ � 2h; h 6 ðxþ kÞ 6 2h

8><
>: ð2Þ
This function is shown in Fig. 1.
The corresponding decryption rule is the same as the encryption rule
sRðtÞ ¼ dðcðtÞÞ ¼ f1ð. . . f1ðf1|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}
n

ðcðtÞ;�k̂ðtÞÞ;�k̂ðtÞÞ; . . . ;�k̂ðtÞ|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
n

Þ ð3Þ
where k̂ðtÞ is estimated key in the receiver circuit and should precisely approximate k(t).
In the n-shift cipher, the key signal is used n times to encrypt the plain signal. Since the encrypted signal is a

function of k(t) and sM(t), and since the encrypted signal is used to derive the circuit, it hides both the dynam-
ical and the statistical characteristic of both k(t) and sM(t) [22].

3. Extended Kalman filter

EKF is an important and fascinating algorithm in the nonlinear filter theory and state estimation. In order
to present a picture for design process, a brief discussion of stochastic state estimation design will follow [23].
The EKF based synchronization approach employs extended Kalman filter at the receiver section and gener-
ates the state estimates based on the noisy output measurement. Meanwhile, this method can render the pro-
cessing noise as well. When the states of a chaotic system are estimated using an EKF, the process within the
filter synchronizes to the transmitter as the estimates converge, and no decomposition is required. This syn-
chronization is insensitive to additive noise.

Consider the provided nonlinear system and measurement model
_xðtÞ ¼ AðxðtÞÞxðtÞ þ CvðtÞ ð4Þ
yðtÞ ¼ hðxðtÞÞ þ KwðtÞ ð5Þ
where A 2 Rn·n, x(t) 2 Rn·1 is the state, C is a column vector, v(t) 2 Rn·1 is the process noise, y(t) 2 Rp·1 is the
measurement, h 2 Rp·1, K is a column vector and w(t) 2 Rp·1.

Noise is white Gaussian and has characteristics as follows:
Efvg ¼ 0

Efwg ¼ 0

EfvvTg ¼ V

EfwwTg ¼ W

8>>><
>>>:

ð6Þ
and
hðxðtÞÞ ¼ CxðtÞ ð7Þ

in which C is the measurement vector.

The EKF equation, is as follows:
_̂x ¼ f ðx̂ðtÞÞ þ LðtÞðhðxðtÞÞ � Cx̂ðtÞÞ ð8Þ

where L(t) is the Kalman filter gain satisfying
LðtÞ ¼ bAðtÞP ðtÞCT þ CP ðtÞCT þ KW KT ð9Þ

and P(t) is the solution to the Reccati equation
_PðtÞ ¼ bAðtÞP ðtÞbAðtÞT � LðtÞðCP ðtÞbAðtÞÞ þ CTV C

Pð0Þ ¼ P 0

ð10Þ
In the above equations, V P 0 and W > 0, are noise covariance and are chosen to improve the convergence.
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4. Proposed chaotic encryption scheme and numerical example

We have enhanced the security of the transmitted signal by using multi-shift cipher encryption algorithm.
The synchronization is achieved by extended Kaman filter (EKF) as the state estimator in the presence of noise.
The block diagram of the proposed scheme is shown in Fig. 2. The proposed scheme does not need to know the
initial condition of the chaotic signals between the receiver and the transmitter. The system consists of a trans-
mitter module, a communication channel and a receiver module. The transmitter module consists of a chaotic
system, and an encryption mechanism. In this system the chaotic signal is generated by using Chen dynamical
system. Chen dynamical system is described by the following system model of differential equations:
_x1ðtÞ
_x2ðtÞ
_x3ðtÞ

2
4

3
5 �

�a a 0

c� a c 0

0 0 �b

2
4

3
5 x1ðtÞ

x2ðtÞ
x3ðtÞ

2
4

3
5þ

0

�x1ðtÞx3ðtÞ
x1ðtÞx2ðtÞ

2
4

3
5 ð11Þ
where x1(t), x2(t) and x3(t) are the state variables and a, b and c are three positive real constants.
Obviously, the Chen nonlinear model can also be presented as
_x1ðtÞ
_x2ðtÞ
_x3ðtÞ

2
4

3
5 �

�a a 0

c� a c �x1ðtÞ
0 x1ðtÞ �b

2
4

3
5 x1ðtÞ

x2ðtÞ
x3ðtÞ

2
4

3
5 ¼ AðxðtÞÞxðtÞ ð12Þ
We assume that all the states are available and divergence of the above model is given by
r �~F ¼ oF 1

ox1

þ oF 2

ox2

þ oF 3

ox3

¼ �aþ c� b < 0 ð13Þ
when
aþ b > c
where
~F ¼ ðF 1; F 2; F 3Þ ¼ ~F ¼ ðF 1; F 2; F 3Þ ¼ ðaðx2 � x1Þ; ðc� aÞx1 � x1x3 þ cx2; x1x2 � bx3Þ ð14Þ

Thus, system (11) is a forced dissipative system similar to a Lorenz system. Therefore, the solutions of system
(11) are bounded as time goes to infinity. Chen shows that system (11) exhibits Chaos for specified values of
the parameters [30]. It is worthy noting that it is assumed that all the chaotic states are available for measure-
ment. Process noise is considered in chaos states. The encryption mechanism is described as follows: First, a
chaotic digital key is selected from one of the chaotic states.
Fig. 2. Block diagram of proposed chaotic communication scheme.
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Remark. The proposed chaotic communication scheme is totally different from the traditional cryptosystem
where both the key and the encrypted signal should be transmitted to the decrypter. It should be pointed out
that in this approach, regarding the different employed chaotic states for the objectives of synchronization,
masking modulation and multi-shift ciphering algorithm and meanwhile, noting the fact that all chaotic states
of a same chaos attractor are inherently absolutely different from each other, there is no requirement for
purely transmission of the chaotic key. This in turn, heightens the security level of the system.

The information signal s(t) added with second state according to masking modulation. Then the masked
signal sM(t) = s(t) + x2(t) will be passed to the n-shift cipher block.

The key signal for n-shift cipher encrypter is the third state of Chen system
kðtÞ ¼ x3ðtÞ

According to Eqs. (1) and (2) the encryption law with n = 4 is as follows:
cðtÞ ¼ eðsðtÞÞ ¼ f1ðf1ðf1ðf1ðsMðtÞ; kðtÞ; kðtÞ; kðtÞ; kðtÞÞÞÞÞ

The encryption law will encrypt the masked signal SM(t). Then the output signal c(t) will be passed along

with the first state for synchronization. Measurement noise, modeled as white Gaussian, is added to the signal.
The major part of the receiver section consists of an extended Kalman filter for state reconstruction, n-shift
cipher decrypter, and chaos masking demodulator. The Chen states will be estimated by EKF. It should be
noted that the first state of Chen will be used for chaotic synchronization. In the receiver, first state goes
to the EKF and states will be estimated. The estimate of third state is the key for n-shift cipher decryption.
k̂ðtÞ ¼ x̂3ðtÞ

After cipher decryption, according to the masking demodulation, second state will be subtracted from cipher
decryptor output and information signal will be recovered. According to Eqs. (2) and (3) the recovered de-
crypted data is as follows:
sRðtÞ ¼ f1ðf1ðf1ðf1ðcðtÞ;�k̂ðtÞ;�k̂ðtÞ;�k̂ðtÞ;�k̂ðtÞÞÞÞÞ � x̂2ðtÞ

The sum of squared errors (SSE) in state estimation is
SSE ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiX3

i�1

ðxiðtÞ � x̂iðtÞÞ2
vuut ð15Þ
The parameters and initial values for chaotic system and EKF that used in our simulation are summarized as
follows:

Matrix A(x(t)) in our proposed scheme is
AðxðtÞÞ ¼
�a a e

c� a c �x1ðtÞ
0 x1ðtÞ �b

2
64

3
75 ð16Þ
where a = 40, b = 3, c = 31. e = 0.0001 is used for ensuring the observability of A and C. The parameters for
the multi-shift cipher algorithm are h = 2 and n = 4. The first chaotic state is employed for synchronization.
Therefore, the output measurement matrix is
C ¼ 1 0 0½ �
The initial conditions for chaotic system and the EKF are
xð0Þ ¼ �1:0032 2:3545 �0:087½ �T; x̂ð0Þ ¼ 40 17 17½ �T
The characteristics of the process and channel noise used in EKF are
C ¼ 1 1 1½ �T; K ¼ 1; V ¼ 0:0161; W ¼ 0:0202
In the Reccati differential equation (10) we can use the initial conditions for the covariance matrix as
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P ð0Þ ¼ 0:1�
1 0 0

0 1 0

0 0 1

2
64

3
75
The employed information signal for evaluating the performance of the proposed system is
sðtÞ ¼ sinð2pftÞ; f ¼ 2 Hz
The chaotic system is not restricted to Chen and other types of chaotic systems can be used for the proposed
scheme. We used two other chaotic systems named: Lorenz and Genesio-Tesi to show the effectiveness of the
proposed chaotic encryption scheme. Lorenz system is described by the following differential equations:
_x1ðtÞ ¼ �rðx2ðtÞ � x1ðtÞÞ
_x2ðtÞ ¼ �x1ðtÞx3ðtÞ þ rx1ðtÞ � x2ðtÞ
_x3ðtÞ ¼ x1ðtÞx2 tð Þ � bx3ðtÞ

ð17Þ
where r, r, and b are positive parameters. When r = 10, r = 28, and b = 1.25, system (17) behaves chaotically
[9].

Genesio-Tesi is described by the following differential equations:
_x1ðtÞ ¼ x2ðtÞ
_x2ðtÞ ¼ x3ðtÞ
_x3ðtÞ ¼ �c � x1ðtÞ � b � x2ðtÞ � ax3ðtÞ þ x2

1

ð18Þ
where a, b, and c are positive parameters. When a = 1.2, b = 2.92, and c = 6, system (18) behaves chaotically
[31].

The initial conditions for the Lorenz and Genesio-Tesi systems and also EKF values are the same as in the
case of Chen system.

5. Simulation experiments

In this section, the performance of the proposed scheme will be studied. We have employed Euler method for
numerical simulation in MATLAB with the sampling time 0.001. In Fig. 3, the attractor of Chen dynamical
Fig. 3. Attractor of Chen dynamical system.
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system can be seen. Figs. 4–6 show the states of Chen system and also their estimates in the same coordinate
in the time interval [0, 5] s. The convergence of states is so fast and after a very short time the estimations
are synchronized to the original states. We can see the precision of synchronization with EKF in Figs. 4–6.
The convergence times of three states of Chen system are shown in Table 1. The maximum of the three values
is considered as the convergence time of the system and it is 0.201 s in this case. Fig. 7 shows sum squared
Fig. 4. First state and its estimation (Chen).

Fig. 5. Second state and its estimation (Chen).



Table 1
Convergence time in state estimation

Synchronization time State1 (s) State2 (s) State3 (s) Maximum (s)

Chen system 0.05 0.131 0.201 0.201
Lorenz system 0.162 1.034 1.566 1.566
Genesio-Tesi 1.33 5.12 5.11 5.12

Fig. 7. Sum squared error in state estimation (Chen).

Fig. 6. Third state and its estimation (Chen).
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error in state estimation of three states at each point and obviously, it is very low and satisfactory. In Fig. 8,
the data that is encrypted by masking can be seen. By looking to this signal we can not understand the message.
After that, the encrypted data is ciphered with n-cipher algorithm to enhance the security and as a result, it is
more difficult to break the encryption. Fig. 9 shows the masked-ciphered data and from it we can see the signal
is unintelligible. Fig. 10 shows the original sinusoid data and the recovered data in the same coordinate. We can
see that the recovered data is nearly the same as the original data. As indicated in Table 2, after 0.206 s the data
is recovered and converged nearly to the original data. By using our proposed secure chaotic communication
Fig. 9. Data encrypted with masking and n-shift cipher (Chen).

Fig. 8. Data encrypted with masking (Chen).



Table 2
Convergence time of recovered data to the original data

Type of chaotic system Time of data convergence (s)

Chen system 0.26
Lorenz system 1.623
Genesio-Tesi system 5.66

Fig. 11. First state and its estimation (Lorenz).

Fig. 10. Original data S(t) and recovered data SR(t) (Chen).
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scheme in the presence of channel noise and processing noise, the data can be recovered precisely. The noise
performance of this system is related to the use of EKF for state synchronization.

The results of simulations show that the proposed method work also well with other types of chaotic
systems. In Figs. 11–13 Lorenz chaotic states and their estimations can be seen in the time interval of
[0,5] s. It is obvious that all states are regenerated with good accuracy as well as the Chen system. The
convergence times of three states of Lorenz system are shown in Table 1. The maximum of the three values
Fig. 13. Third state and its estimation (Lorenz).

Fig. 12. Second state and its estimation (Lorenz).
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is 1.566 s in this case. Fig. 14 shows sum squared error in state estimation of three states at each point and it is
very low as the case of Chen system. Fig. 15 shows the sinusoid data that is encrypted with masking. By look-
ing to this signal we could not understand the message as in the pervious case. In Fig. 16 the masked-ciphered
signal is shown. The resultant signal is also unintelligible as the case of Chen system. Fig. 17 shows the original
sinusoid data and also the recovered data in the case of Lorenz system. As indicated in Table 2, after 1.623 s
Fig. 15. Data encrypted with masking (Lorenz).

Fig. 14. Sum squared error in state estimation (Lorenz).



Fig. 17. Original data S(t) and recovered data SR(t) (Lorenz).

Fig. 16. Data encrypted with masking and n-shift cipher (Lorenz).
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the data is recovered and converged nearly to the original data. This value is 1.5 s more than the previous case.
From observing Fig. 17, it is obvious that the data recovery error is very low as before.

Finally, the third system, Genesio-Tesi system, is also implemented to check the performance of the pro-
posed scheme. In Figs. 18–20 Genesio-Tesi chaotic states and their estimations are shown in the time interval
of [0,20] s. All of the states are regenerated with good accuracy as well as the Chen system. The convergence



Fig. 19. Second state and its estimation (Genesio-Tesi).

Fig. 18. First state and its estimation (Genesio-Tesi).
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times of three states of Genesio-Tesi system are shown in Table 1. The maximum of the three values is 5.12 s in
this case. This value is more than other two cases. Fig. 21 shows sum squared error in state estimation of three
states at each point and they are very low as previous cases. Fig. 22 shows the sinusoid data that is encrypted
with masking. In Fig. 23, masked data which is ciphered by n-shift cipher algorithm is demonstrated. Fig. 24
shows the original sinusoid data and also the recovered data in the case of Genesio-Tesi system. As indicated



Fig. 21. Sum squared error in state estimation (Genesio-Tesi).

Fig. 20. Third state and its estimation (Genesio-Tesi).

778 K. Fallahi et al. / Communications in Nonlinear Science and Numerical Simulation 13 (2008) 763–781
in Table 2, after 5.66 s the data is recovered and converged nearly to the original data. This value is more than
as the cases of other two systems. Data recovery error is also very low as before.

6. Conclusion

In order to improve the security of data transmission, a chaotic communication method based on multi-
shift ciphering is presented. The stochastic extended Kalman filter is used for state reconstruction in noisy



Fig. 23. Data encrypted with masking and n-shift cipher (Genesio).

Fig. 22. Data encrypted with masking (Genesio-Tesi).
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environment. The proposed chaotic communication scheme is totally different from the traditional cryptosys-
tems due to employing different chaos states for the synchronization and the encryption. To inspect the per-
formance of the proposed system, three types of nonlinear dynamics have implemented. From the simulation
results, the performance of the proposed systems seems to be satisfactory for secure communication applica-
tions. Also, the results are sufficiently acceptable for digital data.



Fig. 24. Original data S(t) and recovered data SR(t) (Genesio).
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