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Abstract— Smart grid is the next generation of power grid that 

provides two-way communication, both in sending and receiving 

information and in power transfer, among its programs, and using 

advanced technologies and features such as flexibility, ensuring 

reliability, affordability, reducing carbon footprints, reinforcing 

global competiveness and etc. Along with such advantages that 

give the system administrators and electricity customers the 

convenience and speed to do business, the security of such a system 

is far more intrusive. One of the important aspects of maintaining 

security is on the consumption side, because maintaining the 

privacy of customers is important and neglecting that will cause 

an irreparable financial and social losses. Hence, in this paper, we 

tried to use the OPTICS density-based technique to diagnose 

abnormalities in information and intelligent data of customers 

instantly and compare the results of different scenarios. To 

improve the efficiency of the methodology, we use the index called 

LOF. Which is actually a factor in detecting the unusual nature of 

the data in the density-based methods, and will do this based on 

the score given to it. In other words, it is not binary but gives a 

score based on which the disturbance of the data can be measured. 

In order to carry out these simulations, we used London's 

intelligent metering data in January 2013, which was sent to the 

control center every 30 minutes. 

Keywords-Anomaly Detection; Smart Meter; Smart Grid; 

Optics; Density; Security; LOF 

I.  INTRODUCTION 

Today, smart grids and intelligent networks in each country 
are considered to be the vital routes for sustainable development. 
Supplying and distributing efficient and cheap energy to 
consumers, which is the country's largest industry, can increase 
national production by producing products. Nowadays, the 
information network infrastructure is an essential part of the 
energy distribution network. Monitoring all the components of 
the network centrally, the ability to apply commands to all 
sectors, and quick reporting of possible problems are among the 
first requirements for better performance of the smart grid. In the 
meantime, the security debate is one of the crucial issues in this 
area, due to the great importance of energy. This paper attempts 
to examine the security implications of smart grids in one of the 

most important aspects of maintaining the security and that is 
confidentiality of customers' data. 

As we know, AMI (Advanced Metering Infrastructure) 
refers to a system that collects, measures and analyzes energy 
consumption from smart meters. This system includes hardware, 
software, communication networks, consumer-side and 
metering information management system [1]. Since the onset 
of the smart grid, the risks and security threats have increased 
dramatically both inside and outside of the system and in this 
respect, intelligent metering data has steal control over other 
rivals. One of the uses of smart meters installed at the customers' 
site is to detect anomalies and analyze them. Because power 
distribution systems are subject to dangers, faults, failures and a 
lot of disturbances and abnormalities. The factors that cause it 
include various conditions such as bad weather situations, 
animal and birds' encounters, device and equipment errors, 
cybercrime attacks, and so on. Therefore, the detection of 
abnormalities and outlier data can be considered an effective 
way to maintain the security of the smart network, especially on 
the customers' side. 

There has been a lot of research in this area. Studies in this 
field is divided into 4 general categories [2]. 1- Consumption 
analysis 2- Destructive and security attacks 3- Fault Location 4. 
Detection of anomalies. In [3-4], machine learning methods are 
used to detect abnormalities. A review of the methods for 
analyzing consumption and intelligent data management is 
presented in [5]. In [6], to improve distribution network 
management, a system is designed according to the smart meter 
data system, which shows how distribution transformers can be 
monitored while there is no communication channel between 
them and the control center. In [2], the focus is on abnormalities 
that occur on the side of customers and assume intelligent 
multivariable data. Then, with a multi-level framework, it is 
trying to detect the abnormalities of bulk data collected from 
smart meters and change them to make actionable true insights 
in real time with regards to the anomaly of interest and its 
severity. In [7], with construction a protocol named IAC is trying 
to design secure AMI communication lines in intelligent 
networks. As the protocol name finds out, this method includes 
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two security features: authentication and confidentiality. In [8], 
a criterion for detecting turbulence in smart metering data is 
presented based on a dynamic programming algorithm. This 
indicator, as it takes DPRs into the data center, minimizes the 
overall cost of this deployment. In [9] the robbery detector that 
is based on customer consumption patterns that assesses the 
predictability of a normal and malicious consumer pattern is 
presented and the clustering method based on the SVM neural 
network is used. 

In this paper, we are looking to implement a better and more 
efficient way of detecting outlier data from smart meters. As 
noted in the research, especially those using partition techniques, 
the clusters derived from these methods are often symmetric 
shapes in the problem space. It often forms circular, spherical, 
and so on, often around a centrality (for example, the average of 
intra-cluster variables or the element selected as the center of 
that cluster). Sometimes, depending on the nature of the 
problem, we may look for clusters with more complex 
algorithms, or there is a specific relationship between the various 
dimensions of the data and the variables, and look for elements 
that have such a property. In this case, we use density-based 
methods. The main idea behind these methods is that we first 
look for points where the density around them is high. We then 
try to find the points that are associated with these aggregation 
centers. Sometimes, after several stages, two or more 
accumulation centers are connected to each other and form a 
cluster. Therefore, these methods are very useful in removing 
outlier data. For this we use the OPTICS (Ordering Points To 
Identify the Clustering Structure) algorithm introduced in [10]. 
The innovation of this research is the use of this method in the 
discussion of the problem of detecting anomalies of smart meter 
data, which is being discussed for the first time, and also covers 
the weaknesses of other density-based methods. To improve the 
efficiency of the methodology, we use the index called LOF 
(Local Outlier Factor), Which is actually a factor in detecting the 
unusual nature of the data in the density-based methods, and will 
do this based on the score given to it [11]. In other words, it is 
not binary but gives a score based on which the disturbance of 
the data can be measured.  The performance of this method will 
be shown on actual London data in January 2013 for some 
household members [12]. Smart meter data is considered to be 
the amount of active power consumption and power factor of 
each customer. It is assumed that the security attacker, with the 
ability of modification, can change the data according to the 
normal distribution function. By changing the input parameters 
of this algorithm, output results will be displayed.  

The paper is organized as follows: Section II explains the 
OPTICS algorithm, and the general concepts associated with 
this method, and the way how it will be modeled can be seen in 
this section. In Section III, with the implementation of this 
method, the actual data output is displayed and analyzed and in 
section IV, we will summarize the entire content and talk about 
the future works than can be done to get better results. 

II. OPTICS ALGORITHM 

Statistical and distance-based outlier detection both depend 
on the overall or global distribution of the given set of data 
points, D. However, data are usually not uniformly distributed. 
These methods encounter difficulties when analyzing data with 
rather different density distributions. This brings us to use 
density-based methods to detect anomalies. 

By studying other density-based methods (DBSCAN and 
DENCLUE), one can find that in these algorithms, for all points, 
an imaginary radius is considered, and the number of points 
around that supposed radius (ɛ, for example) is determined. Then 
the user must define the minimum number of points (𝑀𝑖𝑛𝑃𝑡𝑠) 
to start the algorithm. The density of the distribution of data 
around these points is high. But more precisely in these methods, 
it turns out that for a constant value of the minimum points, 
higher-density clusters (that is, the smaller ɛ) are entirely within 
the lower-density clusters (more ɛ). So the selection of objects 
should be the one that must be considered first for the element 
that needs the lowest ɛ for cluster membership. OPTICS is a 
method that specifies this order, and for this purpose, it is 
necessary to calculate the two variables: core-distance and the 
reachability-distance [10]. 

A. Core-Distance 

Let 𝑝 be an object from a database 𝐷, let ɛ be a distance 
value, let 𝑁𝜀(𝑝) be the ɛ-neighborhood of p, let 𝑀𝑖𝑛𝑃𝑡𝑠 be a 
natural number and let 𝑀𝑖𝑛𝑃𝑡𝑠 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑝) be the distance 
from 𝑝 to its 𝑀𝑖𝑛𝑃𝑡𝑠’ neighbor. Then the core-distance of 𝑝 is 

defined as 𝑐𝑜𝑟𝑒 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝜀,𝑀𝑖𝑛𝑃𝑡𝑠 = 

{
𝑈𝑁𝐷𝐸𝐹𝐼𝐸𝑁𝐷, 𝑖𝑓 𝐶𝑎𝑟𝑑(𝑁𝜀(𝑝)) < 𝑀𝑖𝑛𝑃𝑡𝑠                   (1)

𝑀𝑖𝑛𝑃𝑡𝑠 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑝),               𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒                                 
 

Where 𝐶𝑎𝑟𝑑(𝑁) denotes the cardinality of the set 𝑁 which 
indicates the neighboring point of interest given ɛ [10]. 

B. Reachability-Distance 

Let 𝑝 and o be objects from a database 𝐷, let 𝑁𝜀(𝑝) be the ɛ-
neighborhood of 𝑜, and let 𝑀𝑖𝑛𝑃𝑡𝑠 be a natural number. Then 
the reachability-distance of 𝑝  with respect to 𝑜  is defined as 

𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝜀,𝑀𝑖𝑛𝑃𝑡𝑠(𝑝, 𝑜) =  

{
𝑈𝑁𝐷𝐸𝐹𝐼𝑁𝐸𝐷,                                   𝑖𝑓 |𝑁𝜀(𝑜)| < 𝑀𝑖𝑛𝑃𝑡𝑠    (2) 

max(𝑐𝑜𝑟𝑒 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑜), 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑜, 𝑝)) , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒         
 

 

 

 

 

 

 

 

 

 
Figure 1 Core-distance (o), reachability-distances r(p1,o), 

r(p2,o) for MinPts=4 
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In Figure 1, for a better understanding of the two previous 
concepts is displayed [10]. 

C. K-Distance 

The 𝑘-distance of an object 𝑝 is the maximal distance that 𝑝 
gets from its 𝑘-nearest neighbors. This distance is denoted as 𝑘 
-distance (𝑝) . It is defined as the distance 𝑑(𝑝, 𝑜) between 𝑝 
and an object 𝑜 ∈ 𝐷, such that for at least 𝑘 objects, �́� ∈ 𝐷 it 

holds that 𝑑(𝑝, �́� ≤ 𝑑(𝑝, 𝑜)). 

D. K-Distance Neighborhood 

The 𝑘 -distance neighborhood of an object 𝑝  is 
denoted 𝑁𝑘(𝑝). By setting 𝑘 to 𝑀𝑖𝑛𝑃𝑡𝑠, we get 𝑁𝑀𝑖𝑛𝑃𝑡𝑠(𝑝). It 
contains the 𝑀𝑖𝑛𝑃𝑡𝑠-nearest neighbors of 𝑝. That is, it contains 
every object whose distance is not greater than the 𝑀𝑖𝑛𝑃𝑡𝑠-
distance of 𝑝. 

E. Local Reachability Density 

The local reachability density (𝑙𝑟𝑑) of 𝑝 is the inverse of the 
average reachability density based on the 𝑀𝑖𝑛𝑃𝑡𝑠 -nearest 
neighbors of 𝑝. It is defined as [11]: 

𝑙𝑟𝑑𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)

=
|𝑁𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)|

∑ 𝑟𝑒𝑎𝑐ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑀𝑖𝑛𝑃𝑡𝑠(𝑝, 𝑜)𝑜∈𝑁𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)

       (3) 

F. Local Outlier Factor 

The local outlier factor (LOF) of p captures the degree to 
which we call p an outlier. It is defined as [11]: 

𝐿𝑂𝐹𝑀𝑖𝑛𝑃𝑡𝑠(𝑝) =
∑

𝑙𝑟𝑑𝑀𝑖𝑛𝑃𝑡𝑠(𝑜)
𝑙𝑟𝑑𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)𝑜∈𝑁𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)

|𝑁𝑀𝑖𝑛𝑃𝑡𝑠(𝑝)|
                           (4) 

G. Reachability Plot 

Using a reachability-plot, the hierarchical structure of the 
clusters can be obtained easily. It is a 2D plot, with the ordering 
of the points as processed by OPTICS on the x-axis and the 
reachability distance on the y-axis. Since points belonging to a 
cluster have a low reachability distance to their nearest neighbor, 
the clusters show up as valleys in the reachability plot. The 
deeper the valley, the denser the cluster document [13]. 

 

 

 

 

 

 

 

 

 

 

As you can see in Figure 2, in the upper left-hand side, for 
example, a number of two-dimensional data is plotted. Clearly, 
the problem space is composed of three clusters with a number 
of noise, which are stacked in the upper right for more clarity. In 
the bottom part, there is also a graphic diagram named 
reachability plot that can illustrate the structure of the existing 
data clusters of the noise based on reachability distances of 
dataset. 

III. IMPLEMENTATION AND ANALYSIS 

In order to test the proposed method we have the Micro Grid 
depicted in figure 3. As shown in the picture, the number of 
smart customers assumed in this article is 20, which are 
connected to the control center by black lines and their 
consumption data is sent there. As previously assumed, cyber 
attackers can modify the data sent and transmitted from 
customers' homes to the main data center, and the source of the 
information will be error-prone. This information includes the 
active power consumption and power factor of each house per 
half hour. Attackers send the noise generated by the normal 
distribution function to the customers' information. It is assumed 
at the end of the month to issue electricity bill for subscribers, 
all this information is combined for each subscriber to obtain the 
electricity cost of each of them. Therefore, it is essential that this 
information be analyzed and that an anomaly detection 
algorithm be applied to prevent irreparable financial losses. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In this simulation, in order to demonstrate the effectiveness 
of the proposed method for finding disturbances, the smart meter 
data of each customer during a one-month half-hour; total of 
1489 data, 50 of which have been erroneous by cyber attackers 
with normal distribution noise function that has a stochastic 

 
Figure 2 Example of reachability plot for a given dataset  

 

 
Figure 3 Modeling the system with Cyber Attackers and Each 

Customer Information send to Dara Center 
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nature. This information is from Reference [12], which refers to 
the City of London. 

In the following, the graphs of the modeling the dissonance 
of the cyber attackers on energy consumption and power factor 
of customers is presented. For a clearer explanation in the one-
dimensional diagrams, a small part of the data (one day-one 
customer) is used. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 shows a common energy consumption diagram of 
customer number one for the first day in two modes. These two 
modes are: Normal mode without errors and a situation caused 
by cyber-attacks. As you can see, in this case, three points (half-
hourly data) have been disturbed, with mutations being shown 

 
Figure 8 Two dimension diagram of tamper dataset vs. non-tamper dataset 

 

 
Figure 4 1st customer-1st day- KWh- tamper vs. non tamper 

  

 
Figure 5 1st customer-1st day- PF- tamper vs. non tamper 

 

 

 
Figure 6 8th customer-1st day- KWh- tamper vs. non tamper 

  

 

 
Figure 7 8th customer-1st day- PF- tamper vs. non tamper 
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in black. The red color also represents the normal state. A similar 
scenario for the power factor diagram is also depicted in Figure 
5 for the same subset within the same one-day interval. In the 
other example, the same figures (6 and 7) are presented for the 
eighth customer on the first day. In these images, the normal 
mode is shown in red and in black mode too. It is worth noting 
that the power factor curves are fractured because they are 
fictitious and only energy data from real data is obtained. In 
Figure 8, all data for 20 customers in the two-dimensional space 
is plotted. One dimension is allocated to the customers' energy 
consumption, and the other is related to power factor. Hollow 
circle points show the normal data and black spots show the 
situation after the cyber-attack. So it's a good idea to see the 
impact of cybercrime. 

So, up to now, it is tried to show the impact of the cyber-
attack on the data transmitted to the control center. In the 
following, we try to detect abnormalities based on the OPTICS 
algorithm. In the same vein, the LOF index is also used to 
determine the abnormalities detected by the OPTICS based on 
the scores given to the data. In all of the following diagrams, for 
the sake of clarity, due to the large number of data, the particular 
states that specify the problem strategy are used. 

A. Case one: 1st Customer, First Day, MinPts=1 

 

 

 

 

 

 

 

 

 

 

B. Case Two: 1st Customer, First Day, MinPts=100 

 

 

 

 

 

 

 

 

 

 

C. Case Three: 1st Customer, First Day, MinPts=500 

 

 

 

 

 

 

 

 

 

D. Case Four: 8th  Customer, First Day, MinPts=1 

 

 

 

 

 

 

 

 

 

E. Case Five: 8th  Customer, First Day, MinPts=500 

 

 

 

 

 

 

 

 

LOF and Reachability-Distance charts are presented in a 
variety of ways, as shown in the illustrations. In these graphs, 
the left vertical axis corresponds to the Reachability-Distance 
(Red bars) and the right side is specific to the LOF index (Black 
bars). It is worth noting that all the modes presented in the 
beginning of this section to simulate an attack have been used to 
validate the adopted method. In Figures 9 to 11 for the first 
customer on the first day, with the attack diagrams in Figs. 4 and 
5, different modes were examined by changing the 𝑀𝑖𝑛𝑃𝑡𝑠 
parameter value. As you can see, in all these three cases, the 
cyber-attacks shown in Figures 4 and 5 in black is detected. 
These are three errors in the data of 31th, 36th and 44th, which in 

 
Figure 9 Results for case one 

 

 
Figure 10 Results for case two 

 

 
Figure 11 Results for case three 

 

 
Figure 12 Results for case four 

 

 
Figure 13 Results for case five 
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fact refers to the energy consumption and the power factor in 
that half-hour. The difference between these charts is the 
adoption of the 𝑀𝑖𝑛𝑃𝑡𝑠  parameter. The higher the index, the 
greater the difference between the values of the LOF in the 
attacked points elsewhere, making it easier to detect 
abnormalities. Thus, in Fig. 11, the 44th data will show more 
error in its accuracy. Also for customer 8, we showed the attack 
chart in black in Figures 6 and 7. That error data was given 
during this one-day time interval of 21th and 26th data. We see 
that in this case, the algorithm has also been able to detect them 
and the LOF index is well scaled (Figures 12-13). 

 This increase in the 𝑀𝑖𝑛𝑃𝑡𝑠  parameter also affects the 
Reachability-Plot diagram because it can create a smoother 
curve and improve the structure of clustering, which results in 
better detection of errors due to their Reachability-Distance. For 
example, in Figures 14 and 15, Difference of the Reachability-
Plots, which are shown only for the first numbers in the sequence 
of the OPTICS algorithm to verify the claim (Red bars). In the 
Figure 15 𝑀𝑖𝑛𝑃𝑡𝑠 is set to 1, and in Figure 16, this index is 100. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

It is worth noting that the reason for not using the 
Reachability-Distances to detect abnormalities is two factors. 

1) The values of the Reachability-Distances are often 

varied from 0 to 1, which makes it difficult to distinguish the 

percussive data to select a precise amount for seperation. 

2) The value of the Reachability-Distance at the beginning 

of the clusters is, according to the definition, a large number 

that may lead to a wrong decision to identify the error. 

IV. CONCLUSION 

In this paper, we tried to provide a method based on the 
density of the experimental points to identify errors in the smart 
meter data transmitted to the control center. In this research, it 
was assumed that these disturbances occur by cyber attackers. In 
this regard, we used OPTICS algorithm and we tried to improve 
the proposed method by considering the LOF index alongside it. 
In general, in the discussion of detecting smart meter 
abnormalities, this study is one of the first papers in this field, 
which we also looked at its results combined with the LOF 
index. In this research work, by experimenting with actual 
London data in January 2013, we showed that this method could 
be an effective way to identify errors. The effect of the input 
parameter was also depicted in different modes, and in each 
case, the detected faults were analyzed. In order to complete the 
results and more precisely simulations, a method can be used to 
more accurately determine the boundary value for separating 
offset data from normal data in the LOF diagram. It can also be 
done by applying this method to one of the power applications.  
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Figure 14 Reachability-Plot for MinPts=1 when ordering 

 

 
Figure 15 Reachability-Plot for MinPts=100 when ordering 
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